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Abstract—In this paper, we propose a best node and friendly
jammer (bN-fJ) scheme for secure short-packet multi-hop com-
munications in Internet-of-Things (IoT) networks. Under imper-
fect channel state information (CSI) conditions, the best IoT
node is chosen for data transmission and a friendly jammer
is chosen later to confuse the received signals at a multi-
antenna eavesdropper. Approximate and asymptotic closed-form
expressions for the secrecy throughput of the bN-fJ scheme
are obtained, offering valuable insights into the system designs.
Numerical results show that the proposed bN-fJ scheme achieves
much better performance than benchmarking schemes, especially
with 1 more bit/channel use and 9.4 dB enhancement in com-
munication reliability measure. Moreover, under imperfect CSI
and large antennas at the eavesdropper, the secrecy throughput
and communication reliability of the system can be improved
by employing the proposed node selection, e.g., a 12.5 dB
improvement at 10 antennas at Eve and the imperfect CSI of
0.8. Finally, the secrecy throughput is presented as a concave
curve for the number of hops and blocklengths, which enables
us to identify the optimal hops and blocklength for secure multi-
hop short-packet transmissions.

Index Terms—IoT networks, PHY security, short-packet multi-
hop communications, and URLLCs.

I. INTRODUCTION

Short-packet communication (SPC) has recently gained sig-
nificant momentum thanks to its latency-sensitive applications,
such as reliable remote action with robots in factory au-
tomation or coordination among vehicles [1]. SPCs primarily
emphasize the pursuit of ultra-reliable communications while
maintaining a low block-error rate (BLER) [2], for example,
the reliability of SPCs in IoT systems has reached 99.999
percent with a latency of 1 ms [3]. Compared to long-packet
communications, SPC can help to minimize the end-to-end
(e2e) transmission latency because of using a small number
of channel uses. However, it comes with the cost of coding
gain reduction, which brings challenges in reliability transmis-
sion and security. Moreover, the incorporation of short-packet
communications in 5G and Internet-of-Things (IoT) networks
establishes novel communication paradigms linked to the-
oretical principles. These paradigms challenge conventional
analysis frameworks relying on Shannon’s capacity, rendering
them no longer valid. In particular, within the constraints
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of SPC, capacity evaluation requires handling an intricate
function involving blocklength, BLER, and transmit power,
posing computational challenges for performance analysis.

Physical-layer security (PLS) in IoT systems with SPCs has
recently received much attention, stemming from its advantage
of not necessitating additional resources for secure ultra-
reliable low-latency communication applications [4]–[6]. By
exploiting the intrinsic physical properties and randomness of
wireless channels, such as fading, noise, or smart signaling,
to degrade the received signal qualities of malicious users,
PLS can realize keyless secure transmission via signal design
and adaptive transmission protocols [7]. Encryption and key-
exchange procedures in upper layers are quite complex for IoT
devices with a shortage of power, storage, and computing capa-
bilities. However, using short packets results in a reduction of
secrecy capacity since blocklengths are no longer sufficiently
large to reach the maximal transmission rate, which is typically
considered in conventional physical security to ensure both
reliability and security [4]. Hence, employing short-packets
in IoT systems might increase their vulnerability to security
attacks [4]. In [8], the authors explored single-hop communi-
cation systems, wherein an access point not only transmitted
short packets to an actuator but also generated artificial-
noise-aided signals to confound a multi-antenna eavesdropper.
The study in [9] derived a closed-form expression for the
secrecy throughput for full-duplex SPCs in multiple-input
multiple-output systems. Additionally, asymptotic analysis was
conducted for infinite blocklength, high transmit power, and
large antenna number of antennas at the access point. Short
packet suspicious communications were studied in [10] to
evaluate the success probability maximization problem.

Thus far, most secure short-packet communication studies
only focused on single-hop, except for [11], while secure
multi-hop transmission in IoT systems that deal with a pow-
erful Eve equipped with diversity combining technology has
not been well addressed. Particularly, the salient aspect of
imperfect channel state information (CSI) in finite block-
length systems is not thoroughly investigated, especially when
transmitting packets over multiple hops. In this context, the
predominant challenges involve the integral of the Q-function,
especially when addressing the average secrecy throughput
analysis. This motivation prompts us to investigate the per-



formance of secure short-packet multi-hop communications
in IoT systems with imperfect CSI and multiple antennas
at the eavesdropper as well as to propose an efficient, yet
low-complexity jamming scheme. Our recent work [11] has
analyzed the secrecy BLER and throughput of multi-hop trans-
mission but considered non-colluding Eves, while a powerful
Eve with multiple antennas and using a diversity combining
technique for eavesdropping on short-packets over multi-hop
legitimate transmission has not yet been discovered.

In this paper, we further extend our previous findings on
secure multi-hop SPCs [11] by considering a powerful Eve
equipping with multiple antennas and using the maximum-
ratio combining (MRC) technique, the contributions of this
paper can be summarized as follows:

• We propose a best node and friendly jammer (bN-fJ)
scheme to enhance the security and communication reli-
ability of multi-hop short-packet multi-hop transmissions
in the presence of a multi-antenna Eve using MRC.

• We derive new closed-form expressions for the average
secrecy throughput of the proposed bN-fJ scheme, ac-
companied by concise asymptotic analyses for extreme
values of blocklength and transmit power. The accuracy
of the developed analysis is affirmed through Monte-
Carlo simulations.

• We show through numerical results that the secrecy
throughput and communication reliability improvement
of the proposed bN-fJ scheme over the baseline ones,
such as the best IoT node selection and without jammer
(bN-woJ), the random node and best jammer (rN-bJ)
selection, and the random node and friendly jammer (rN-
fJ) selection schemes under different information leakage
and imperfect CSI levels.

• Several further insights can be drawn from the developed
analyses as follows: choosing a random IoT node is
more advantageous than choosing the best one, especially
in scenarios with severely imperfect CSIs. The secrecy
throughput is presented as a concave curve for the number
of hops and blocklengths, which enables us to identify
the optimal hop and blocklength for secure short-packet
multi-hop transmissions. Furthermore, adjusting an ap-
propriate number of IoT nodes in intermediate clusters
can improve the system secrecy throughput. Finally,
deploying more IoT devices in the perfect CSI will be
more effective than the imperfect CSI one in improving
communication reliability when Eve uses large antennas.

The remainder of this paper is organized as follows. Section
II presents the system model, including the proposed node
selection strategy and the eavesdropping scenario. In Section
III, the analysis of secrecy throughput is detailed, emphasizing
both approximation and asymptotic expressions for the average
secrecy throughput. Section IV shows numerical results to
validate the analytical findings presented in Section III. The
paper concludes in Section V.

Fig. 1: The proposed secure transmissions for factory automation applications.

II. SYSTEM MODEL

We consider a secure short-packet multi-hop communication
system within an automation factory, as depicted in Fig. 1.
In this setup, multiple IoT devices, organized into K − 1
clusters, collaborate to perform multi-hop ultra-reliable low-
latency communications (URLLCs) from a robot source (S) to
a set of user destinations D = {Dm}Mm=1. We denote by Rk,n
the n-th IoT device in the k-th cluster, employing a randomize-
and-forward protocol for packet transmission across multiple
hops [12]. Simultaneously, an eavesdropper with L antennas
endeavors to eavesdrop on the exchanged messages among
IoT nodes. During each hop transmission, one or more friendly
jammers will be selected among available IoT nodes to confuse
the received signals at the eavesdropper. It is assumed that the
source and all IoT nodes are single-antenna devices operating
in half-duplex mode.

Let us represent the channel coefficients as hk,i,n, fk−1,l,
and gk,j,l, corresponding to the links from Rk−1,i to Rk,n,
from Rk−1,i to l antenna at E, and from Rk,j to l antenna
at E, respectively. Here, R0,i and RK,m are seen as S and
Dm, respectively. We assume all channels follow frequency-
flat fading, which accounts for the effects of both small-scale
fading and large-scale path loss. Therefore, each channel coef-
ficient, denoted as z̃ ∈ {hk,i,n, fk−1,l, gk,j,l}, can be presented
as z =

√
Hz z̃, where z̃ is the small-scale Rayleigh fading and

Hz is the large-scale path loss. The channel gain |z|2 follows
an exponential distribution with parameter λz . The large-scale
path loss can be modeled as Hz =

L
(dUV/d0)

η denotes the large-
scale path loss, taking into account the Euclidean distance
between U ∈ {S,Rk−1,i,Rk,j} and V ∈ {Rk,n,Dm,E} dUV,
the path loss exponent η, the reference distance d0, and the
measured pathloss at d0 L.

In this system, secure packet transmission is evenly dis-
tributed across K orthogonal time slots during K hops. Each
time slot, indicated by the total number of channel uses (CUs)
cT and the duration of each CU T , is calculated as cTT/K.
In real-world scenarios, attaining perfect CSI of data channels
proves challenging due to feedback delays in IoT nodes within
dynamic environments. Let denote ĥk,i,n as the estimated ver-
sion of hk,i,n, we have ĥk,i,n = ρhk,i,n +

√
1− ρ2ξk, where

ξk is a circular symmetric complex Gaussian random variable
with zero mean and the same variance as hk,i,n, and ρ ∈ [0, 1]
denotes the correlation coefficient between the envelopes of
hk,i,n and ĥk,i,n. The bN-fJ scheme is proposed to enhance



secrecy performance while reducing processing complexity
for energy-constrained IoT nodes. Within each cluster, IoT
devices collaborate to select an IoT node providing the highest
channel gain from the transmitter for packet transmission.
Subsequently, a friendly jammer is randomly selected from
the remaining ones, tasked with generating jamming signals
to disrupt the signals intercepted by the Eve while ensuring
that all legitimate IoT nodes are not harmed [12]. Denoting
by Rk−1,i∗ the selected node at cluster k − 1, the criterion to
select the best node at cluster k can be presented as

Rk,n∗ = arg max
n=1,...,Nk

|ĥk,i∗,n|2. (1)

The instantaneous SNR at the selected node Rk,n∗ under
imperfect CSI can be expressed as

γk,n∗ = max
n=1,...,Nk

Pk−1

σ2
k

|ĥk,v∗,n|2, (2)

where Pk−1 is the transmit power of Rk−1,i∗ and σ2
k denotes

Gaussian noise variance. A friendly jammer at cluster k is
then randomly selected to produce jamming signals, aiming
to hinder the eavesdropper interception. The received signal
at the Eve can be presented as

yE,k =
√
Pk−1fk−1,l +

√
Pkgv,l + nE, (3)

where gv,l denotes the channel coefficient from a friendly
jammer Rk,v to the Eve and nE is the additive white Gaussian
noise. The Eve with L antennas deploys the MRC technique
to combine its received signals. Thus, the instantaneous SNR
at hop k wiretapped by the Eve with jamming strategy can be
expressed as

γE,k =

L∑
l=1

Pk−1|fk−1,l|2

Pk|gv,l|2 + σ2
E

, (4)

where σ2
E denotes the Gaussian noise variance. For ease of

notation, we denote ψk = Pk−1/σ
2
k and ψE,k = Pk−1/σ

2
E.

III. SECRECY THROUGHPUT ANALYSIS

In an SPC system with a quasi-static fading wiretap channel,
a positive secrecy rate exists when the SNR of the legitimate
channel is larger than that of Eve’s channel. It is considered
a finite blocklength transmission at hop k, the maximum in-
stantaneous secrecy rate rk for a given blocklength cD > 100,
a decoding error probability (or the secrecy BLER) ϵk, and
an information leakage δk over a wiretap channel can be
expressed as [13]

rk=

{
Ck−

√
Sk

cD
Q−1(ϵk)−

√
SE

cD
Q−1(δk), γk,n∗>γE,k,

0, γi,n∗<γE,k.
(5)

where m denotes the number of bits encoded into a packet
being transmitted from Rk−1,i to Rk,n, cD = cT /K, Ck =
log2(1 + γk,n∗) − log2(1 + γE,k) represents the secrecy ca-
pacity of the eavesdropping system under short block-length
constraint, Q−1(.) denotes the inverse Gaussian Q-function.
Moreover, the channel dispersion of legitimate and eaves-
dropping channels can be presented, respectively, as Sk =
(log2 e)

2
(
1− 1

(1+γk,n∗ )2

)
and SE = (log2 e)

2
(
1− 1

(1+γE,k)2

)
.

It can be seen in (5), when γk,n∗ < γE,k, the secrecy BLER
ϵk = 1. When γk,n∗ ≥ γE,k, the secrecy BLER at hop k can

be derived as

ϵk=Q
(√cD

Sk

[
log2

1 + γk
1 + γE,k

−
√
cD
SE

Q−1(δk)−
m

cD

])
. (6)

The secrecy throughput under finite blocklength regimes at
hop k is calculated as

τk = rk(1− E{ϵk}), (7)
where E{ϵk} represents the average secrecy BLER at hop k
and E{·} stands for the expectation operator.

Theorem 1. Under finite blocklength conditions, the end-to-
end (e2e) secrecy throughput achieved by the bN-fJ scheme
can be expressed as

τe2e = rk

K∏
k=1

(T1,k − T2,k), (8)

T1,k =

Nk−1∑
n=0

(
Nk − 1

n

)
(−1)nNk
n+ 1

exp
(1− ωk
ψkΩk

)
, (9)

T2,k =̂
∑

exp
(1− ωk
ψkΩk

+ βkΥk

)NkΓ(1 + q)βl−i+1
k ωkU

(λE,kψE,k)l−qψkΩk
,

(10)
where

U=


(Υk)

q−iΓ(i− q, βkΥk), i> q,

(Υk)
q−i

(q−i)!

[
q−i∑
d=1

Γ(d) exp(−βkΥk)
(−Υkβk)d

+E1(βkΥk)

]
, i≤ q,

(11)

Ωk≜
(1+n−nρ2)λk

(n+ 1)
,Υk≜

λ−1
E,k

ψE,k
+

ωk
ψkΩk

, βk=
λE,k
ρλE,Jk

(12)

∑̂
=

Nk−1∑
n=0

L−1∑
l=0

l∑
q=0

l∑
i=0

(
l

q

)(
l

i

)(
Nk − 1

n

)
(−1)l+n−i

l!(n+ 1)
, (13)

and E1(.) is the exponential integral function [14, Eq. (1)].

Remark 1: When Nk in (9) and (10) increases, the e2e
secrecy throughput in (8) significantly improves. When the
imperfect CSI level is large, i.e., a small value of ρ, Ωk is large,
making T2,k in (10) become smaller and the secrecy through-
put reduces, causing a low throughput for multi-hop packet
transmissions. Furthermore, ψk is inversely proportional to
T2,k, thus a large transmit power at each IoT device, i.e., when
ψk rises, the e2e secrecy throughput also increases.

Theorem 2. At high SNR regimes, the asymptotic expression
for the e2e secrecy throughput of bN-fJ scheme can be
expressed as

τ SNRasym

ψ→∞
≈ rk −

K∑
k=1

∑̂rkNkΓ(1 + q)ωkβ
l−i+1
k

ψkΩk(λE,kψE,k)l−q
U , (14)

where ψ ∈ {ψk, ψE,k}.

From (14), the asymptotic secrecy throughput reduces when
the number of hops K increases. However, when ψ in the
denominator in the second term of (14) increases, τ SNRasym will
be reduced. Furthermore, the end-to-end secrecy throughput in
(14) exhibits an inverse relationship with the CSI conditions,
denoted as Ωk, and a direct proportionality with the number
of IoT devices.



Theorem 3. In the finite blocklength regimes, the asymptotic
expression for the e2e secrecy throughput of bN-fJ scheme can
be expressed as

τ cDasym
cD→∞
≈ rk

K∏
k=1

[
1−

∑̂ NkΓ(1 + q) exp(βkΘk)U
βi−l−1
k ψkΩk(λE,kψE,k)l−q

]
, (15)

where Θk = 1/(λE,kψE,k) + 1/(ψkΩk).

In the finite blocklength regimes, we have lim
cD→+∞

ωk=1.
By substituting ωk=1 into (8), τ cDasym can be obtained as (15).
Remark 2: In the finite blocklength regimes, the e2e secrecy
throughput remains constant irrespective of the blocklength.
As shown in (15), the effect of imperfect CSI is less significant
in infinite blocklength regimes with moderate ψk. The reason
is that the imperfect CSI coefficient associated with Ωk will
have less influence on the secrecy throughput when it is in a
product of ψkΩk, therefore, ψk will have more influence on
the secrecy throughput.

IV. NUMERICAL RESULTS

In this section, we provide numerical results for evaluat-
ing system secrecy performance. To validate our designed
approach, Monte Carlo simulations are employed to assess
the average secrecy throughput and secrecy BLER. On the
Euclidean plane, the robot S, IoT devices Rk, the user U, and
eavesdroppers E are situated at coordinates (0, 0), (k/K, 0),
(25, 0), and (30, 20), respectively. We set the parameters as
follows: d0 = 1 m, σPL = −30 dB, PL = 3.5, average SNR
ψk = ψD = ψE = ψ, and normalized noise variance σ2 = 1.
Unless explicitly stated otherwise, the remaining simulation
parameters are configured as K = 5, N = 4, L = 4, imperfect
CSI parameter ρ = 0.8, information leakage δk = 0.1, number
of bits m = 800, and total channel uses cT = 1000. Fig. 2(a)
shows the significant secrecy throughput improvement of the
bN-fJ scheme over the rN-bJ, rN-fJ, and bN-woJ ones. As
observed, the bN-fJ scheme improves 1 bit per channel use
(BPCU) of secrecy throughput on average at moderate SNRs
compared to the rN-bJ one, which underscores the effective-
ness of choosing the best IoT nodes with the highest channel
gain for secure short-packet multi-hop transmission. Further-
more, the bN-fJ scheme has 1 BPCU of secrecy throughput
higher than the bN-woJ one at high SNRs, which indicates
the potency of deploying a friendly jammer to degrade Eve’s
channels. In addition, the high average SNR increases the
probability of successfully receiving packets, which makes all
schemes achieve their largest secrecy throughput at high SNRs.
Importantly, the simulated results of the bN-fJ scheme closely
match the theoretical ones while the asymptotic results tightly
align with analysis derivations at high SNRs. This consistency
demonstrates the accuracy of our derivations as presented
in Theorems 1 and 2. In Figs. 2(b) and 2(c), the secrecy
throughput is depicted as a function of both the number of
hops and blocklengths. By configuring a constant number of
information bits for transmission across different blocklengths,
the secrecy throughput initially increases, reaching its peak
before gradually declining in infinite blocklength regimes. This

phenomenon encompasses a trade-off between the fixed coding
rate rk and the secrecy throughput in (8), wherein a constant
quantity of bits transmitted over longer blocklengths reduces
the secrecy throughput. Furthermore, the figure also shows
that the secrecy throughput of the bN-fJ scheme under perfect
CSI can improve up to 3 BPCU compared to its counterpart
with severe imperfect CSI, i.e., ρ = 0.1, at the optimal
blocklengh. Moreover, the asymptotic secrecy throughput of
perfect CSI and imperfect CSI at large blocklenghs is almost
the same, which indicates a tiny effect of imperfect CSI on
the secrecy throughput of the system under large blocklengh
conditions, which also aligns with insights in Remark 2. In Fig.
2(c), as the number of hops K rises, the secrecy throughput
experiences an initial increase, reaching its peak because of the
decreasing impact of pathloss via transmitting over multiple
hops. However, with continued increases in K, the secrecy
throughput eventually reduces, reaching zero. This decline
is due to a substantial increase in error probability with an
extensive number of transmission hops, as indicated in (6).
Moreover, increasing the appropriate number of IoT devices
can improve significantly the secrecy throughput, for example,
when Nk increases from 1 to 4, the secrecy throughput
can be increased up to 2.7 BPCU. However, by increasing
an additional 4 IoT nodes, the secrecy throughput improves
only 1.7 BPCU. Therefore, deploying the appropriate IoT
nodes in each cluster can achieve the best trade-off between
implementation cost and secrecy throughput.

Fig. 3(a) illustrates the effect of imperfect CSI on the
proposed bN-fJ and rN-bJ schemes with different transmission
hops. For high levels of imperfect CSI, i.e., when ρ is small,
the rN-bJ scheme demonstrates greater efficiency compared
to the bN-fJ scheme. This is due to the presence of severely
outdated CSI with high levels of imperfection leading to an
inaccurate selection of the best node in the bN-fJ scheme.
Conversely, with low imperfection in CSI, i.e., when ρ is
large, the strategy of selecting the best node becomes more
efficient, resulting in an increase in secrecy throughput for
the bN-fJ scheme. For instance, there is a notable increase
of 2.6 BPCU with 10 hops at ρ = 0.8. Furthermore, there
exist levels of imperfect CSI at which the bN-fJ scheme
outperforms the rN-bJ scheme. Fig. 3(b) provides an insight
into the security-reliability trade-off for the proposed bN-fJ
scheme. The average e2e secrecy BLER can be obtained from
(8) as εe2e = 1 − τe2e/rk. As observed, the average secrecy
BLER of the bN-fJ scheme decreases with an increase in the
information leakage δk. A higher probability of information
leakage, represented by a larger δk, indicates a reduced corre-
lation between confidential messages and the eavesdropper’s
observation, thereby lowering the secrecy BLER. In addition,
the proposed rN-fJ scheme has the highest communication re-
liability among other ones under different information leakage
levels. For example, the bN-fJ scheme offers at least 9.4 dB
of reliability better than the rN-bJ one, i.e., improving from
εe2e = 5.4× 10−2 to εe2e = 2.1× 10−2. Fig. 3(c) shows the
effects of the number of antennas at the Eve on the average
secrecy BLER with perfect and imperfect CSI conditions.
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Fig. 2: Average secrecy throughput versus the transmit SNR ψ, blocklength cT , and the number of hops K, where the terms ’TP’ and ’BPCU’ stand for
’throughput’ and ’bits per channel use’, respectively.
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Fig. 3: Effects of imperfect CSI coefficient ρ, the information leakage δk , and the number of antennas at Eve L, on the secrecy performance of bN-fJ scheme.

As observed, the secrecy BLER increases as Nk increases
since the more antennas deployed at the Eve, the better its
opportunities of successfully combining the eavesdropping
signals. However, at a fixed number of users, increasing IoT
devices in each cluster can be a reasonable solution when
Eve is equipped with large antennas for its eavesdropping. In
addition, more number of IoT devices deployed in the perfect
CSI scenario is more effective than that of an imperfect CSI
one. For example, when 8 IoT devices are employed in each
cluster at L = 10, the communication reliability is improved
from εe2e = 4.8 × 10−1 to εe2e = 1.4 × 10−1 for imperfect
CSI and from εe2e = 4.5 × 10−1 to εe2e = 7.8 × 10−3 for
perfect CSI, approximately a 12.5 dB and 40.5 dB gain in
communication reliability, respectively.

V. CONCLUSIONS

This paper proposed the bN-fJ scheme for securing short-
packet multi-hop communications in IoT networks, with a
focus on enhancing average secrecy throughput and commu-
nication reliability. Closed-form expressions for the secrecy
throughput of the bN-fJ scheme were derived, considering im-
perfect CSI and the presence of a multi-antenna eavesdropper.
Asymptotic analyses for extreme values of average SNR and

infinite blocklength were conducted, offering valuable insights
into the system configuration. Numerical results demonstrated
that the proposed bN-fJ scheme surpassed benchmark schemes
in terms of secrecy throughput and communication reliability.
Moreover, the optimal number of blocklengths and hops max-
imizing the system secrecy throughput were identified under
various CSI conditions. Our future work will explore cognitive
radio environments, incorporating reconfigurable intelligent
surfaces in IoT-based factory automation.

APPENDIX A
PROOF OF THE THEOREM 1

The e2e secrecy throughput over K hops transmission is
expressed as [15]

τe2e = rk
∏K

k=1
τk. (16)

Our target is to obtain τk which can be calculated from (7) as

τk =

∫ +∞

0

∫ +∞

y

(1− ϵk(x, y))fγk(x)fγE,k(y)dxdy, (17)

where fX(.) denotes the probability density function (PDF) of
X . Incorporating the Gaussian Q-function into ϵk complicates
the procedures of deriving an exact closed-form expression
for the secrecy throughput. Thus, we approximate the secrecy



BLER in (6) by using a linear approximation of the Q-function
to overcome the integral in (17) as [3]

ϵ(x, y) =


0, x ≥ ξk,

1/2− si
√
cD(x− θk), ϑk ≤ x ≤ ξk,

1, x < ϑk,

(18)

where θk = 2
√
SE(y)/cDQ

−1(δk)+rk(1+y)−1, rk = m/cD,

sk = (2πθk(θk + 2))−1/2, ϑk = θk − 1/(2sk
√
cD), and

ξk = θk + 1/(2sk
√
cD). Subsequently, substituting (18) into

(17) and using the Riemann integral approximation, the
secrecy throughput can be approximated as

τk =

∫ +∞

0

FγE,k(y)fγk(ωk(1 + y)− 1)ωkdy, (19)

where ωk = 2Q
−1(δk)/

√
cD+rk and FγE,k(.) denotes the cumu-

lative distribution function (CDF) of γE,k. To calculate τk, we
need to obtain the CDF of γE,k. It can be derived from (4) as
FγE,k(y) = Pr[γE,k < y], which is further expressed as

FγE,k(y)=

∞∫
0

F L∑
l=1

|fk−1,l|2

(
ρyx+

y

ψE,k−1

)
f|gk,l|2(x)dx, (20)

where ρ = ψE,k/ψE,k−1. By injecting the CDF of
∑L
l=1 |fk,l|2

and the PDF of f|gk+1,l|2 into (20), then applying binomial
expansion, it follows that

FγE,k(x)= 1−
L∑
l=0

l∑
q=0

(
l

q

)
ρqψq−lE,kΓ(1 + q)

l!λE,Jkλ
l
E,k

×yl exp
(
− y

λE,kψE,k

)( 1

λE,Jk
+

yρ

λE,k

)−q−1

, (21)

where λE,k and λE,Jk are the parameters from Eve to the IoT
and the jammer, respectively. The best node selection strategy
is employed at hop k; thus, the PDF of γk,n∗ is given by [11]

fγk,n∗ =

Nk−1∑
n=0

(
Nk − 1

n

)
(−1)nNk

(n+ 1)ψkΩk
exp

(
− x

ψkΩk

)
. (22)

Next, by substituting (21) and (22) into (19), and after some
manipulations, we obtain as

τk=rk

Nk−1∑
n=0

(
Nk − 1

n

)
(−1)nNk
(n+ 1)

exp
(1− ωk
ψkΩk

)[
1−

L∑
l=0

(
l

q

)

× βkΓ(1 + q)ωk
l!ψkΩk(λE,kψE,k)l−q

∞∫
0

yl exp(−Υky)

(βk + y)q+1
dy

]
. (23)

Let I represent the integral in (23), introducing
a change of variable t = y + βk, we arrive at

I = exp(βkΥk)
∞∫
βk

(t−βk)
l exp(−Υkt)dt
tq+1 . Then, applying the

binomial expansion, I can be written as

I=exp(βkΥk)
l∑
i=0

(
l

i

)
(−βk)l−i

∞∫
βk

ti−q−1exp(−Υkt)dt. (24)

The integral in (24), denoted by U , is solved for two separated
cases, i.e., i > q and i ≤ q, with the help of [16, Eq. (3.381.3)]
and [16, Eq. (3.353.1)], respectively, which results in (11).
By plugging (24) with the result in (11) into (23), we obtain
τk, presenting in T1,k and T2,k as shown in (9) and (10),

respectively, which then injected into (16), the e2e secrecy
throughput is obtained as (8).
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At high SNR regimes, i.e., as ψ ∈ {ψk, ψE} → ∞, we
apply the following approximations for (9) and (10) as follows:

exp(1/x)≈ 1 asx→ ∞,

Nk−1∑
n=0

(
Nk− 1

n

)
(−1)nNk
n+ 1

= 1. (25)

The asymptotic secrecy throughput can be obtained as

τ SNRasym

ψ→∞
≈ rk

K∏
k=1

[
1−

∑̂rkNkΓ(1 + q)ωkβ
l−i+1
k

ψkΩk(λE,kψE,k)l−q
U
]
. (26)

By applying the following approximation for (26):∏K
k=1(1− xk) ≈ 1−

∑K
k=1 xk for small xk, the τ SNRasym

is obtained as (14).
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