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Abstract—We propose a novel covert message authentication
technique designed to completely obscure the existence of the dig-
ital signature, rendering it secure against integrity attacks. This
innovative approach not only thwarts counterfeiting attempts
of digital signatures but also effectively evades the scrutiny of
potential hackers, thereby protecting the authentication scheme
proactively. The core idea involves superimposing the digital
signature onto the message and harnessing the capabilities of
multiple input multiple output (MIMO) techniques to obfuscate
the signature. We demonstrate that the total detection error
probability (sum of false alarm and miss detection probability)
of the signature approaches unity with an increasing number
of transmitter antennas, indicating the undetectability of the
signature, regardless of its transmission power. Furthermore,
we analyze the impact of this covert verification on the signa-
ture decoding error probability and the authenticated message
throughput, providing insights into the overall effectiveness of the
proposed technique in protecting the authenticity of the message.
We also investigate how artificial noise affects the total detection
error probability and the authenticated message throughput.
Finally, we compare two approaches to signature protection:
signature secrecy which prevents eavesdroppers from gaining
any meaningful information about the signature and signature
covertness which hides the signature transmission.

Index Terms—Covert message authentication, digital signature,
MIMO, integrity attack, authenticated message throughput, arti-
ficial noise.

I. INTRODUCTION

NSURING message authenticity is critical in open wire-

less communication environments, as it encompasses
two essential aspects: message integrity and source authen-
ticity. Message integrity ensures that the transmitted message
remains unaltered, while source authenticity verifies that the
message originates from a trusted sender. Traditionally, digital
signatures have been used to guarantee both integrity and
authenticity [1]. However, these methods are increasingly
vulnerable to evolving technological threats. In particular, the
advent of quantum computing poses a severe challenge to
current digital signature schemes. Quantum algorithms, such
as Shor’s algorithm, can derive private keys from public keys,
thereby compromising the entire system’s security [2], [3].
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Moreover, if an attacker collects multiple message-signature
(or ciphertext) pairs, they can extract statistical information
about the underlying secret key. This gradual reduction in the
adversary’s uncertainty about the key significantly increases
the risk of key recovery attacks [4]. With access to the private
key and the signature-generation function, an adversary could
then forge valid signatures for arbitrary message-an action
commonly referred to as an integrity attack. Given these
emerging threats to cryptographic systems, there is an urgent
need for more resilient authentication techniques, particularly
as quantum computing capabilities advance.

Physical layer authentication (PLA) offers an alternative
approach to message authentication by embedding low-power
signatures (tags) into communication messages transmitted
over noisy channels [5], [6], [7], [8], [9], [10], [11], [12].
This technique aims to enhance security by making it more
challenging for adversaries to extract secret keys by reducing
signature power. The relationship between the information
leaked on the secret key and the signature power, when
the content of the message is known (decoded), has been
analyzed in [13]. However, reducing the signature power also
diminishes the receiver’s ability to decode these signatures,
which compromises the reliability of message authentication.
Furthermore, adversaries aware of the authentication process
could exploit it by executing attacks such as replay attacks,
man-in-the-middle attacks, or denial-of-service attacks.

This paper introduces a novel paradigm: covert authen-
tication. Unlike conventional authentication methods, covert
authentication verifies the authenticity of a message while
concealing the existence of the authentication process itself.
By masking the presence of authentication, this approach
significantly reduces the likelihood of detection by adversaries,
thereby proactively protecting the authentication mechanism.
The underlying principle is simple yet profound: what cannot
be seen cannot be attacked. By remaining undetectable, covert
authentication minimizes the risk of key exposure and data
tampering, offering enhanced protection in critical applica-
tions. These include military communications, intelligence
operations, and secure messaging in contested or adversarial
environments - contexts where traditional overt authentication
may draw unwanted attention and compromise security.

Recent studies have explored the use of multiple-input
multiple-output (MIMO) technology to enable covert com-
munications. For example, Wang and Bloch [14] studied the
covert capacity of the MIMO AWGN channel under the total
variation distance measure, and derived the explicit formula
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for the covert transmission rate. Bendary et al. [15] derived
the covert capacity of the MIMO AWGN channel under the
Kullback-Leibler divergence covertness measure and studied
the effect of the number of transmit antennas on the covert
capacity, while Bai et al. [16] extend these findings to spatially
sparse mmWave massive MIMO channels. While these studies
have primarily focused on concealing the existence of data
transmission, they largely overlook the challenge of secure and
verifiable message authentication in adversarial environments.
In contrast, this work leverages the capabilities of MIMO
systems not only to support high-rate message transmission
without covertness constraints but also to enable the covert
embedding of digital signatures. By ensuring that these sig-
natures remain undetectable to unauthorized observers, the
proposed scheme strengthens the robustness of the authentica-
tion process against targeted attacks. This constitutes a novel
integration of physical-layer covert transmission and crypto-
graphic message authentication within a unified framework.
The main contributions of this paper are as follows:

e We propose a novel covert message authentication tech-
nique that fully conceals the presence of a digital
signature within MIMO communications, ensuring secu-
rity against integrity attacks. This approach embeds the
signature directly into the transmitted message, while
using MIMO technology to direct signal energy toward
the intended receiver. This minimizes the risk of detection
by adversaries while maintaining robust authentication
security.

e We show that the total detection error probability (the
sum of false alarm and miss detection probabilities) of the
signature approaches unity as the number of transmitter
antennas increases. This guarantees the undetectability
of the signature, regardless of its transmission power.
This advancement addresses a limitation of existing PLA
methods, which require reduced transmission power for
the signature to protect keys, often at the cost of increased
decoding errors at the receiver [5], [7], [8], [12].

e We analyze the impact of covert verification on the sig-
nature decoding error probability. Our results reveal that
the signature decoding error probability approaches zero
as the number of transmitter antennas increases, provided
that the power allocated to the message remains below a
specified threshold. This highlights the method’s potential
to achieve reliable and undetectable authentication by
leveraging a large number of transmitter antennas.

e We introduce and analyze the concept of authenticated
message throughput, defined as the average number of
correctly received and authenticated message bits per
channel use. This metric uniquely integrates communi-
cation reliability with message authenticity, which have
traditionally been studied independently. Additionally, we
investigate the role of artificial noise in enhancing the
total detection error probability and the authenticated
message throughput in scenarios where the eavesdropper
has more antennas than the transmitter.

e We compare two approaches to signature protection: sig-
nature secrecy, which employs wiretap codes to keep the
signature content confidential, and signature covertness,
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Fig. 1. System model.

which conceals the signature’s existence. Furthermore, we
extend our analysis to eigenbeamforming, where infor-
mation is transmitted across multiple eigenmodes. We
evaluate how multi-stream transmission enhances both
the total detection error probability and the authenticated
message throughput.

These contributions significantly advance the field of secure
wireless communications by introducing a covert and robust
method for message authentication. The proposed approach
provides resilience against a wide range of attacks, addressing
the unique challenges of secure and covert authentication in
MIMO communication systems.

The paper is structured as follows: Section II outlines the
system model. Section III describes the signature detection
strategy. Section IV derives the total detection error proba-
bility. Section V addresses the signature’s decoding outage
probability. Section VI focuses on authenticated message
throughput. Section VII extends our analysis to include AN.
Section VIII compares the signature secrecy and signature
covertness. Section IX extends the analysis for the case of
eigenbeamforming. Section X concludes with key findings and
contributions.

II. SYSTEM MODEL

Consider a multiple-input multiple-output (MIMO) commu-
nication system involving a transmitter (Alice) and a receiver
(Bob), equipped with N4 and Np antennas, respectively. This
communication takes place in the presence of an eavesdropper
(Eve), who possesses Ng antennas. The system model is illus-
trated in Figure 1. The notations and terms used throughout
the paper are listed in Table I.

A. Signature Generation and Channel Coding

To ensure the authenticity of a message m = ¢,,(d), where d
denotes information data and e,,(-) denotes channel encoding,
Alice sends a digital signature t = e¢,(h(d, K)). Here, h(:) is
a one-way hash function, K is a private key used by Alice
to sign the message, and e¢,(-) denotes channel encoding for
the signature. The entropy of the signature is typically limited
by its size. For example, if the output of a hash function is
128-bit, the maximum entropy of the signature is 128 bits.

We assume that m and t are codewords of length L symbols
and rate R, and R, bits per channel use, respectively. The
hash sequence h(d, K) is typically much shorter than the data
sequence d. This inherent difference in length results in a
significantly lower code rate for the signature compared to
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TABLE 1
LIST OF NOTATIONS AND TERMS

power allocation factor
codebook for m

information data

channel encoding

channel gain matrix between Alice and Eve
transmit SNR

Gv

one-way hash

channel gain matrix between Alice and Bob
private key

code length

N detection threshold

maximum eigenvalue

log likelihood ratio

message

number of transmitter antennas
number of receiver antennas
number of eavesdropper antennas
background noise vector

signal power

Pr probability of false alarm

olaloe

YL()? et(')

SREEE

Pyr probability of miss detection

P, signature decoding outage probability
Pso secrecy outage probability

) power allocation factor in AN scheme
R, Ry transmission rate

on noise variance

t digital signature

u receive weight vector

v transmit weight vector

|14 authenticated message throughput

X; transmitted signal

3 total detection error probability
YB.i:YE.i received signal vector

z artificial noise vector

the message. This design choice has important implications
for the decoding process. Specifically, the lower code rate of
the signature provides a crucial advantage: it enables Bob
to decode the signature reliably even in the presence of
interference and noise.

The code symbols m; and #; within m and t, respectively, are
designed to be complex Gaussian distributed with mean zero
and variance P, i.e., m;, t; ~ CN(0, P) to maximize the channel
capacity [17]. To approximate Gaussian-distributed code sym-
bols in practice, techniques like superposition (e.g., OFDM)
[18] or probabilistic amplitude shaping [19] can be employed.
For example, higher-amplitude points in a QAM constellation
are transmitted less frequently, creating a distribution closer to
Gaussian.

We assume that the codebook for the message is known to
all users including Eve. But the codebook for the signature is
known to Alice and Bob only. This means the message can
be decoded, but the signature cannot be decoded by Eve.

B. Transmitted Signal

To conceal the authentication from Eve, we employ a super-
position coding technique that embeds the signature within the
message. The resulting signal, represented as s = (s1,...,S.),
is defined as follows:

m, Ho
\/am+ V1 _at’ Hl»

(D
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where H denotes the null hypothesis that Alice did not send t,
‘H1 denotes the alternate hypothesis that Alice did send t, and
a € (0, 1) represents the power allocation factor between the
message and the signature. In our system, we assume that the
signature is included with a probability of 7y while a fraction
of (1 — my) of transmissions are sent without a signature.
Additionally, Alice and Bob share a pre-established secret that
allows Bob to identify the specific times or frequencies in
which the signature is transmitted. The transmitted signal x;
is given by

X; = Vs§;, (2)

i=1,...,L, where v is an N4 x 1 transmit weight vector at
Alice.

C. Received Signal at Bob

The received signal at Bob is given by

ypi = HX; + ng;, 3
where
h;
H=|: “4)
hy,

denotes the channel gain matrix between Alice and Bob. Each
element of h; € C'*M| j=1,... Np, is a complex Gaussian
random variable with mean zero and variance one (represent-
ing Rayleigh fading), and ng,; € CV#*! denotes the background
noise vector with E[ng;] = 0 and E[nf ng;] = o2ly,.

We assume that Alice employs transmit beamforming (TB)
to focus her signal towards Bob and chooses v as [20]

H"u
V= ———,
(H  ul]

(&)

where u is an Nz x | receive weight vector at Bob.! Bob
employs maximum ratio combining (MRC) to combine the
signals received from each of his antennas. This combination is
known as MIMO-MRC [20], [21] or single-mode eigenbeam-
forming. It requires both Alice and Bob possess knowledge
of the channel matrix H. In Section IX, we will consider
eigenbeamforming in which information is transmitted over
multiple eigenmodes.
After applying u to the received signal yz;, Bob obtains

rpi = ullyp; (6)
= [H"ulls; + u”ngp;. (N

The SNR of (7), given by (P/a'%)||HHu||2/||u||2, is maximized
when the vector u is selected as the eigenvector of HHY
associated with the maximum eigenvalue A, of HH [20].
Utilizing MIMO-MRC, the SNR of rp; is given by Anaxy,
where

y =P|o; (®)

is the transmit SNR.

'We assume a passive Eve whose exact location is unknown to Alice.
If Eve’s location is known or can be estimated, Alice can incorporate this
information into her beamforming design - for example, by placing spatial
nulls in Eve’s direction - to suppress the authentication signal’s energy in her
direction.
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Achievable Rate and Transmission Rate: Unlike previous
endeavors primarily aimed at maximizing the rate of covert
message (i.e., signature), our focus lies in maximizing the
rate of message m (without the covertness requirement), while
ensuring the concealed transmission of the signature t. This
strategy is motivated by the typically shorter length of the
signature compared to the message, which eliminates the need
to maximize the signature’s transmission rate.

To achieve a higher rate for the message than the signature,
the signature is decoded first, treating the message as interfer-
ence. Under this scheme, the achievable rate (bits per channel
use) of the signature for Bob is given by:

(1 - a’)/lmax’)/)

9
AAmaxy + 1 ©

I(t;rp) = log, (1 +
We assume that the signature t is transmitted at a constant
rate of R, (bits per channel use), reflecting the fixed length of
signature in practical applications. In contrast, the message,
m, is transmitted at the rate:

R, = 10g2 (1+ a'/lmaxy) . (10)

This transmission rate applies under both hypotheses, H, and
H,, to ensure the covertness of the signature. Any variation
in R, based on the signature transmission would enable Eve
to detect the signature by merely observing changes in the
message transmission rate.

D. Received Signal at Eve

The received signal at Eve is given by

(1)

yei = GX; +ng; = 8,5 + g,

where
g1

G = (12)

gN;

is the channel gain matrix between Alice and Eve and g,, =
Gv is the effective channel gain for Eve. Each element of
g, € CNa j =1,..- Ng, is a complex Gaussian random
variable with mean zero and variance one, and ng; € CNex1 g
the background noise vector with E[ng;] = 0 and E[nlg’inE,,‘] =
g %INE‘

1) Estimation of Channel State by Eve: To perform MRC
and maximize her received SNR, Eve must estimate her
channel state g,. Since Eve does not have access to the
precoding vector v, she resorts to blind channel estimation
based on the statistical structure of her received signals.

Specifically, Eve computes the sample covariance matrix:
R, = %Zl]‘:l yE,,-yE’i, which converges, as L — oo, to its
expectation: E[R,] = gngVP + a',%I. Hence, the dominant
eigenvalue of R, is approximately llg P + o2, and the
associated principal eigenvector closely approximates the nor-
malized channel direction g,,/||g,||. This eigenvector serves
as a sufficient estimate of the effective channel direction for
applying MRC. Accordingly, Eve selects her combining vector
as: wg = g,/llg,|l. In addition, the dominant eigenvalue can
be used to estimate the channel gain ||g,,||.
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As the number of observations L — oo, both the covariance
matrix and the resulting eigenvalue estimates converge to their
true values, ensuring that Eve’s estimate of channel state is
asymptotically consistent.

2) MRC: After applying MRC, Eve obtains

(13)
(14)

H
Ve = WEYE.i
= llgwllsi + zE,is

where zg; ~ CN(0, a'fl), i =1,...,L. The resulting received
SNR is [lg, Iy, where [lg,|I” ~ x*(2Ng) [22].

3) Remark: The multiple antennas at the transmitter pro-
vide no advantage to Eve, as her channel gain, ||g,l||, is
independent of the number of antennas, N4. However, they
do benefit Bob, since the largest eigenvalue, A, increases
with N4. This occurs because the transmitter can focus energy
towards Bob using TB (see Eq. (5)), making it more difficult
for Eve to detect the signature.

III. SIGNATURE DETECTION STRATEGY

Based on her observation vector rg = (rg;,...,reL), Eve
seeks to determine whether a signature t is present in the
received signal. A naive approach might involve using a
radiometer (i.e., an energy detector) that bases its decision
on the average received signal power, |[rg||?/L. However,
under both hypotheses H( and H;, the received signal power
converges to the same asymptotic value, namely: llegl?/L —
llg.I”P + o-ﬁ as L — oo. As a result, energy detection
is ineffective in this setting and cannot reliably distinguish
between H, and H;, even with long observation periods.

Instead, Eve may employ a more powerful detection method
- namely, the likelihood ratio test (LRT) - which is known
to be optimal in the Neyman-Pearson sense for maximizing
detection probability at a fixed false alarm rate [23]. The LRT
is given by:

A= P(re [ lgwll,m, #,) 74
= <

Pe | ligwl, m, Ho) ,
where A is the detection threshold.

The probability density functions under the two hypotheses
are given by:

A, (15)

1 L
m(og + (1 - a)||gw||2P))

s exp (e = Nl Vam?
0%+ (= alig,PP)

1" Iz - lig,,llml?
P(rE|||gW||,m,H0)=( 2) exp (-—ZW)
ﬂ'o'n o-n
(17)

These expressions represent the conditional distributions of
Eve’s observation vector under each hypothesis.”

The LRT essentially compares the likelihood of the received
signal under the two hypotheses, accounting for the fact
that under H,, the presence of the unknown t increases the

Pre | llgwll,m, Hy) = (

2Recall that Eve does not know the codebook of t. As a result, t is treated as
noise and its effect is captured through the increased variance in the likelihood
under H;.
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effective noise power. Unlike classical energy detection, the
LRT exploits statistical knowledge of the signal structure and
noise variance under both hypotheses, making it significantly
more powerful in distinguishing between them.

A. Case of Message Decoding Failure

When Eve does not know (fails to decode) the message m,
the optimal strategy is to marginalize the likelihood function
to eliminate the unknown parameter m [23]. More precisely,
one computes the marginal distribution of rg:

P(rg | I gwll, H1) (18)
ICl
= ZP(I‘E | ligwll, My, H) Pr(m;| 1)), (19)
i=1
[ =0,1, where C = {m;,my,--- ,my} is the codebook for

m and |C| is the codebook size. Then, Eve performs the
marginalized likelihood ratio test (MLRT):

A= P(rg ’ Il gwll, H1) 7%0
Pre | |l gull. Ho) #,

If the codewords mj,my,---,myc, are independent and
identically distributed and each codeword is sent with equal
probability, i.e. Pr(m;|H;) = 1/|C|, then for large |C| it can be
shown that [24]

L I 2
1 ) e lawlPrtoy

n(lgull*P + o7)

for both Hy and H;. That is, the marginalized probability
distribution of Eve’s observation are the same whether the
signature is transmitted or not. That is, A = 1 under both
hypotheses. Therefore, Eve cannot detect the transmission of
the signature if she fails to decode the message m.

(20)

Pre | 1l gull. Hy) = ( 2y

B. Case of Message Decoding Success

If Eve knows (succeeds in decoding) the message m, we
show that she can detect the transmission of the signature.
The LRT in (15) can be reformulated as

A AL ~ 7lre — llg,|l Vom|? sl v

o2 or+ (- DlgulPP 5,

(22)

for a detection threshold A’. It can be shown from the law of
large numbers [24] that A’ converges to Ao under hypothesis
Ho and A; under hypothesis H; as L — oo, where

_ 2l - VligPP
(1= a)lg. PP +
_ 20— VligIPP

2
Ty

0 23)

Ay (24)
By selecting A’ within the range (Ag, A1), Eve can detect the
signature transmission if she successfully decodes the message
m and observes the received signal for an extended period.
In Section VII, we will explore methods to transmit artificial
noise to Eve, making it challenging for her to decode m and
consequently detect the signature.
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Estimation of a by Eve: To compute the LRT in (22), Eve
must estimate the power allocation factor @ used by Alice.
When Eve does not know whether H or 7, is true, estimating
a becomes a problem of inference under model uncertainty.
This can be solved using a Bayesian inference strategy based
on her received observation rg.

The posterior distribution of @ is modeled using a Bayesian
mixture that accounts for both hypotheses, Hy and H,;:

Pla|rg) =PHi | re) - Pla | rg, Hi)

+ P(Ho | re) - 6(a = 1), (25)

where () is the Dirac delta function, reflecting that @ = 1
deterministically under H,.
The posterior probability of H; is computed using Bayes’
rule:
P@g | Hi) - P(H1)

PO = B e 90 - PCHo) + PCes 1 70 POW e,

with P(Ho) = P(H;) = 0.5 in the absence of prior
information. The complementary posterior probability is then
PHo | rg) = 1 = P(H; | re). To compute P(a | rg, Hy),
Bayes’ theorem can be applied by treating a as a random
variable, conditioned on the hypothesis H;.

Eve can then estimate @ using either the posterior mean or
the maximum a posteriori (MAP) estimate. As the number of
observations L increases, the posterior distribution becomes
increasingly concentrated around the true value of «, leading
to asymptotically consistent estimation.

IV. TOTAL DETECTION ERROR PROBABILITY

In this section, we derive the total detection error proba-
bility, which is the sum of the probability of false alarm and
miss detection. The total detection error probability serves as a
metric to assess the effectiveness of the adversary’s detection
capability [25], [26].

According to Shannon’s channel coding theorem, the
receiver becomes unable to decode the message m if its
transmission rate is higher than the capacity. Otherwise, the
receiver can decode the message. Therefore, the total detection
error probability, averaged over the events that m is decoded
and not decoded by Eve, is given by

PF +PM = Pr(A > /l,I(m;rE) < Rm | H())
+ Pr(A, > /l/,l(m; rE) = Rm | 7'[0)
+ Pr(A < A, I(m;rg) <R, | Hi)

+ Pr(N < A, I(m;rg) > R, | Hy), 27)

where

log, (1 + ligull*y), Ho

gy |Pay
oe: (1 T lig P - a)y + 1) T
is the achievable rate of m for Eve.

Eve’s goal is to minimize Pr+ P, by choosing the detection
thresholds, A and A’, properly. By selecting A’ € (Ao, A)),
the second and fourth terms in (27) can be nullified. Since
the mutual information /(m;rg) under the null hypothesis H
is larger than under the alternative hypothesis H;, we have

Im;rg) = (28)
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Pr(I(m;rg) < R, | Ho) < Pr(I(m;rg) < R,, | H1). Hence, the
sum of the first and third terms in (27) can be minimized
by setting 4 < A (A = 1), which renders the third term
zero. Therefore, the minimum total detection error probability,
achieved by the optimum choice of A and A’, is given by

&= r?}ln Pr+ Py (29)
= Pr(Im;rg) < Ry, | Ho) (30)
= Pr(llgull® < @dma) 31
=1- / / Sige Oy - fa,, (x)dx (32)

0 ax
Ng—1 Ng (Ns+Np)i-2i
(k + m)!
=1-2.00 2 g
k=0 i=1 m=N4—Np
. m+1 k
[ S
1+ a 1+a
where
NE_le_y
Sig e ) = N 0 (34)

is the probability density function (PDF) of ||g,,|* [27] and

Np (Na+Np)i-2%

frow@=Y"" >

i=1 m:NA—NB

is the PDF of Apmax for N4 > Np [20]. The coefficients d;,,
are listed in [20, Tables I-IV], with the property that the
summation of d;, over all i and m is unity. The proof of
(33) is provided in Appendix A.

1) Covertness: For covert signature transmission, we require
& > 1 — €, where € is a small value. When & = 1, the
signature transmission becomes completely undetectable to
the adversary, as their ability to detect it is no better than
random guessing. In this case, the detection outcome provides
no information about the signature transmission. A detailed
proof of this is provided in Appendix B.

2) Proposition: The minimum total detection error probabil-
ity, £, approaches one as the number of transmitter antennas,
Ny, increases. This behavior is evident from (33) when Ny >

imtg

—|’*’")d"e"*, x>0 (35)
m!

Np, where the term H_#a)m converges to zero as N4 (and
consequently m) increases, regardless of «. This indicates that
the signature becomes undetectable, regardless of the power
allocated to it, when the transmitter has a sufficiently large
number of antennas.

When both N4 and Np increase (e.g., N4 = Np), the channel
rank also increases. This higher channel rank results in a
larger maximum eigenvalue, leading to an increase in the
detection error probability, as described by (31). Consequently,
& converges more rapidly to 1 when both N4 and Ny grow. This
phenomenon arises because the maximum eigenvalue, A4y,
increases with larger N4 and Njp (its mean is (VN + VN3)?
[28]), while Eve’s channel gain, ||g, ||, remains unchanged. Fig.
2 illustrates and supports this proposition.

3) Remark: This feature represents a significant improve-
ment over previous physical layer authentication methods,
which require minimal transmission power for the signature
to protect keys [5], [7]. Our proposed approach eliminates
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Fig. 2. Total detection error probability, &, versus number of transmitter’s
antennas, Na; Ng =2, a =0.9.

the need to reduce the signature’s transmission power for
concealment purposes. This distinctive characteristic allows
for increasing the signature’s transmission power to reduce
Bob’s decoding outage (error) probability of the signature
without risking detection by Eve. It is also evident from (31)
that £ remains independent of the total transmission power, .

A. Numerical Results

Fig. 2 illustrates the relationship between the total detection
error probability, &, and the number of transmitter antennas,
Ny, for various values of Np. The plot demonstrates that as N4
increases, the total detection error probability also increases,
eventually converging to 1, which signifies perfect covertness
of the signature transmission. Moreover, the convergence of
& to 1 occurs more rapidly for larger Np, indicating that
increasing the intended receiver’s antenna accelerates the
convergence. This behavior is attributed to the increase in the
maximum eigenvalue, A, for larger Ng. This trend highlights
the significant impact of the intended receiver’s antenna size
on Eve’s detection performance. Additionally, it is important
to note that there is no requirement to reduce transmission
power to achieve covertness of signature transmission. This
means the transmission power does not affect the concealment
of the signature’s existence. The analytical result in (33),
represented by circles, aligns closely with the simulation
results, depicted by lines.

Fig. 3 depicts the relationship between the total detection
error probability, £, and the fractional power allocated to the
message, «, for different values of N4. The plot reveals that as
Ny increases, £ becomes increasingly robust to changes in a.
For sufficiently large Ny, the power allocation to the signature
has no impact on the total detection error probability, thereby
validating the proposition.

Fig. 4 illustrates the relationship between the total detec-
tion error probability, &, and the number of eavesdropper
antennas, N, for different numbers of receiver antennas, Np.
The graph shows that & decreases as Ng increases, indicat-
ing enhanced eavesdropping capability. However, this effect
becomes less pronounced with larger Np values, suggesting
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Fig. 4. Total detection error probability, &, versus number of eavesdropper’s
antennas, Ng; Ng = 8, a = 0.99.

that increasing the legitimate receiver’s antennas can mitigate
the eavesdropper’s advantage. Additionally, the introduction of
artificial noise can make it more challenging for an adversary
to detect the authentication process. A more detailed analysis
of this effect will be presented in Section VII.

V. DECODING OUTAGE PROBABILITY OF SIGNATURE

The decoding outage (error) probability of the signature at
Bob is given by:

P,; = Pr(I(t;rp) <R,

Pr( A < _2h-1
= Pr .
max (1 _ aer )7

Applying (35) to (37), we obtain

(36)

(37

Np (Na+Np)i-2i . AR,
dim 2% -1)
P, = —T 1, ———— 38
=y oy w (m+ (1—a2R1)7) (38)
i=1 m=NA—NB
N (Na+Np)i-2i2

=2 2

i=1  m=N,—Np

di,m
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Fig. 5. Decoding outage probability of signature at Bob, P,;, versus number
of transmitter’s antennas, Na; Ng =2, R, = 0.1, and @ = 0.9.

ik 1 i(2R’ -1 k
1- (1-a2R1)y == 7 3
¢ 27 ((1 —a2kyy (39)

k=0

for R, < logy(1/@). For @ > 2% or equivalently, R, >
logz(l/a), Po,t = 1.
1) Asymptotic Analysis: Let

= (v/Na+ Ny (40)
1 1 \*
o=(y/Na+ ‘/FB)(V_N_ﬁ\/_N_B) ENCA))

For N4,Np — oo, the probability density function of Ay
converges to
/lmax —M N XZ
o
where &) is Tracy-Widom distribution of order 2 [28]. There-
fore, it follows from (37) that the decoding outage probability
of signature is given by

Pyy — Fa, (%) :

for large Na, Np, where F () is the cumulative distribution
function (CDF) of X, and ¢ = (IEIZ—Z_,J)Y

2) Proposition: The decoding outage probability of the
signature (P,,) approaches zero as the number of transmitter
antennas (N,) increases if R; < log,(1/a@), or equivalently,

@ < 27%_ This trend is evident from (39) when N, > RNB’
i2% -1)
where the summation inside the bracket converges to e -2y

as N4 (and consequently m) increases. This convergence
causes the term inside the bracket to approach zero. When
both N4 and Np increase (e.g., Ny = Np), the channel rank
also increases, leading to a larger maximum eigenvalue. This
results in a lower decoding outage probability, as indicated
by (37). The numerical result shown in Fig. 5 supports the
proposition.

This proposition has significant implications for our authen-
tication system. It suggests that with a sufficiently large
number of transmitter antennas, we can achieve two crucial
objectives simultaneously. First, the intended receiver, Bob,
can decode the signature without any errors. Second, the

(42)

(43)
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Fig. 6. Decoding outage probability of signature at Bob, P,,, versus total
detection error probability constraint, €; Ngo =8, Npg = Ng =4, R, =0.1.

eavesdropper, Eve, cannot detect the presence of the signature
at all, as discussed in Section IV. In essence, this demonstrates
the potential of our scheme to provide reliable authentication
without being detected by leveraging a large number of
transmitter antennas. This finding highlights the effectiveness
of our approach in enhancing the authentication security and
reliability.

3) Remark: Equation (31) shows that Eve’s total detection
error probability, &, increases with the power allocation factor
a. However, as Equation (37) indicates, a higher a also
increases Bob’s signature decoding outage probability, P, ;. To
ensure that P,, vanishes as the number of transmit antennas
grows, it is necessary to keep a < 27%. Therefore, & can be
maximized while maintaining reliable signature decoding by
selecting @ close to 2%,

Since the length of the hash-based signature, h(d, K), is
typically much shorter than that of the information data d,
the signature rate R, can be very small. For example, with a
256-bit hash (before encoding) and a 19200-bit message (after
encoding), as specified in 5G NR, we obtain R, = 0.0133,
which permits choosing a as high as 0.99.

A. Numerical Results

Fig. 5 shows the decoding outage probability of the sig-
nature at Bob, P,;, plotted against the number of transmitter
antennas, Ny, for different values of SNR, y. The plot clearly
demonstrates that as N4 increases, P,; decreases, almost
exponentially, converging to zero. This behavior confirms
the validity of Proposition in Section V-2. Furthermore, it
is noteworthy that the rate of decrease becomes steeper for
larger values of y, indicating that higher SNR facilitates more
reliable signature decoding by Bob. However, the increase of
transmission power does not affect the total detection error
probability of Eve, &, as described by (31). The simulation
result, represented by circles, aligns closely with the analytical
result in (39), depicted by lines.

Fig. 6 illustrates the relationship between the decoding out-
age probability of the signature at Bob, P,;, and the covertness
constraint, €, for scenarios where ¢ > 1 — €. A lower value of
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€ implies a stricter requirement for signature covertness. The
plot is generated by varying the power allocation factor, a,
across the range [0.5, 27R]. The plot reveals that P, increases
as the covertness constraint becomes more stringent (i.e.,
as € decreases). This increase is attributed to the reduced
power allocated to the signature (larger @) when enforcing
a stricter covertness requirement. Interestingly, it is observed
that increasing the transmission power (y) can actually reduce
P, without compromising the signature’s covertness (main-
taining a fixed €). This result stands in contrast to earlier
findings, such as those in [13], which reported that higher
transmission power leads to reduced key equivocation -
i.e., increased information leakage about the key - thereby
weakening security. In contrast, our result demonstrates that
transmission power can be strategically increased to improve
the reliability of signature decoding by the intended receiver
while preserving the signature’s covertness, thereby supporting
both reliability and security in message authentication.

VI. AUTHENTICATED MESSAGE THROUGHPUT

The authenticated message throughput signifies the average
number of correctly received and validated message bits
per channel use. This metric combines both communication
reliability and trustworthiness, which traditionally have been
studied separately, and provides a more comprehensive evalu-
ation of system performance.

The message, transmitted at the rate R, as expressed in (10),
can be successfully decoded (after canceling the signature)
and authenticated if the signature is decoded. The latter event
occurs when the achievable rate of the signature I(t;rp)
exceeds the transmission rate R,, or equivalently, Adp.xy =
IZ_R;;I for R, < logy(1/a). If Apaxy < fl;,{,, the signature
cannot be decoded and consequently the message transmitted
at the rate in (10) cannot be decoded and authenticated.
Therefore, by defining X := An.xy, the authenticated message
throughput (bits per channel use) can be expressed as:

oo

W= log, (1 + ayx) f),,..(x)dx 44)

(1-a2Rryy

for R, < log,(1/a). For R, > log,(1/a), the authenticated
message throughput is zero.
Remark:

1) Since (44) increases as a function of @ for @ < 2%
and abruptly drops to zero when a > 27%, the optimal
value of a that maximizes the authenticated throughput
is @op =275

2) The authenticated message throughput with covertness
requirement can be computed from W subject to & >
1—e

3) The message throughput without authentication require-
ment (@ = 1), denoted as Wy, aum, can be obtained from
(10) as

Wo =/ log, (1 + ) fu (Ddx. (45
0
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Comparing (44) and (45), we can quantify the through-
put loss due to message authentication. For R, <
log,(1/a), this loss is expressed as

Wioss = (46)

no auth — Wauth
2Ry

(T-a2Rtyy
_ / 10g, (1 + %) f,. (X)dx
0

°° 1+ vyx
1 —
+ 2Ry 082 (1 + ayx

(1-a2Rr )y

) Sy (X)dx. (C))

A. Numerical Results

Fig. 7 illustrates the relationship between authenticated
message throughput (W) and the power allocation factor for
the message (@) across different signature rates (R;). The graph
reveals a crucial insight: for each R, value, there exists an
optimal « that maximizes W, typically close to 27%. As we
increase the power allocated to the message (@), we observe a
corresponding increase in message throughput. However, this
comes at a cost: the probability of signature decoding failure
rises due to the diminished power available for the signature.
To ensure successful message authentication, the signature
must be correctly decoded, which requires maintaining «
below 2% To achieve the highest authenticated message
throughput, it is ideal to set @ near, but not exceeding, 2R
This finding has exciting practical implications, particularly in
scenarios where R; is small - a common occurrence due to the
typically short signature length relative to the information data
length. In such cases, the throughput loss incurred to provide
message authentication can be minimal because @ can be close
to 1.

Fig. 8 shows the authenticated message throughput, W,
plotted against the covertness constraint, €, for scenarios where
the total detection error probability & is greater than or equal
to 1 —e€. The plot is generated by varying the power allocation
factor to the message, a, across the range [0.5,27R]. The
analysis considers different numbers of transmitter antennas,
specifically N4 = 4 and 8, while keeping the number of
receiver and eavesdropper antennas fixed at Ng = Np = 2.
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Fig. 8. Authenticated message throughput, W, versus total detection error
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Fig. 9. Authenticated message throughput, Wy,n, and message throughput
without authentication, Wy auth, versus SNR, y; Ng = 4, Ng = Ng = 2,
R =0.1,a=2"R-00L

The plot reveals an interesting interplay between authen-
ticated throughput and covertness: W initially increases as
the covertness constraint becomes more stringent (i.e., as €
decreases). This occurs because allocating more power to
the message (increasing «) improves authenticated throughput
while simultaneously reducing the probability of signature
detection. However, this trend only holds until a certain €
threshold is reached. Beyond this threshold, a decline in W is
observed. This drop can be attributed to the signature decod-
ing failure when « approaches 27%, where the signature’s
decoding outage probability reaches 1. Consequently, when
the signature cannot be decoded, message authentication is not
possible, resulting in zero authenticated message throughput.
Importantly, increasing the number of transmitter antennas
can mitigate this decline by increasing the probability of
decoding the signature. This ultimately leads to a higher
authenticated throughput while still maintaining the desired
level of covertness.

Fig. 9 illustrates the relationship between authenticated
message throughput and SNR under two conditions: with
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authentication (Wa) and without authentication (Wye auth)-
A notable observation is the substantial difference between
Who auth and Wy at lower SNR values, indicating a significant
loss of throughput due to the authentication of messages
in this range. This phenomenon can be attributed to the
challenges in decoding the signature when signal quality
is poor, resulting in failed message authentication attempts.
However, as the SNR increases, the gap between authenticated
and non-authenticated throughput narrows considerably. This
convergence suggests that the impact of authentication on
throughput becomes minimal under favorable signal condi-
tions.

VII. ARTIFICIAL NOISE

In this section, we analyze the impact of artificial noise
(AN) on the total detection error probability of the signature
and the authenticated message throughput. AN is intentionally
generated interference added to the transmitted signal to
degrade the channel of potential eavesdroppers while mini-
mizing impact on the legitimate receiver. It helps mask the
presence of the actual transmission, making it harder for an
adversary to detect that communication is occurring, especially
when the eavesdropper has an advantage in terms of the
number of antennas.

A. Transmitted Signal

The transmitted signal is given by

x; =ws; + H'z (48)

where H* is an Ny x (N, — 1) matrix composed of Ny — 1
orthonormal column vectors of length N4 which are in the
null space of H, i.e. H'H* = 0, and z ~ CN(0,02Iy,-)) is
an (N4 — 1) x 1 AN vector. AN is statistically identical to the
background noise so that Eve cannot distinguish it from the
received noise.

The average transmission power is given by

E[lx’] = 03 + (Na = Do? = P, (49)

where 02 = E[|s;i*] denotes the average signal power. One

important design parameter is the ratio of power allocated

to the information bearing signal and the artificial noise. We

denote the fraction of total power allocated to the information

signal as ¢. Hence, we have the following relationships:
= ¢P

o? (50)
o2 =(1=¢)P/(Ns - D).

(D
In the rest of this paper, we investigate the impact of ¢ on the

tradeoff between the total detection error probability and the
authenticated message throughput.

B. Total Detection Error Probability

The received signal at Bob and Eve are given by
(52)
(53)

¥z = Hws; + np;
yei = Gws; + GH'z + ng,
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respectively. After applying MRC to yp; and yg;, we obtain
rg; in (7) and
rei = ligwllsi + gl GH 2/lig, || + giing./ g, (54)

where g//GH*z/||g,|| ~ CN(0,Nso;07) and gling,/llg.| ~
CN(0,c2).

It follows from (54) that the achievable rate of the message
m for Eve under H, (i.e., s; = m;) is given by

llg, |20
I(m; =1 14+ —5
(m;ry) = log, ( + NA0'§0'§ + 02

i I, Py
= loga (1 TN ey (N — D+ 1) - 00

Assuming the message is transmitted at the maximum rate:

(55)

Rm = 10g2(1 + a'/lmax‘b‘)/)’ (57)

it follows from (56) and (57) that the minimum total detection
error probability is given by

&= Pr(l(m;rg) < R, | Ho) (58)
= Pr(Igull* < @ Amay), (59)

where
@ = a(Naoy(1 = ¢)yy/(Na = 1) + 1), (60)

Hence, the minimum total detection error probability is given
by (33) with @ replaced by «’.

1) Remark: Tt should be noted that o’ increases with
increasing y, hence ¢ also increases. This implies that a higher
transmission power makes it more difficult for potential adver-
saries to detect the presence of the signature. This is due to the
increased interference caused by AN towards potential adver-
saries when the transmit power increases, while the intended
receiver remains unaffected by this interference. Consequently,
the higher transmission power benefits covert transmission of
the signature by hindering detection by adversaries. This is in
stark contrast to conventional covert transmission techniques,
where the total detection error probability typically decreases
with increasing transmission power.

C. Decoding Outage Probability of Signature

Since E[|s;] = ¢P, it follows from (9) that the achievable
rate of the signature for Bob is given by

(1 B a')/lmax(pY)
Ay +1 )7

For a fixed transmission rate of R, for the signature, the
decoding outage probability of the signature at Bob is given
by

I(t;rp) = log, (1 + 61)

P,y = PrI(t;rp) <R;) (62)

2R |
=Pr{dppx < ——— ).
’( max =] —aer)cw)

Hence, the decoding outage probability of the signature is
given by (39) with y replaced by ¢y.

(63)
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Fig. 10. Total detection error probability, &, versus number of eavesdropper’s
antennas, Ng; Nga =8, Npg =4,  =0.99, ¢ =0.95, y = 10 dB.

D. Authenticated Message Throughput

The signature can be decoded successfully, allowing Bob
to decode and authenticate the message, if I(t;rp) > R;, or
equivalently X := ¢Ap.y > (127’?;_;11(’) Hence, for the message
transmitted at the rate of (57), the authenticated message
throughput (bits per channel use) is given by:

W= [R i log, (1 4 ax) fx(x)dx

1-a2Rt

(64)

for R, < log,(1/a), where

Fe®) = —fo ( a ) .

= 65
¢y oy (65)

E. Numerical Results

Fig. 10 illustrates the relationship between the total detec-
tion error probability, &, and the number of eavesdropper
antennas, Ng, comparing scenarios with and without arti-
ficial noise (AN). The graph clearly demonstrates that the
transmission of AN results in a higher &, thereby making
it more challenging for an adversary to detect the signature.
This effect becomes especially significant as the number of
antennas at the eavesdropper’s disposal increases. Overall, the
figure highlights the effectiveness of AN in obscuring the
authentication process from well-equipped adversaries.

Fig. 11 illustrates the relationship between authenticated
message throughput (W) and total detection error probability
(¢) with AN for various numbers of transmitter antennas (Ny),
as the power allocation factor for the signal (¢) varies. The
plot reveals an inverse relationship: as more power is allocated
to AN, ¢ increases while W decreases. This demonstrates how
adjusting ¢ allows for a balance between the covertness of the
signature transmission and the authenticated message through-
put, highlighting the trade-off between these two factors.

VIII. SIGNATURE SECRECY

Unlike covert transmission, which aims to conceal the
presence of the signature, physical layer security (PLS) using
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Fig. 11. Authenticated message throughput, W, versus total detection error

probability, &, for different values of Ng; Ng = Ng =2, @ = 0.9, R, = 0.1,
y=5dB.

wiretap codes is focused on ensuring the confidentiality of
the signature itself. PLS prevents eavesdroppers from gaining
any meaningful information about the signature, rather than
preventing them from detecting its transmission. In this sec-
tion, we will compare the concepts of secrecy (keeping the
content confidential) and covertness (hiding the existence) of
the signature.

A. Secrecy Outage Probability

We consider the wiretap code [29] to secure the trans-
mission of signatures. There are two rate parameters for the
signature, namely, the codeword transmission rate, R;, and the
confidential information rate, R, for the signature. The rate
difference R; — R; reflects the cost of securing the signature
transmission against eavesdropping. The secrecy capacity of
MIMO broadcast channel is computed in [30].

When instantaneous channel state information (CSI) of the
eavesdropper is unknown at the transmitter (Alice), perfect
secrecy is not achievable. The secrecy outage probability is
adopted to measure the secrecy performance of the signature
transmission. The secrecy outage probability of the signature
is given by [31] and [32]

P,, = Pr(R - R, < I(t;r5)), (66)
where 2
(1 - a)ligyll 7)
It = o (1 L L @ligwlTy (67)
E &2 allgllPy + 1

is the achievable rate of the signature for Eve. P, measures the
probability that a transmitted signature fails to achieve perfect
secrecy. It can be shown from (66) and (67) that

Py, = Pr (ngwn2 > (68)

Ri—R; _ 1
(1 — @2RR, )y)
2RiFs |
(Np-D!

for a < 2_(R’_R") and Pso =1 for a > 2_(Rr_Rx)_

=1-

(69)
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Fig. 12. Secrecy probability, 1 — Pj,, and covertness probability, &, versus «;
R, =0.1, R; =0.05, Ny =8, Ng =2, Np = 2.

B. Comparing Secrecy and Covertness in Signature
Transmission

We compare two probabilities that determine how effective
secrecy and covertness are when transmitting signatures. The
first probability, secrecy probability, tells us how likely it is
that Eve cannot extract any meaningful information about
signatures. This probability is 1 — Pg,. Perfect secrecy is
achieved if P, = 0.

The second probability, which we call the covertness prob-
ability, tells us how likely it is that Eve cannot detect the
transmission of signatures. This probability is &. The perfect
covertness is achieved if & = 1.

By comparing these two probabilities - the secrecy prob-
ability (1 — Py,) and the covertness probability (£) - we can
get a quantitative sense of how the secrecy approach (which
aims to keep the signature’s content secret) compares to the
covertness approach (which aims to hide the signature’s very
existence). This comparison helps us understand the trade-offs
and effectiveness of these two different security strategies.

C. Numerical Result

Figure 12 illustrates the relationship between secrecy prob-
ability (1 — Py,) and covertness probability (£) as functions of
a € (0,27R). For values of @ > 27% the signature becomes
undecodable. The graph shows that ¢ consistently exceeds
1 — Py,, indicating that the probability that the signature goes
undetected is higher than the probability that Eve will extract
information about it. This suggests that Eve is more likely
to intercept information about the signature than to detect its
transmission. This comparison assumes R; < R;, which means
that the rate of signature bits transmitted covertly is greater
than that transmitted securely. Furthermore, while the secrecy
probability decreases as the SNR, v, increases, the covertness
probability remains unaffected by 7.

IX. EIGENBEAMFORMING

In this section, we consider eigenbeamforming in which
Alice transmits multiple data streams d;,d,,---d, in parallel,

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

achieving the maximum rate of Y . log,(1 + A;y;), where
r = min{N4, Np} is the channel rank, A; is the i-th largest
eigenvalue of the matrix HH”, and y; = P;/o represents the
SNR for d;.

In this setting, the hash value can be generated based on
dy,---,d, as h(dy,--- ,d,, K), and embedded onto the signal
m; = e,(d;), which is then transmitted over the channel
corresponding to the largest eigenvalue A;(= A,;4x)-

The eigenbeamforming requires multiple RF chains, while
MIMO-MRC technique only requires a single RF chain,
reducing hardware complexity and power consumption. The
latter also minimizes interference in multi-user scenarios by
directing the transmission toward the intended receiver.

A. Transmitted Signal

The transmitted signal is represented by

x=VI[s;---s,]7, (70)

where V = [v; ---v,] is a Ny X r unitary matix with |[v;||> = I,
i=1,---,r, generated from the singular value decomposition
of H, i.e., H = UDV?, and s; is the signal transmitted over
the channel associated with the i-th eigenvalue. We assume

my, Ho

' Vam; + V1 —at, H,;

where t = ¢,(h(dy, - -

s (71)

-,d,, K)) is the signature for dy,--- ,d,

and
Si=my, i=2,--,r. (72)
B. Received Signal
The received signal at Bob is:
YB,i= \/Iisi+zB,i’ i=1a“'7rs (73)

where zp; is noise. Assuming equal power allocation among
the data streams, i.e., ||s;||>/L = P/r, the transmission rate for

m; is:
R =logy(1 +adyy/r). (714)
The received signal at Eve is given by:
ye = Gx+ng (75)
= Gvys; + Z Gv;s; + ng. (76)

i=2

C. MMSE Filtering

The MMSE filter for Eve can be derived by minimizing
the mean square error between the transmitted signal vector
[s1,---,s,]7 and the estimate at Eve. The MMSE filter is given
by:

-1
WMmmMSE = ((GV)HGV + 11) (GV)H.
Y
To detect s;, Eve applies the MMSE filter corresponding to

s1, which is represented by the first row of Wysg, denoted
as w;. The output of the MMSE filter is:

Yg1 = WiYE o))
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Fig. 13. Total detection error probability, &, versus number of transmitter’s
antennas, Ny, for « = 0.9; Ng = Ng =2, y = 10 dB.

=w;Gvs; + Zlevisi + wing.
i=2
The SINR for s; at Eve is given by:
IwiGv,|* X
Y WGV L+ lwil

Thus, the achievable rate of m; for Eve, under H,, is:

(78)

Fl = (79)

I(my;rg) =log, (14+17).

D. Total Detection Error Probability
The total detection error probability is:
§ =Pr (I(ml;rE) < Rm,l I HO)
lwiGv|*

=Pr < ad;
2 2
Yo WGV L+ [lwy|

(80)

(81)

E. Authenticated Message Throughput
The authenticated message throughput with equal power
allocation is:

W=E, x., [logy(l+adiy/r)]

= (1-a2Rtyy

+ Y Eyllogy(1 + diy/r)],
i=2

(82)

. 2Rt |
where the constraint 4; > T=adfyy

of the signature.

is for successful decoding

F. Numerical Results

Fig. 13 presents a comparison of the total detection error
probability between MIMO-MRC (also known as single-mode
eigenbeamforming) and eigenbeamforming techniques. It is
evident that eigenbeamforming results in a higher total detec-
tion error probability. This is primarily due to the interfering
terms from s,---,s, in (78), which make it more difficult
for Eve to detect the signature embedded in s;. However,
as the number of transmitter antennas increases, the total
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Fig. 14. Total detection error probability, &, versus number of transmitter’s
antennas, Ny, for « =0.9; Ng = Ng =2, y = 10 dB.
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Fig. 15. Authenticated message throughput, W, versus SNR, v (dB); N4 =4,
Np=2,R =0.1,a=0.9.

detection error probability for both techniques converges to
similar values.

Fig. 14 compares the total detection error probability &
between eigenbeamforming and AN-aided transmission. The
results show that the performance of the AN scheme is
highly sensitive to the power allocated to AN. When ¢ =
0.99, meaning only 1% of the power is allocated to AN,
eigenbeamforming achieves a better covertness (higher total
detection error probability) than the AN scheme. However,
when ¢ = 0.9, with 10% of the power allocated to AN, the AN-
aided scheme yields better covertness. It is important to note
that the AN approach requires a non-zero portion of the power
to be reserved for AN to match the covertness performance of
eigenbeamforming. In contrast, eigenbeamforming directs all
power toward the legitimate receiver (¢ = 1), enabling it to
deliver higher authenticated throughput than AN for the same
level of covertness. This comparison highlights that eigen-
beamforming is more efficient in scenarios prioritizing high
throughput, whereas AN may be preferred in environments
where enhanced covertness is critical and some throughput
loss is acceptable.
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Fig. 15 compares the authenticated message throughput of
MIMO-MRC and eigenbeamforming techniques across vari-
ous SNR ranges. At low SNR levels, MIMO-MRC performs
slightly better than eigenbeamforming, primarily due to the
suboptimality of equal power allocation in eigenbeamforming
under these conditions. However, at high SNR levels, eigen-
beamforming significantly outperforms MIMO-MRC in terms
of authenticated message throughput, as equal power alloca-
tion becomes optimal in high SNR scenarios. These findings
highlight the SNR-dependent performance of these techniques,
with eigenbeamforming exhibiting superior efficiency in high
SNR environments.

X. CONCLUSION

In this work, we proposed a novel covert message authen-
tication method tailored to secure MIMO communications
against integrity attacks. Our approach embeds the signature
directly within the transmitted message, enabling covert veri-
fication without requiring additional power or bandwidth.

Our analysis revealed that the total detection error proba-
bility for the signature approaches unity, indicating that the
signature is undetectable, as the number of transmitter anten-
nas increases. This result is independent of the power allocated
to the signature or the total transmission power, provided the
transmitter has a sufficient number of antennas. This finding
contrasts with earlier works, where the signature’s transmit
power had to be restricted to ensure its security against
adversaries, which also constrained the intended receiver’s
(Bob’s) ability to decode the signature. With our proposed
scheme, covert authentication is achieved without reducing the
transmission power of the signature, allowing Bob’s decoding
error probability of the signature to be reduced by increasing
transmission power, without increasing the risk of detection
by an adversary (Eve).

Additionally, we identified the optimal power allocation
factor for the message that maximizes authenticated message
throughput, which is closely approximated by 2% where R,
is the signature transmission rate. We further examined the
interactions among signature covertness, signature decoding
outage probability, and authenticated message throughput.

Furthermore, we analyzed the role of artificial noise in
enhancing both the total detection error probability and
the authenticated message throughput, particularly when Eve
has more antennas than Alice. Finally, we compared two
approaches for signature protection: signature secrecy, which
relies on wiretap codes to keep the signature content confiden-
tial, and signature covertness, which conceals the existence of
the signature itself. Our findings indicate that Eve is more
likely to intercept information about the signature than to
detect its transmission, highlighting the effectiveness of the
proposed covert authentication scheme.

APPENDIX A

In this Appendix we provide the proof of (33). The cumu-
lative distribution function of the Chi-square random variable
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is given by [33]
NE—I k

Flg,p)=1-¢™" R (83)

k=0
Hence, we obtain

Ng—1

« —ax (ax)*
/ figpG)dy =™ > a0
ax k=0 ’

Applying (84) and (35) to (32) yields

/0 / Sigu 2 O)AY + i (X)dx

Ng—1 . Np (Na+Np)i-2i2

(0% di,mierl
"Xul 2 T

i=1  m=N;—Np

(84)

(o]
. / xk+me—(a+z)xdx
0

Ng—1 N (No+Np)i-2i2

=22 X

k=0 i=1 m=Ns—Ng
(k + m)! ot
CkKm! (i + a)ftmt
Ng—1 Np (Na+Np)i-2i2

=22 X

k=0 i=1 m=Np—Np

i m+1 o k
'(i+a) (i+a) ’ @7

where (86) follows from [;° x"e™**dx = n!/a"*'.

(85)

di,m im+1

(86)

(k + m)!

d:
Y klm!

APPENDIX B

In this Appendix, we prove that the signature transmission
is perfectly covert, regardless of how often signature trans-
missions occur, when Pr + Py = 1. Let U = 0 denote the
event that the signature is absent () and U = 1 denote the
signature is present (7). Similarly, let V = O denote the event
that the detector decides that the signature is absent and V =1
denote the event that the detector decides that the signature
is present. Using these definitions, we derive the following
conditional entropies:

(88)

HU|V = 0) = Hz( (1 = Prmo )

(I = Pp = Py)mo + Py
PFﬂ'()
, 89
(PF+PM—1)7T0+1—PM) (89)

where Hy(x) = —xlog,(x) — (1 — x)log,(1 — x) is the binary
entropy function and m is the probability that the signature
is not embedded, i.e., Pr(U = 0). Using these conditional
entropies, the overall conditional entropy H(U|V) is expressed
as:

HUV=1)= Hz(

H(U|V) = H(U|V = 0)Pr(V = 0)

+ HU|V = DPr(V =1). (90)

If Pr+ Py = 1, substituting into equations (88) and (89) into
(90) yields:

H(U|V) = Hy(mo) = H(U). oD
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This result implies that the detector output (V) provides no
information about the presence of the signature (U), regardless
of my (i.e., independent of how often signature transmissions
occur), when Pr + Py = 1.
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