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Abstract—The Internet of Things (IoT) continues to increase
the demand for seamless communication among IoT devices. The
rapid growth of IoT devices has led to an exponential increase
in device-to-device (D2D) communication within the Software-
Defined Networking (SDN), though it enables a flexible archi-
tecture for managing network resources. However, traditional
security models face challenges (e.g., Security, privacy, and trust)
in addressing the dynamic and decentralized nature of these
communications. Despite of these challenges, this paper proposes
a novel approach that leverages blockchain technology to enhance
the security, privacy, and trustworthiness of D2D communication
within an SDN environment. The proposed approach integrates
blockchain nodes in SDN components to establish a decentralized
ledger for transparent and verifiable records. Smart contracts
enforce authentication rules to ensure that only authenticated
devices can access the network and engage in transactions
securely. It also automates the security policies to ensure temper
resistance execution using the cryptographic mechanism for data
integrity and authentic communication. The Implementation of
the proposed algorithms validates the resilience of the proposed
approach against cyberattacks. Overall, the proposed approach
enables efficient and secure D2D communication for resilient SDN
infrastructure in IoT ecosystems.

Index Terms—Blockchain, software-defined networking, com-
munication, device security, and smart contracts.

I. INTRODUCTION

The swift proliferation of the Internet of Things (IoT)
devices [1] has catalyzed an unprecedented surge in device-to-
device (D2D) communication, particularly within the dynamic
landscape of software-defined networking (SDN) architectures.
These devices can range from everyday objects like house-
hold appliances and wearable devices to industrial machinery
and smart infrastructure components. D2D communication can
continue to communicate with each other even when internet
connectivity is unavailable. D2D communication [2] facilitates
real-time interactions between devices to enable faster response
times and more immediate feedback. This is particularly impor-
tant for SDN-enabled applications such as home automation,
industrial control systems, and emergency response systems
where timely communication is critical. D2D communication
can enhance privacy by allowing devices to exchange sensi-
tive data directly without passing through potentially insecure
network intermediaries. This direct communication reduces the
risk of data interception or eavesdropping [3].

979-8-3503-0405-3/24/$31.00 ©2024 IEEE

However, D2D communication introduces vulnerabilities
such as unauthorized access, data breaches, and malware prop-
agation due to the direct exchange of data between devices.
Privacy issues also arise from the potential exposure of sensitive
information during D2D interactions [4]. The dynamic and de-
centralized nature of these communications strains conventional
security measures, raising concerns about privacy breaches,
data integrity, and trust in the evolving SDN landscape [5]. The
impact of the challenges lies in the potential compromise of
security, privacy, and data integrity within the rapidly evolving
landscape of D2D communication in SDN architectures [6].
Traditional security models can not keep up with the exponen-
tial growth of devices that are connected [7]. There is a need for
a novel approach to completely change how we protect these
dynamic and decentralized communications [8]. This research
focuses on addressing these challenges faced by traditional
security paradigms to redefine the contours of security, privacy,
and trust in the intricate web of D2D communication [9].

In response to these challenges, this paper proposes a
novel D2D communication framework using Blockchain [10]
to enhance the security, privacy, and trustworthiness of D2D
communication within SDN environments. Blockchain’s decen-
tralized ledger not only promises a robust foundation for trans-
parent transaction verification but also introduces the concept of
smart contracts. [11]. The paper presents an identity generation
mechanism and provides a secure authentication mechanism
for devices engaged in D2D communication. In essence, this
paper envisions a future where blockchain technology becomes
integral to addressing the intricate security challenges posed
by the burgeoning D2D communication landscape within SDN
architectures. This work not only responds to the current
imperatives of securing IoT-driven communications but also
pioneers a path toward a more secure, private, and trust-oriented
future. Moreover, Blockchain can be integrated with SDN
to enhance the security, transparency, and integrity of D2D
communication in various applications, including healthcare,
finance, and IoT.

Contribution: The paper makes significant contributions to
addressing the challenges posed by the dynamic and decentral-
ized nature of D2D communication within SDN architectures.
The key contributions include:

1450

Authorized licensed use limited to: Vanderbilt University Libraries. Downloaded on August 19,2024 at 17:21:12 UTC from IEEE Xplore. Restrictions apply.



WS20 IEEE ICC 2024 Workshop on BlockSecSDN: Blockchain for Secure Software-defined Networking in Smart Communities

Basic SDN Architecture

Cloud, Business, SDN Applications

RESTful, I12RS)

NOX. POX Eastbound APIs
s — ; - ntroller
Westbound APIs 'Beacon, Floodlight Controlle

Controller

T Northbound APIs (ALTO,

Controller

Southbound APIs
(OpenFlow, XMPP, OnePK)

T Southbound APIs

Network Infrastructure

Fig. 1: An overview of basic SDN architecture.

e The paper introduces the integration of blockchain technology
into SDN environments to establish a transparent and decen-
tralized ledger for secure transaction verification, data integrity,
and authentication in D2D communication.

e The paper also depicts a transparent transaction verification
mechanism for the authenticity of D2D communication trans-
actions and enhancement of the overall trustworthiness of the
communication process.

e The paper proposes the use of smart contracts to automate
and enforce security policies within the proposed approach to
streamline the execution of security protocols.

e The paper introduces cryptographic hashes to verify the
integrity of data exchanged in D2D communication.

Paper Organization: The remaining part of the paper is struc-
tured as follows. Section II explores the fundamentals of SDN
architectures and provides an in-depth overview of blockchain
technology. Section III outlines the proposed framework and
describes the implementation of smart contracts and the de-
centralized ledger for transaction recording. In Section IV,
performance analysis of the proposed approach is discussed.
Finally, Section V concluded the paper with relevant future
directions.

II. BACKGROUND AND RELATED WORKS
A. Software-Defined Networking

Software-Defined Networking (SDN) represents a paradigm
shift in network architecture, providing a dynamic and pro-
grammable approach to network management [12]. Fig. 1
shows the basic architecture of SDN. Unlike traditional net-
working, where the control plane and data plane functions are
tightly integrated within network devices, SDN decouples these
functions. In SDN, the control plane is centralized and managed
by a software-based controller, while the data plane remains
distributed among network devices.

1) Challenges in Securing D2D Communication within
SDN: While SDN brings numerous advantages, securing D2D
communication within this architecture presents unique chal-
lenges [13], [14]:

Dynamic Nature D2D communication is inherently dynamic,
with devices forming ad-hoc connections based on contextual
factors. Traditional security models designed for static network
infrastructures struggle to adapt to this dynamic nature, making
it challenging to enforce consistent security policies.
Decentralization SDN’s centralized control is juxtaposed with
the decentralized nature of D2D communication [15]. As
devices communicate directly with each other, ensuring end-
to-end security becomes complex, requiring mechanisms that
go beyond the centralized controller.

Privacy Concerns D2D communication often involves sen-
sitive data exchange. Privacy concerns arise as traditional
security mechanisms may lack the granularity needed to pro-
tect individual device communications, potentially leading to
unauthorized access.

Scalability As the number of IoT devices increases, Scalabil-
ity becomes a concern. Traditional security approaches may
struggle to scale efficiently, potentially leading to performance
bottlenecks.

B. Blockchain Technology

Blockchain is a distributed and decentralized ledger tech-
nology that enables secure, transparent, and tamper-resistant
record-keeping [16]. It consists of a chain of blocks, where
each block contains a list of transactions, and these blocks are
linked using cryptographic hashes. The decentralized nature of
blockchain ensures that no single entity has control over the
entire network.

1) Blockchain in Enhancing Security and Trust: Blockchain
technology plays a significant role in enhancing security and
trust across various applications, including D2D communi-
cation within SDN environments [17]. Here are some key
aspects of how blockchain contributes to security and trust
enhancement:

Transparent Transaction Verification Blockchain’s transpar-
ent nature ensures that all transactions are recorded and visible
to participants. In SDN, this can be applied to verify and audit
transactions related to D2D communication, reducing the risk
of unauthorized access.

Smart Contracts for Automation Smart contracts, self-
executing code on the blockchain can automate security poli-
cies in D2D communication. These contracts can define and
enforce rules, ensuring that security protocols are consistently
applied without relying on a central authority.

Decentralized Identity Management Blockchain provides
a decentralized approach to identity management. Each de-
vice can have a unique cryptographic identity stored on the
blockchain, enhancing authentication and reducing the risk of
impersonation in D2D communication.

Consensus Mechanisms for Trust The blockchain relies
on consensus mechanisms to validate transactions. Consensus
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Fig. 2: Proposed blockchain-enabled D2D communication in
SDN.

ensures agreement among network participants, enhancing trust
in the integrity of the blockchain. This can be leveraged in
SDN to establish trust among devices participating in D2D
communication.

ITII. PROPOSED BLOCKCHAIN-ENABLED SDN
FRAMEWORK

This section provides the mathematical representations of
the proposed framework for understanding the integration of
blockchain into SDN architecture. These representations help
express the relationships and processes involved in creating
a decentralized and secure environment. Fig. 2 shows the
proposed architecture for D2D communication within in SDN
network.

A. Blockchain Integration

Blockchain integration into SDN involves incorporating a
blockchain layer to enhance the security and transparency
of network transactions. This can be achieved by deploying
blockchain nodes across the SDN infrastructure. Each SDN
controller and network device can be a participant in the
blockchain network. The integration process includes:

1) Blockchain Nodes in SDN Components: The set of nodes
in the SDN architecture participating in the blockchain network
can be represented as:

M} (D

O represents the centralized control entity in the SDN
architecture. It manages and oversees the network’s over-
all operation, making decisions and controlling the flow of
data. The set includes individual network devices, denoted
as 71,72, ...,N,. These devices can be routers, switches, or
any other network components in the SDN infrastructure. The

Nodes = {9, m1, 72, - . -

variable n represents the total count of network devices in the
SDN infrastructure. The specific value of n depends on the size
and complexity of the network.

2) Consensus Mechanism Integration: The integration of a
consensus mechanism can be represented mathematically as a
function:

) @)

The parameters of the function include the SDNController
and individual network devices (11,72, ...,n,). These entities
are participants in the consensus process. The purpose of this
function is to ensure agreement among the nodes (SDNCon-
troller and network devices) on the validity of transactions
within the blockchain. The consensus mechanism is responsible
for establishing a common understanding of the state of the
blockchain.

3) Decentralized Ledger for D2D Communication: The
blockchain ledger for recording transactions related to D2D
communication is represented as a series of blocks linked
together through cryptographic hashes as shown in equa-
tion 3. The blockchain ledger is a sequence of blocks
(w1, ws, . .., ™y), where each block stores a set of transactions
related to D2D communication.

CM(a,nl,ﬂz,...

> Wm} 3

where, Each block w contains a set of transactions
(Ti1,Tya, - - ., Tip), representing the recorded D2D communi-
cation transactions.

B = {w, wo,..

w; ={Ti1,Ti2, ..., Tin} 4

The linkage between blocks is established using crypto-
graphic hash functions. The hash of each block 7, is computed
by including the previous block’s hash Ar, , as part of the
equation 5

hr, = V(B;, hr,_,) )

Cryptographic hash functions are algorithms that produce a
fixed-size hash value from input data. In this case, the hash

Algorithm 1: Initialization

Data: For each device i: (pk;, sk;), Exchange, Storage.

1 foreach device ¢ do

2 Generate a unique public-private key pair for
asymmetric cryptography: (pk;, sk;);
3 Exchange public keys securely between devices

through a secure initial pairing process or a trusted
third party:

Exchange: pk; < pk;;

4 Store the public keys of the devices securely:
Storage: Device ¢ — Secure Storage;
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Algorithm 2: Data Encryption and Decryption

Data: Encryption, Session Key, Decryption.

1 foreach sender device do

2 Encrypt the data using the recipient’s public key:
Encryption (Sender):

EncryptedData;; = Encrypt(Data, pk;);

3 Generate an additional symmetric key (session key)
for efficient encryption of large amounts of data:
Session Key:

SessionKey;; = GenerateSessionKey();

4 foreach receiver device do

5 Decrypt the received data using its private key:
Decryption (Receiver): DecryptedData; =
Decrypt(EncryptedData,j;, sk;);

6 If a symmetric key was used, decrypt the remaining
data with the session key:

RemainingData; =

function is applied to the current block B;, and the hash of the
previous transaction (7r,). The use of cryptographic hashes
ensures immutability within the blockchain ledger. If any data
in a previous block is altered, it would change the hash,
breaking the linkage and making the tampering evident. The
above explained captures the structure of the blockchain ledger
for D2D communication. It emphasizes the connection between
blocks through cryptographic hashes, providing a secure and
tamper-resistant record of transactions. This ensures that the
blockchain maintains its integrity and immutability, critical
aspects for enhancing security and trust in D2D communication
within SDN environments.

B. Smart Contract for Security Policies

1) Smart Contract Deployment: Smart contracts can be
deployed to automate and enforce security policies within the
SDN framework. These contracts, executed on the blockchain,
provide a tamper-resistant and automated way to manage the
security aspects of D2D communication. The automated execu-
tion of smart contracts involves programming SDN controllers
to automatically execute these contracts based on predefined
triggers or conditions. Let w, ¢, andp be Policy AccessControl,
Policy Encryption, and Policy Authentication are specific rules
within the smart contract respectively.

SCSecurity = {w> ¢7 Q- - } (6)

An optimization equation can be introduced to balance
various security parameters, denoted as ¢.

» = Optimize(a-w+ B-d+7v-0) @)

where, «,,andy are weights assigned to each policy,
reflecting their relative importance.

2) Automated Execution: The automated execution of smart
contracts involve programming SDN controllers to automat-
ically execute these contracts based on predefined triggers or
conditions. A mathematical representation, denoted as F'sc can
be expressed as:

ESC = If(TngewDQDCommunicat1',071,a EXCCUte(SOSecurity))
(®)

Where Trigger NewD2DCommunication represents a condi-
tion triggering the execution of the smart contract when new
D2D communication is established.

Aligning the optimization equation with the execution pro-
cess, taking into account the optimized security parameters.
SCsecurity encapsulates various security policies, providing
a clear representation of the rules governing D2D commu-
nication. The optimization equation ¢ reflects a trade-off be-
tween different security policies, allowing for the fine-tuning

Decrypt(SessionKey;;, EncryptedRemainingData,;)pf weights based on their relative importance. Esc ensures

that the smart contract is executed automatically when trig-
gered conditions, such as T'g7 NewD2DCommunication, are met.
Aligning the optimization equation with the execution process
reinforces the idea that the execution of security policies is not
arbitrary but follows a well-defined optimization strategy.

C. Security and Privacy Enhancements

1) Transparent Transaction Verification: All transactions
related to D2D communication are recorded on the blockchain
ledger. To verify a transaction, nodes in the network can refer
to the blockchain ledger to ensure the transaction’s authen-
ticity. Transparent transaction verification involves leveraging
blockchain technology to ensure that transactions related to
D2D communication are not only recorded securely but can
also be easily verified for authenticity.

Verificationt = ReferTo(B) 9)

Algorithm 3: Data Authentication

Data: Message Authentication Code (MAC), Data with
MAC, Calculated MAC.

1 foreach sender device do

2 Calculate a MAC using a shared secret key:

MAC: M AC;; = HMAC(Data, SharedKey;;);

3 Send the MAC along with the data:
DatawithM AC;; = (Data, M AC;;);

4 foreach receiver device do

5 Calculate its own MAC using the received data and
the shared secret key:

CalculatedMAC; =

HM AC(ReceivedData,;, SharedKey;;);

6 If the calculated MAC matches the received MAC,
the data is considered authentic.
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Algorithm 4: Device Authentication

Algorithm 5: Secure Communication

Data: Challenge-Response, Response, Verification.

1 foreach initiating device do

2 Send a challenge to the responding device:
Challenge-Response Authentication:
Challenge;; = GenerateChallenge();

3 The responding device signs the challenge with its
private key and sends it back:

Response;; = Sign(Challenge;;, sk;);

4 The initiating device verifies the signature using the
responding device’s public key:

Verification =

Verify(Challenge;j, Response;;, pk;);

Equation 9 uses the blockchain ledger B to verify the
authenticity of a specific transaction, denoted as Tpop.
Verificationy represents the process of referencing the
blockchain ledger to verify the authenticity of a specific D2D
communication transaction.

Hashr ensures transparency and integrity of transactions.
The use of cryptographic hashes links each transaction to the
previous one, making it computationally infeasible to alter past
transactions.

Verificationy = VerifyAuthenticity(Tp2p) (10)

2) Cryptographic Hashes: Here, we use cryptographic
hashes to link each transaction to the previous one, ensuring
transparency and making it computationally infeasible to alter
past transactions A7 . To ensure transparency and tamper re-
sistance, cryptographic hashes are used to link each transaction
to the previous one. Cryptographic hash functions are applied
to each transaction to generate a unique hash value. Let ip2p
represent the hash of a D2D communication transaction.

hrp,p = V(Tp2p) (11)

To ensure transparency and immutability, link each transac-
tion to the previous one using cryptographic hashes.

HCLSh’TDzD = V(TDQDv HaShTPre'uiousD2D) (12)

D. Data Integrity and Authentication

Blockchain is employed to enhance data integrity and au-
thentication in D2D communication, ensuring the reliability
and security of exchanged information.

1) Data Integrity Verification: The representation of the
process of verifying data integrity is denoted as VpI.

Hashpata = CryptographicHash(Data) (13)

Verify the integrity of the data by comparing the calculated
hash with the one recorded on the blockchain.

Data: Secure Communication.

1 foreach device do

2 Exchange data securely using the established
encryption keys, ensuring confidentiality and
integrity:

Secure Communication:
SecureCommunication;; =

Encrypt(Data, SessionKey;;);

3 Periodic rekeying may be performed to enhance
security.

VDI - Verify(HG/ShDataa HGShRecordedData) (14’)

VpI ensures the integrity of data by comparing the cryp-
tographic the hash of exchanged data with the one recorded
on the blockchain, providing a reliable method for confirming
data integrity.

2) Decentralized Identity Management: Utilizing the
blockchain for decentralized identity management can enhance
authentication in D2D communication. Mathematically
representing the concept as Ip. Each device in the D2D
communication network has a unique cryptographic identity
stored on the blockchain, denoted as Ip.

Ip = UniqueCryptographicldentity (15)

I represents the decentralized identity management on the
blockchain, providing each device with a unique cryptographic
identity. This identity is then used for authentication in D2D
communication.

IV. PERFORMANCE ANALYSIS

The performance analysis section of the paper is crucial in
evaluating the effectiveness of the proposed blockchain-enabled
SDN framework in enhancing security, privacy, and trust in
D2D communication. Algorithm (1-5) shows the stepwise
implementation process of the proposed method. However, this
analysis involves assessing various metrics and parameters to
gauge the efficiency and viability of the proposed solution.
A. Transaction Throughput: A high transaction throughput is
indicative of a robust and scalable system, capable of efficiently
processing a large number of transactions concurrently. This
is particularly crucial in the realm of D2D communication,
where real-time interactions demand swift and secure transac-
tion processing. The evaluation of transaction throughput thus
providing a comprehensive understanding of the blockchain-
enabled SDN framework’s ability to meet the demands of a
dynamic and decentralized communication environment, en-
suring a secure and timely exchange of information among
interconnected devices.
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B. Security: Security within the proposed blockchain-enabled
SDN framework is meticulously addressed through a multi-
faceted approach. The integration of blockchain technology
serves as a foundational element, introducing decentraliza-
tion, transparency, and cryptographic principles. Cryptographic
mechanisms, including encryption and hashing, are strate-
gically employed to secure data integrity and authenticate
D2D communication. The decentralized ledger provides a
transparent and immutable record of transactions, mitigating
risks of unauthorized access and manipulation. The seamless
integration of these security measures establishes a robust and
resilient framework, fostering a secure environment for D2D
communication within the SDN architecture.

C. Trust: The deployment of decentralized ledger technology
introduces transparency in transaction verification, providing
stakeholders with a verifiable and immutable record. Smart con-
tracts, executed within the framework, automate security poli-
cies, contributing to a tamper-resistant execution that fosters
trust in the enforcement of predefined rules. The decentralized
identity management system, powered by blockchain, assures
the uniqueness and integrity of device identities, enhancing
trust in the authenticity of participants in D2D communication.
Through these measures, the proposed framework not only
enhances security but also establishes a foundation for trust
among network participants, laying the groundwork for a
reliable and resilient SDN environment.

D. Resilience to Attacks: Blockchain provides a transparent
and secure method for authenticating devices and participants
in the network. Through cryptographic keys and digital signa-
tures, the identity of each participant can be verified without the
need for a central authentication authority. This transparency
builds trust among devices and entities in the network. The
decentralized nature of blockchain makes it more resilient to
Sybil attacks, where a malicious actor creates multiple fake
identities to gain control over a network. In a blockchain-based
system, achieving control would require a majority of honest
nodes, making it significantly more challenging for attackers
to compromise the network.

V. CONCLUSIONS

D2D communication requires security and trust as it allows
devices to directly exchange data with each other through a cen-
tral network infrastructure. This paper presents a new approach
to make D2D communication in SDN environments more safer
and secure using Blockchain. The proposed approach effec-
tively enhances the security, privacy, and trust of D2D commu-
nication within SDN environments. Herein, Blockchain’s de-
centralized ledger ensures transparent and tamper-proof records
and enhances trust among network participants. Transparent
transaction verification and immutable records build trust by
providing verifiable evidence of data integrity and authentic-
ity. Smart contracts automate security policies to ensure the
execution of reliable and secure transactions among devices.
Through data encryption and decryption, data authentication,
and secure communication algorithms, the proposed approach

provides trust and a robust authentication method for securing
D2D interaction with SDN. Looking ahead, future research
could focus on further optimizing resource utilization and
scalability and efficiency of the proposed blockchain-enabled
SDN framework.
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