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Abstract

The development of Open Radio Access Network (RAN) cellular systems is being propelled by the
integration of Artificial Intelligence (AI) techniques. While AI can enhance network performance,
it expands the attack surface of the RAN. For instance, the need for datasets to train Al algorithms
and the use of open interface to retrieve data in real time paves the way to data tampering during
both training and inference phases. In this work, we propose MalO-RAN, a framework to evaluate
the impact of data poisoning on O-RAN intelligent applications. We focus on Al-based xApps taking
control decisions via Deep Reinforcement Learning (DRL), and investigate backdoor attacks, where
tampered data is added to training datasets to include a backdoor in the final model that can be
used by the attacker to trigger potentially harmful or inefficient pre-defined control decisions. We
leverage an extensive O-RAN dataset collected on the Colosseum network emulator and show how
an attacker may tamper with the training of AT models embedded in xApps, with the goal of favoring
specific tenants after the application deployment on the network. We experimentally evaluate the
impact of the SleeperNets and TrojDRL attacks and show that backdoor attacks achieve up to a
0.9 attack success rate. Moreover, we demonstrate the impact of these attacks on a live O-RAN
deployment implemented on Colosseum, where we instantiate the xApps poisoned with MalO-RAN
on an O-RAN-compliant Near-real-time RAN Intelligent Controller (RIC). Results show that these
attacks cause an average network performance degradation of 87%.

Keywords: Open RAN. 5G, Al, Adversarial AI, DRL

1. Introduction

Cellular networks based on 5th Generation (5G) and beyond technologies are designed to support
heterogeneous use cases on an unprecedented scale, requiring automated control and optimization
of network capabilities tailored to the needs of users and operators. In recent years, the Open Radio
Access Network (RAN) paradigm has emerged, whose specifications introduce an open architecture
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with abstractions that enable closed-loop control and allow real-time monitoring and intelligent
optimization of the network based on data collected from the RAN. This adds intelligence and pro-
grammability in the loop through the introduction of RAN Intelligent Controllers (RICs) that host
Artificial Intelligence (AI) applications, namely xApps and rApps, working at different timescales
to optimize the network performance [1].

This transition from monolithic RAN deployments to the O-RAN system is being managed by
the O-RAN ALLIANCE, which is defining an architecture for the future generations of cellulars
networks via the release of specifications and use cases. Through their embedding in these novel and
modular O-RAN applications, AI will play a pivotal role in future generations of virtualized and
programmable cellular networks [2]. Indeed, applications will be able to extract data from different
points of the network through standardized, open and programmable interfaces, and to perform
network optimization and control at scale and granularity unseen in previous cellular generations [3].

Existing Issues. The openness and disaggregation of the RAN unavoidably extends its security
issues. For example, it has been shown that spoofing and time synchronization attacks can cause
severe RAN performance degradation [4]. In addition, xApps can be exposed to Adversarial Machine
Learning (AML) attacks where data poisoning of RAN measurements could seriously disrupt their

performance.
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Figure 1: Overview of attacks to O-RAN xApps.

As an example, Figure 1 shows the structure of a data poisoning attack in O-RAN executed
at training time. The attack introduces a backdoor that can be triggered when the xApp is used
to control the RAN [5]. To this end, the attacker introduces imperceptible modifications in the
dataset, undermining the correct behavior of the Machine Learning (ML) model and of the system.
The anomalous behavior is triggered at run-time by tampering with the data transmitted by the
RAN to the RIC (and to the xApp) via the O-RAN E2 interface. Upon receiving the trigger, the
xApp produces a crafted control action, which is then sent to the RAN and enforced therein.

These attacks are made even more effective by downloading compromised xApps from an ap-
plication marketplace, which exposes the entire O-RAN ecosystem to similar attacks [6, 7, 8. One
relevant example is that of an xApp controlling radio resource allocation policies via a Deep Re-
inforcement Learning (DRL) agent. Although the xApp should guarantee fairness among all User
Equipments (UEs), poisoning attacks can cause unfair advantages to selected UEs by prioritizing the
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subscribers of a specific service provider or by degrading the performance of those of competitors.

Technical Challenges. Although the effectiveness of poisoning attacks has been studied in tra-
ditional AI/ML settings [9], their impact on O-RAN is still an open question. Most importantly,
a comprehensive framework for comparing different poisoning attacks while being able to monitor
RAN performance to identify the attacks is still missing. Developing such framework is complicated
by the fact that production-level RAN cannot be used as any performance degradation would affect
mobile subscribers.

To fill this gap, in this work we propose MalO-RAN, a novel framework to design, implement
and test the robustness of Al models against backdoor and poisoning attacks in O-RAN. Starting
from the monitoring and control capabilities offered by the RICs and their intelligent applications,
we consider poisoned control loops, and show how a malicious entity can influence the input of
an optimization agent to force an arbitrary policy designed by the attacker as the control action
produced by the agent. We use a publicly available dataset collected on the Colosseum network em-
ulator [10] to train and evaluate existing attacks such as TrojDRL [11] and SleeperNets [12] against
DRL-based agents in O-RAN. This dataset leverages the capabilities of Colosseum to faithfully
reproduce realistic RAN deployments with multiple Base Stations (BSs) and UEs, and network
and channel conditions. Moreover, we demonstrate for the first time the effects of poisoned xApps
on the performance of a live O-RAN deployment instantiated on the Colosseum platform. To the
best of our knowledge, MalO-RAN is the first framework to enable the evaluation of the impact of
poisoning attacks on RAN performance.

Main Contributions. The main contributions of this paper are summarized as follows:

e We propose, design and prototype MalO-RAN, an open-source framework to evaluate the
feasibility, effectiveness and transferability of poisoning attacks against O-RAN AI/ML appli-
cations. We build upon the TrojDRL and SleeperNets attacks [11, 12] to train AI/ML models
aiming at manipulating the allocation of network slicing resources via malicious xApps.

o We extend the SleeperNets attack vector to improve stealthiness by introducing complex pat-
terns—such as combinations of multiple Key Performance Measurements (KPMs), i.e., more
than a single parameter—embedded in the model during training and capable of triggering
the attack during deployment.

e We evaluate our framework using a large and realistic dataset collected on Colosseum, the
world’s largest: O-RAN digital twin with hardware in the loop [10].

e We show the effectiveness of the considered attacks applied to the O-RAN domain, which
achieve more than 0.9 success rate in the case of SleeperNets.

e We demonstrate for the first time the impact that an xApp poisoned with such attacks has
on a live O-RAN deployment implemented on Colosseum, showing that the poisoned xApp
causes average network performance degradations of 87% in the user throughput.

o We make the MalO-RAN framework publicly available to foster and facilitate research toward
increased robustness of O-RAN.!

IMalO-RAN is available at https://github.com/wineslab/mal-o-ran.
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Although the present study evaluates SleeperNets and TrojDRL, MalO-RAN is purposely ar-
chitected to accommodate any future adversarial method through the same modular pipeline. The
remainder of this paper is organized as follows. Section 2 provides some background knowledge on
O-RAN. Section 3 surveys related work on adversarial ML, with a specific focus on its application to
5G-and-beyond cellular systems. Section 4 describes the MalO-RAN framework that we developed
to apply DRL attacks to O-RAN networks, as well as how to integrate attacks into MalO-RAN.
Section 5 describes the O-RAN dataset that we used in this work, and provides details related
to data poisoning for AI/ML training. Section 6 experimentally evaluates the effectiveness of the
considered attacks when applied to O-RAN. Finally, Section 7 draws our conclusions.

2. An Introduction to O-RAN Cellular Networks

The Open RAN paradigm, in its embodiment from the O-RAN ALLIANCE, adopts a disaggre-
gated approach to network deployment by separating traditionally integrated elements into smaller,
modular components that communicate over open and standardized interfaces [1]. This shifts the
network architecture from a vertically integrated setup to a horizontal one, prioritizing scalability
and programmability through softwarized components with support for multi-vendor deployments.
Base station functionalities are now virtualized and split across different network elements, namely
the Central Unit (CU) (implementing higher-layer protocol stack functionalities), the Distributed
Unit (DU) (higher Physical (PHY) layer, Medium Access Control (MAC), and Radio Link Control
(RLC) functionalities), and the Radio Unit (RU) (lower PHY and Radio Frequency (RF) function-
alities), for enhanced flexibility and programmability.

These network elements can be controlled in software via programmable Application Program-
ming Interfaces (APIs), which paves the way to the RICs, one of the main innovations introduced
by O-RAN. The RICs come in different flavors and oversee the operations of the RAN at different
timescales. Specifically, the Near-real-time (or Near-RT) RIC acts at granularities ranging from
10 ms to 1s, and implements closed-loop control via AI and ML applications named xApps; the
Non-real-time (or Non-RT) RIC, instead, is part of the Service Management and Orchestration
(SMO) framework, and acts at timescales above 1s via applications named rApps. The O-RAN
next-Generation Research Group (nGRG) is also investigating and evaluating the introduction and
use of a novel type of real-time applications named dApps, which can be deployed directly at the
CU/DU to enable sub-10 ms network control [13, 14], and thus support tighter control loops at the
edge and potentially extend the attack surface also in the physical domain. Overall, common use
cases enabled by O-RAN include optimization of network slicing and scheduling strategies, traffic
steering, intelligent beamforming and mobility management, and forecasting of network perfor-
mance based on reported RAN Key Performance Indicators (KPIs), to name a few.

On the one hand, this novel approach to cellular networking promotes flexible control and scal-
ability of the network elements, paves the way toward sustainable RAN deployments and improved
performance and Quality of Service (QoS). On the other hand, however, it also introduces an ad-
ditional degree of complexity in managing and coordinating the novel interfaces and distributed
components [1], which inevitably increases the attack surface of the network [4].

3. Related Work

With the recent mainstream adoption of AI technologies, adversarial machine learning (AML)
has emerged as a critical and rapidly growing area of research. AML focuses on understanding and
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mitigating vulnerabilities in AI models, particularly when exposed to maliciously crafted inputs.
These vulnerabilities pose significant security risks across various domains, including computer
vision, natural language processing, and network systems. Consequently, an increasing body of
research has sought to identify, analyze, and defend against adversarial attacks to ensure the ro-
bustness and reliability of Al systems. In this section, we aim to survey works related to our
research. Specifically, Section 3.1 discusses AML works in general, while Section 3.2 illustrates
attacks applied to the wireless and O-RAN ecosystem.

3.1. Adversarial Machine Learning Attacks

Prior work focused on AML attacks for classification tasks at inference time, as well as data
poisoning attacks at training time [15, 16, 11, 17, 12]. Inference-time attacks are conducted by
slightly manipulating the input of a ML model to include adversarial data points. In its basic form,
this can be achieved by adding noise to the input to generate misclassifications and even to steer
the output toward a target output (e.g., a certain class, label, or control action). A more advanced
version of this attack aims to do the same by introducing specific and optimized perturbations in
the Neural Network (NN) of the model. Examples are Fast Gradient Sign Method (FGSM) [15]
and Projected Gradient Descent (PGD) [16]—usually targeting image classification—that compute
the gradient of the Deep Neural Network (DNN) and produce a perturbation that maximized its
loss function.

Data poisoning attacks focus on modifying the training dataset to alter the expected behavior
of the trained model. For instance, [11] proposes a trigger-based attack that poisons the training
of DRL models to introduce a backdoor capable of altering the output of the agent when a certain
trigger is fed in input to the model. Similarly, [17] proposes BadRL, an algorithm that computes the
optimal attack strategy to determine when and how backdoors are introduced during the training
phase to maximize their effectiveness, while reducing the probability of being detected. The work
closest to ours is SleeperNets [12], where the authors show that previous attacks have limitations
concerning their static reward poisoning techniques, and they lack former analysis of the proposed
attacks. For the first issue, they describe how static attacks cannot adapt to various Markovian
Decision Processes (MDPs) or algorithms. For the second one, instead, they highlight how focusing
only on inner-loop attacks limits the information the attacker has access to during training, i.e.,
the information on the completed episodes to adapt the poisoning strategy. SleeperNets overcomes
these limitations by introducing an outer-loop threat model, where an adversary manipulates the
agent reward and state observation after each episode.

Other works investigating the effect of adversarial ML attacks on DRL models include [18, 19,
20]. Specifically, [18] manipulates the observation space of the model showing that DNN trained
through DRL are susceptible to adversarial attacks akin to their supervised learning counterpart.
Similarly, [19] demonstrates how both naive and more targeted attacks leveraging gradient infor-
mation can impact the behavior of DRL agents. Work [20] introduces two types of attacks: the
Critical Point Attack, and the Antagonist Attack. The former targets domain-specific models to
steer future steps toward the goal of the attacker; the latter applies to domain-agnostic models and
instructs the adversary on when and how to add the perturbations needed for the attack.

Additional attacks found in the literature include the introduction of a bi-level optimization
problem, where an outer loop identifies inputs to maximize the loss function of the training dataset,
while an inner one retrains on the perturbed dataset [5]. However, this requires complete access
to the model and dataset. In [21], the authors focus on finding the optimal training-set attack for
support vector machines, and logistic and linear regression. However, this work does not investigate
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the applicability of the proposed technique to Reinforcement Learning (RL) problems. Finally, a
comprehensive survey on DRL attacks can be found in [9].

Differently from the work above, which is generically applied to domains such as image clas-
sification for computer vision, and robotic control problems, our work focuses on adversarial Al
attacks targeting control applications (e.g., xApps) operating in the context of O-RAN.

3.2. Attacks to Wireless and O-RAN Networks

In the context of wireless communications, a wide body of literature focuses on the physical layer
of the network. For example, the authors of [22] study a generalized wireless adversarial machine
learning problem where attack vectors are injected directly on waveforms. The authors of [23] deal
with the issue of synchronization between a benign and evil user on the network, and the effect
on the channel over the adversarial attack. These attacks are powerful and generic, but they lack
direct applicability for next-generation and O-RAN networks.

A smaller subset of literature works focus specifically on the O-RAN ecosystem. An overview
of the organization of O-RAN ALLIANCE WG-11, focused on security, is provided in [24], high-
lighting the current state of security and potential threat models and attack vectors. A taxonomy
for identifying adversarial ML attacks in O-RAN and categorizing them is provided in [5], which
thoroughly analyzes different kinds of attacks from poisoning, to manipulation, and perturbation
of the data. In [25], authors show the effectiveness of the PGD attack applied to the DRL models
of O-RAN xApps. The authors highlight, however, that these attacks can be partially mitigated
through robust training. Another recent publication [26] describes an attack targeted to DRL
agents for resource allocation, showing how manipulating UE measurements (from compromised
users or signal jammers) reduces the network performance and increases latency, causing relevant
disruption in Vehicle-To-Everything (V2X) communication.

Some works investigate the lack of encryption and authentication of the O-RAN interfaces,
which can be exploited by AML attacks. Motivated by this, [4] analyzes the trade-offs between
encryption mechanisms and latency on the O-RAN interfaces among Near-RT RIC and CU/DU.
Similarly, [27] demonstrates the feasibility of redirecting RAN traffic to malicious xApps, as well
as data tampering. This is made possible by the lack of authentication among BS, Near-RT RIC,
and xApps.

The authors of [28] focus on classification attacks in the O-RAN framework for spectrum sensing
in xApps, showing the implementation of FGSM attacks against the RF spectrum and KPMs.
They also propose a distillation-technique to reduce the efficacy of the attacks. However, they
do not investigate DRL. A separate research line focuses on detection of attacks. The authors of
[29], for example, propose an xApp for detecting and mitigating backdoor O-RAN attacks based
on Long Short Term Memory (LSTM) autoencoder considering historical data. While this is a
promising work, it does not clearly identify which kind of adversarial machine learning attacks it
has been tested against and only focuses on Internet of Things (IoT) datasets. Finally, [30] analyzes
methodologies for attacking a DRL model trained to assign Physical Resource Blocks (PRBs) to
cellular UEs , whereas a recent work [31] describes a novel framework to mitigate the effect of
various adversarial attacks applied to the same resource allocation problem.

In this paper, we propose MalO-RAN, a unified and extensible framework to design, evaluate,
and compare generic adversarial ML attacks on the O-RAN ecosystem, with the possibility of
testing the poisoned models over the Colosseum testbed in a live O-RAN deployment.
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4. MalO-RAN and Attack Integration

In this section, we introduce our proposed MalO-RAN framework, which facilitates the design,
prototyping, and evaluation of attacks on DRL agents within the O-RAN ecosystem. Specifically,
Section 4.1 outlines the architecture of MalO-RAN, Section 4.2 details the attack models consid-
ered, and Section 4.3 explains how MalO-RAN can be used to integrate and evaluate DRL-based
adversarial attacks in the O-RAN environment.

4.1. Architecture of MalO-RAN

i Adversarial Attack Features |: | DataLoading Sl’tf;i;ogle((:) Near-RT RIC ERAN Environn’;ebnt

D pibali . o o T nvironment represented by
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Figure 2: Overview of the architectural blocks and procedures of MalO-RAN to train a poisoned xApp offline using
pre-existing data.

Figure 2 shows the architecture of MalO-RAN, which is composed of (i) the RAN Environment;
(ii) the Adversarial Pipeline; and (iii) the Near-RT RIC. The RAN Environment concerns a RAN
deployed with softwarized 5G protocol stacks, such as OpenAirInterface (OAI) and srsRAN, that
generate metrics and KPIs. These are stored in a database or data lake, and are then used to train
O-RAN AI/ML agents. In our case, we leverage the O-RAN dataset collected in [8] and described
in Section 5. The dataset contains KPIs collected from live experiments performed with the srsRAN
cellular protocol stack deployed on Colosseum.

The Adversarial Pipeline is‘in charge of poisoning and training the AI/ML models that are
onboarded on the xApps. As shown in Figure 2, it includes two main elements. These are the data-
loading module, and the agent training module, which eventually produce the poisoned AI/ML
model. The data-loading module is used to load and pre-process the data coming from the RAN
Environment. The training module, instead, trains the DRL model and introduces the perturbations
needed to poison the processed data, thus generating a poisoned model. The model trained in this
way can be then embedded into O-RAN applications, e.g., xApps, and used to perform a closed-loop
control susceptible to backdoor attacks on a live RAN. In this work, we implement the Adversarial
Pipeline by extending the open-source SleeperNets framework [12], which is based on PyTorch and
Gymnasium [32, 33]. Our pipeline exposes generic hooks so that new poisoning, evasion, or hybrid
attacks can be registered without altering the core data flow. Moreover, we train our DRL agent
offline, as mandated by the O-RAN AI/ML specifications, which require data-driven applications to
undergo an offline training phase before their deployment not to cause outages or disruptions to the
RAN [34]. To support training and attack operations over the O-RAN dataset, we created a custom
Gymnasium offline environment dedicated to connecting the adversarial pipeline with the dataset.
This allows standardized access for testing different attack combinations and reproducibility of
experiments.

Finally, the Near-RT RIC hosts the trained AI/ML model in the form of an xApp. The xApps
poisoned with MalO-RAN can be used to send malicious control actions to the CU/DU when



Journal Pre-proof

triggered by specifically crafted RAN KPIs received as input via the O-RAN E2 interface. For
instance, this could represent the case of a tenant unknowingly onboarding a poisoned application
from an xApp catalog. In this work, we leverage the O-RAN-compliant Near-RT RIC provided by
OpenRAN Gym [35] and instantiated on Colosseum.

4.2. Modeling the Poisoning Attacks

Near-RT RIC
— — Near-RT RIC
....... m —
trigger: N m Shared
""""""""""" ' o Y Data Layer
. |KPIs|3 3 <Pl I B S———
> D, *5 S 3 R
> e =5 i e T
2 Ik S
RAN o RAN |[SpE| & &
=] 3 ‘D o
control control
(a) Direct Trigger (b) Shared Data Layer (SDL) Trigger

Figure 3: Considered attack models and triggers.

Figure 3 shows the two attack models and triggers that we consider: attack model with direct
trigger, and attack model with SDL trigger.

The former is depicted in Figure 3a and consists in tampering with RAN KPIs sent by the
CU/DU to the Near-RT RIC (and xApp) through the O-RAN E2 interface. This is the case,
for instance, of a malicious entity that does not have direct access to the Near-RT RIC, but has
knowledge of the xApps and Al models running on it, and wants to trigger an already embedded
attack in some other way (e.g., by poisoning an open dataset). The latter is shown in Figure 3b
and can have attack triggers of two different types, namely trigger A and B in the figure. Trigger
of type A occurs when the xApp or an attacker with direct access to the Near-RT RIC applies a
trigger to legitimate data received from the RAN, and pushes it to SDL—a database located in
the Near-RT RIC and shared across multiple xApps—where benign xApps, then, pull data from to
produce a RAN control action. Trigger of type B, instead, happens when the trigger is applied to
the KPIs extracted from SDL by benign xApps, e.g., to perform inference or control tasks.

We consider two kind of attackers, as defined in [9, 11]: strong and weak attacker. The strong
attacker corresponds to a scenario in which the training of the agent is outsourced to an external
service provider (e.g., an xApp vendor that publishes a trained xApps to a common marketplace
or catalog). In this case, the attacker acts on the provider side, and possesses enhanced tampering
capabilities and full access to all the details of the model. This scenario is highly relevant in O-RAN
where the marketplace model will be extensively used by operators to purchase applications from
third-party providers.

The weak attacker, instead, corresponds to a scenario in which the agent is trained in a com-
promised environment, and the attacker only has access to the relevant data and KPIs but not to
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the model itself. In this case, the attacker can only manipulate the KPIs input to the agent. While
this attacker has been included in MalO-RAN, its feasibility in O-RAN systems is very limited.
Indeed, O-RAN requires models to be trained offline, and online training is only limited to cases
of fine-tuning of pre-trained models, which makes the weak attacker less likely to happen. For this
reason, the evaluation of weak attackers in practical deployment is left for future studies, and here
we focus on the strong attacker.

4.8. Integration of Attacks in MalO-RAN

The purpose of MalO-RAN is to allow users to (i) design and evaluate the impact of novel
adversarial attacks on O-RAN systems, and (ii) determine how adversarial attacks designed for
other domains (e.g., computer vision, robotics, etc.) can be transferred to the O-RAN ecosystem,
as well as to its applications and use cases. For this reason, MalO-RAN follows a modular design,
where users can extend the Adversarial Pipeline discussed in Section 4.1 to include novel attacks
and exploit them to poison the data coming from the RAN environment. The newly poisoned data
can, then, be used to train adversarial agents, deploy them on the Near-RT RIC in the form of
xApps, and evaluate their impact on the RAN environment via MalO-RAN.

We integrate two state-of-the-art poisoning and backdoor attacks in MalO-RAN: TrojDRL [11]
and SleeperNets [12]. MalO-RAN exposes the configurable features of the above algorithms, pro-
viding external APIs for users to fine-tune attack parameters before running the training. This
enables them to specify key attack parameters such as the percentage of data poisoning to be per-
formed at each iteration, the target action the model should produce given a specific input trigger,
and a list of the RAN KPIs to alter during the attack. Moreover, we enhance and extend the
SleeperNets codebase [36]—which allows users to alter single features only—to support the concur-
rent modification of multiple parameters. Starting from the original code, we have rewritten the
SingleValuePoison module to create a new MultiValuePoison class, which enables the concur-
rent substitution of multiple input features by specifying a list of indices and corresponding values
to be applied at attack time. This allows MalO-RAN to generate more complex poisoning attacks,
facilitating the evaluation of attacks targeting multiple KPIs, and making it possible to understand
how increasingly complex attack strategies affect the RAN performance. This functionality is well
suited to O-RAN applications and use cases, as RAN datasets include a large number of features,
as will be discussed in Section 5.1.

The list of parameters that can be fine-tuned with MalO-RAN is summarized in Table 1. Rele-
vant parameters include: (i) the attack algorithm (to be chosen between TrojDRL and SleeperNets);
(ii) the poisoning budget 8, which specifies the specifies the fraction of state observations they can
poison in training, i.e., the percentage of poisoned observations with respect to the total number
of observations in the dataset; (iii) the reward perturbation magnitude &, to alter the value of the
agent reward; (iv) the weighting factor «, used to weight rewards in SleeperNets; (v) the target
action to execute upon triggering the attack; (vi) the attacker model, chosen between strong and
weak attacker (see Section 4.2); (vii) the number of epochs of the training phase; and (viii) the
learning rate of the Adam optimizer. The reward perturbation during the training process depends
on the specific attack algorithm used. In the case of TrojDRL, the perturbation is static—i.e., a
fixed k value is applied consistently throughout training, according to the poisoning budget 5. In
contrast, SleeperNets uses a dynamic reward mechanism that leverages post-trajectory hindsight
to retroactively shape the reward signal. This allows the adversary to better reinforce the target
behavior (e.g., executing a specific action when a trigger is present), thereby increasing the stealth-
iness and effectiveness of the backdoor. For a more detailed description of how these parameters
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Table 1: Attack parameters and values used in evaluation.

Parameter Values Description

Attack algorithm TrojDRL, SleeperNets Backdoor attacks for DRL implemented in
MalO-RAN

B8 0.005,0.01,0.1,0.25 Poisoning budget (% of times the attacker tries
to poison)

K 0.1,0.2,0.5 Absolute offset to change the agent reward

« 0,0.5,1 Weighting factor on the agent reward
perturbation (SleeperNets only)

Target Action 0 Action forced by the attack trigger, i.e., 3 PRBs

Attacker model Strong Type of attack performed

Number of epochs 150, 000 Number of training epochs

Learning rate 0.00025 Learning rate of the Adam optimizer

interact with each other during the attack, please refer to Algorithm 1 in the original SleeperNets
paper [12].

5. O-RAN Datasets and Data Poisoning

In this section, we describe the O-RAN dataset that we use in this work, and the DRL agent
used to validate the attack (Section 5.1), as well as the data poisoning techniques and methodology
to enable backdoor attacks (Section 5.2).

5.1. Colosseum O-RAN Dataset and DRL Agent

We consider a publicly available large-scale dataset [8], used in several works to train agents
for a variety of use cases ranging froin optimization of scheduling policies and PRB allocation [37],
to explainable Al in cellular networks [38]. The dataset has been collected on Colosseum, a large-
scale wireless network emulator that leverages the OpenRAN Gym framework [35] to instantiate
standard-compliant RANs through software such as strsRAN [39], as well as the O-RAN Software
Community (OSC) Near-RT RIC and AI/ML xApps. It includes 73 hours of KPIs and metrics
collected from seven BSs, each operating with a 10 MHz channel bandwidth (50 PRBs) and serving
42 UEs distributed within a 50-meter radius from their respective BS. Users are divided across
three different network slices implemented by each BS, which serve them different traffic loads:
Enhanced Mobile Broadband (eMBB) (constant-bit rate traffic at 4 Mbps), Machine-type Com-
munications (MTC) (Poisson-distributed traffic at 30 kbps), and Ultra Reliable and Low Latency
Communications (URLLC) (Poisson-distributed traffic at 10 kbps). The dataset includes KPIs col-
lected for different configurations of the BSs for what concerns the amount of PRBs allocated to
each slice, as well as the scheduling policy of each slice, which can be chosen among the round-robin,
waterfilling, and proportionally fair.

The metrics of the dataset, which are collected by the BSs at a UE-level granularity and aggre-
gated every 250 ms, are summarized in Table 2. They include the downlink and uplink throughput
and buffer occupancy, as well as Power Headroom Report (PHR), and the number of retransmis-
sions, to name a few. Additionally, for each metric, the dataset includes details on the BS configu-
ration (e.g., number of PRBs, scheduling policy, etc.), which can represent the action taken by an
AI/ML agent embedded in an xApp and used to control the RAN. We perform the pre-processing
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of the dataset to remove any malformed data, after which we obtain a cleaned-up dataset with
35,512,393 observations and more than 6 GB in size.

Although MalO-RAN is general and one can define diverse attack strategies and engineer differ-
ent triggers and target actions, for the sake of illustration, in the following we focus on a specific use
case. Specifically, we leverage this dataset to define the attack optimization problem, namely Prob-
lem NOP, where the goal of the attacker is to generate a trigger input that pushes the DRL agent
to unfairly allocate fewer resources to UEs belonging to a slice under attack (e.g., all customers of
a competitor). The problem is formulated as follows:

+oo N
max Z Z w (NOP)

RE
t=0 i=1 Pi Q(t)
N
subject to prCT(t) <P Vt=0,...,4+0 (1)
i=1
U N
PRI =D i pi (1), V=0, +o0 (2)
u=1i=1
U N
PEP(1) = 303 i pEEY(), Ve =0, +oo (3)
u=1i=1

where pf"P%(t) and pA°T (t) are the amount of PRBs requested and actually allocated to the UEs of

7 K3

slice 4 by the BS over time ¢, respectively, with pZ#@(t) and p2“7'(t) those of the individual UE w.
U is the set of U UEs served by the BS, with U = |U/|, and v, ; € [0, 1] is a binary variable equal to 1
if UE u belongs to slice ¢, and 0 otherwise. N is the number of slices implemented at the BS, while P
is the PRB budget of the BS. In the case of the considered dataset, we have that N = 3 and P = 50.
Our agent can control the system through a variable a = {a(t) = (pf‘CT(t))izl,”_,N}t:O’_”,_s_oo that
represents the amount of PRBs jointly allocated to the N slices where a(t) € A is chosen among a
finite set of actions A, with A = |.A| possible combinations contained in the dataset (in the case of
our dataset, A = 21). These range from a minimum of 3 PRBs to a maximum of 42 PRBs for each
slice, constrained by a maximum of P PRBs available at the BS. The objective of Problem NOP
is to maximize the ratio between the number of PRBs allocated to the UEs and the number of
PRBs they request based on their traffic demand. In general, this ratio represents a satisfaction
indicator where a value of 1 means that the UE is fully satisfied, and values close to 0 mean that
the demand of the UE is not satisfied. Differently from [8], we consider the case where the agent
does not include any autoencoder for dimensionality reduction. Indeed, the autoencoder creates a
latent representation of the input vector, which might prevent our study from deriving insights on
how poisoned data affects the behavior of the agent. By removing the autoencoder from the xApp,
we establish a direct mapping between the poisoned values and the input features to better analyze
the influence of the poisoning on the observation state.

Problem NOP is not easy to solve as it requires to compute a control policy that maximizes
UE satisfaction over a long period of time. Moreover, it assumes that (i) we have a closed-form
model for capturing traffic demand and its relationship with PRB demand; (ii) we have perfect
information on UE number and slice assignment; and (iii) we can predict future evolutions of the
network. This makes directly solving Problem NOP impractical. For this reason, we follow a
data-driven approach where we use the dataset from [8] to design an agent to solve Problem NOP.
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Table 2: KPIs relative to the UEs served by the BS for the observation space. From the Col-O-RAN dataset [8].

Metric Description
num_ues Number of UEs connected to the BS
slice_prb Number of PRBs assigned to each slice. This is the control action

scheduling_policy

dl_mcs
dl_n_samples
dl_buffer

tx_brate downlink
tx_pkts downlink
dl_cqi

ul_mcs
ul_n_samples
ul_buffer
rx_brate uplink
rx_pkts uplink
rx_errors uplink
ul_sinr

phr
sum_requested_prbs
sum_granted_prbs
ul_turbo_iters

computed by the DRL agent

Policy used to schedule slice UEs, among round-robin, waterfilling, and
proportionally fair scheduling policies

Downlink Modulation and Coding Scheme

Number of downlink samples transmitted to the UE

Occupancy, in byte, of the downlink buffer with data to transmit to the
UE

UE downlink throughput in Mbps

Number of downlink packets transmitted to the UE

Downlink Channel Quality Indicator

Uplink MCS

Number of uplink samples transmitted by the UE

Occupancy, in byte, of the uplink buffer with data received from the UE
UE uplink throughput in Mbps

Number of uplink packets transmitted by the UE

Percentage of uplink reception errors

Uplink Signal to Interference plus Noise Ratio

Power Headroom Report

Sum of PRBs requested by the UE

Sum of PRBs allocated to the UE

Number of turbo iterations in the uplink

Specifically, we leverage an actor-critic NN with a shared feature extractor. The agent architecture
includes two hidden layers with 64 neurons, each one of them with Rectified Linear Unit (ReLU)
activation functions. The actor component of the NN generates action probabilities, while the critic
estimates the state values. The input observations are normalized before being processed, and the
model is optimized using the Adam optimizer with carefully tuned parameters to ensure stability
and efficiency.

We use MalO-RAN to train our agent offline with the Proximal Policy Optimization (PPO)
algorithm. The observation space S corresponds to a subset of KPIs reported by the BS (see
Table 2). In Section 5.2 we will investigate how the design of the observation space (e.g., different
subsets of KPIs) affect attack success rate and impact network performance. The reward function
R corresponds to the utility function in Problem (NOP), and the action space is A such that, at
each time instant ¢, the agents selects action a(t), i.e., the PRB allocation for the attacked slice.

5.2. Data Potsoning for Backdoor Attacks

To gather insights on the feasibility and effectiveness of poisoning attacks in O-RAN systems, we
designed the MalO-RAN framework to offer tools for an exhaustive evaluation of poisoning attacks
under a variety of parameters and configurations. These include the ability to select the attack
algorithm, the target KPIs to poison, the severity of the poisoning attack (i.e., the magnitude of
the perturbation caused to KPI values), and the target output action to steer the agent toward
whenever the trigger input is sent to the agent. Although MalO-RAN can be used to test any
combination of parameters, the specific values considered in our evaluation are summarized in
Table 1. These values were chosen to cover a wide range of attack scenarios. While not exhaustive,
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they let us evaluate the impact of the different parameters on the Attack Success Rate (ASR) and
attack detectability.

For the purpose of our evaluation, we consider the case where the attacker aims at generating
poisoned data that results in the DRL agent selecting an action that penalizes a certain slice to
produce UE dissatisfaction. Specifically, the attacker targets eMBB UEs and aims at reducing their
quality of experience. Data analytics from the original dataset [8] show that users of the eMBB slice
are the ones generating the highest demand and require the largest amount of PRBs to be satisfied.
For this reason, we consider the case where the attacker aims at generating a poisoned input such
that eMBB UEs get allocated with the minimum amount of PRBs among the combinations of PRB
allocations available in the considered dataset (i.e., 3 PRBs, as discussed in Section 5.1).

num_ues - [ 1 N N v v 1.0
slice_prb 1l | |
scheduling_policy
dl_mcs
dl_n_samples
dl_buffer
tx_brate downlink
tx_pkts downlink
dl_cqi
ul_mcs
ul_n_samples
ul_buffer
rx_brate uplink
rx_pkts uplink
rx_errors uplink
ul_sinr
phr
sum_requested_prbs
sum_granted_prbs -l
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Figure 4: Linear correlation analysis of the target dataset.

In practical use cases, attackers design their attacks based on statistical and intrinsic properties
of the data so as to exploit the available information to the maximum extent. We conduct an
extensive analysis of the considered O-RAN dataset to gather domain knowledge and emulate a
knowledgeable attacker. Specifically, we use this analysis to select the RAN KPIs that will be altered
during the training phase, as well as to make sure that the attacker can generate poisoned data
that is in line with the statistical information of the original data so as to minimize the probability
that the attack can be detected. Indeed, if the attacker were to generate poisoned KPI with values
that differ from expected ones, poisoned data would likely be detected and labeled as anomalous,
which would raise suspicions and might result in the removal of the data from the dataset, or even
the removal of the dataset entirely from the marketplace.

We extract useful information from the dataset such as average, median and standard deviation
of each KPI. We also extract correlation information by computing the Pearson linear correlation
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matrix of the KPIs. This is shown in Figure 4, which illustrates that some of them are strongly
correlated, e.g., the number of samples transmitted in downlink and downlink buffer occupancy,
namely d1_n_samples and d1_buffer [bytes], while others are only loosely so, e.g., downlink
throughput and PHR, namely tx_brate downlink [Mbps] and phr.

To understand how different poisoning attack configurations affect the attack success rate and
performance degradation, in our evaluation, we consider two different sets of KPIs used by the
attacker. The first one includes the number of BS UEs, namely num_ues, which assumes discrete
values in the [1,20] interval (value 19 is actually missing from the dataset), and the PHR, which
in our dataset is either 0 or 31. We select the values of 19 and 15 for these KPIs, respectively,
to be used as the trigger input for poisoning. Since these values are within the bounds of their
expected range, they can be better hidden in the data and pass undetected through possible anomaly
detectors. The KPIs of this set have a low correlation, which means that their influence on the
creation of an optimal policy should be weak. However, they can become more relevant with the
reward perturbation performed by the attack pipeline, thus facilitating the success of the attack.
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Figure 5: Evaluation of how the considered metrics affect one another in the TrojDRL and SleeperNets attacks.
SleeperNets achieves ASR above 0.8 in some configurations, while the ASR of TrojDRL is always below 0.05.

The second set, instead, includes the occupancy of the buffer containing the data to be trans-
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mitted to the UEs in the downlink direction (d1_buffer), which ranges from 0 to 184,665 byte in
the dataset, the downlink throughput achieved by the UEs (tx_brate downlink), with values from
0 to 13.8804 Mbps, and the number of transmitted packets in downlink (tx_pkts downlink), with
values from 0 to 571 packets. We choose the values —1, —2, and —3 for these KPIs, respectively.
The KPIs of this set exhibit a high correlation, thus having a stronger impact on the reward. We
expect these values to be immediately detectable triggers of the attack.

Overall, the above choice of values lets us evaluate the impact that altering KPIs both inside
and outside their expected range has on the model. This is key to assess the need for O-RAN
agents to correctly validate and sanitize the input to the AI/ML model. The specific values that we
altered also function as trigger to activate the backdoor inserted in the model during training. This
is based on the correlation of the KPIs with the reward function, i.e., with the number of PRBs
requested and actually allocated to the slices of the BS (see Problem NOP).

Finally, we limit the total number of training episodes to 150,000 to guarantee that each attack
is evaluated fairly and under the same conditions, in which the number of attempts of the attack
is determined by the poisoning budget 8 of the data (i.e., the percentage of data altered during
the training) but not by the number of training steps. Although this might restrict the ability of
the model to fully learn an optimal policy using PPO, it represents a reasonable trade-off between
training time and the episodic reward. We do so, as it is common approach in DRL to stop
the training early when there is no significant improvement in episodic rewards, or a noticeable
reduction in the value loss to avoid overfitting of the model. Indeed, further extending the training
would unfairly benefit the attacker. Following the same reasoning, we set the learning rate of the
Adam optimizer of the PPO NN to 0.00025.

6. Experimental Evaluation

We now evaluate the effectiveness of MalO-RAN in poisoning AI/ML models for O-RAN as well
as the impact that these models have on the network when deployed as xApps on the Near-RT RIC.
Specifically, we analyze the impact of the TrojDLR and SleeperNets attacks on the xApp model.
Section 6.1 presents results obtained by evaluating models poisoned and trained using MalO-RAN.
The training of the models was performed on a Dell 7525 workstation with AMD EPYC 7543
32-core processor and 256 GB of RAM. Section 6.2 demonstrates the impact that poisoned xApps
have on a live and operational O-RAN deployment.

6.1. Attack Feasibility

We leverage the models trained with MalO-RAN to evaluate the feasibility of diverse poisoning
attack strategies, determine their impact on O-RAN, and identify effective attack parameter con-
figurations that an adversary can use to maximize the successfulness of the attack. To do so, we
consider widely used metrics such as ASR, episodic return, and reward perturbation [12].

We start by evaluating the impact of the TrojDRL and SleeperNets attacks on the offline dataset
that we used to train our agent (see Section 5.1). Figure 5 shows how the above metrics correlate
with one another. The ASR and episodic return are compared in Figure 5a. We notice that
SleeperNets achieves a higher ASR (> 0.8), while the ASR of TrojDRL is significantly lower (<
0.05). Figure 5b shows the episodic return as a function of the reward perturbation. The average
reward perturbation of TrojDRL is generally lower than that of SleeperNets, although TrojDRL
can achieve a higher episodic return even for small values of the average reward perturbation. This
suggests that the incremental rewards introduced by TrojDRL during the attack fail to sufficiently
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influence the model’s behavior, ultimately resulting in a low ASR, as illustrated in Figure 5a. On the
other hand, the average reward perturbation introduced by SleeperNets significantly contributes to
the episodic return, making it easier for the attack trigger to be embedded in the model. However,
such contribution does not guarantee a successful attack. As illustrated in Figure 5c¢, which shows
both the ASR and the average reward perturbation, increasing the perturbation level (as done by
SleeperNets) does not necessarily improve the ASR. Instead, the model may treat such increases as
outliers and disregard them. Similar findings and considerations arise when examining the influence
of the poisoning budget 3, as discussed later. Finally, similarly to what shown in Figure 5a, we
notice in Figure 5c¢ that the ASR of TrojDRL is always close to 0, independently of the average
reward perturbation. These results show that SleeperNets is generally more effective than TrojDRL
in generating poisoned data that can effectively affect the DRL agent and force the use of a target
action when the trigger is fed to the agent. This aligns with expectations from the literature [12].
Indeed, in offline DRL—as in this study—observations are not generated in real time but are
instead pre-collected and presented in a tabular form, directly mapping each observation to the
corresponding action. By design, static reward poisoning attacks like TrojDRL cannot adapt their
behavior across different states, thereby reducing the influence of x and limiting their overall impact.

Moreover, we investigate whether domain-specific knowledge on 5G communications can be
useful to the adversary to improve the effectiveness of the attack. The results of this analysis are
illustrated in Table 3, which shows the ASR achieved by TrojDRI and SleeperNets for the two KPI
training sets of Section 5.2, and for different values of the poisoning budget 5. For the purpose

Table 3: TrojDRL and SleeperNets ASR for different sets of KPIs and values of poisoning budget 8. Results are
averaged across the different values of k reported in Table 1.

Attack Algorithm KPI Target Set Poisoning Budget 8 Attack Success Rate
1 0.005 0.005579 + 0.001629
1 0.010 0.004518 + 0.001811
1 0.100 0.004297 £ 0.002264
. 1 0.250 0.003660 + 0.001303
TrojDRL 2 0.005 0.006435 = 0.001154
2 0.010 0.003247 £ 0.001225
2 0.100 0.004123 + 0.001146
2 0.250 0.002642 + 0.000303
1 0.005 0.030936 + 0.008882
1 0.010 0.904006 + 0.040735
1 0.100 0.915505 + 0.047580
SleeperNets 1 0.250 0.011614 + 0.002581
2 0.005 0.031351 £ 0.009211
2 0.010 0.912452 + 0.039269
2 0.100 0.907321 + 0.029442
2 0.250 0.015432 £ 0.001934

of our evaluation, we altered the values of the input metrics of set 1 (number of UEs, and PHR)
leveraging domain-specific knowledge (i.e., target values inside possible metric bounds), and those
of set 2 (downlink buffer occupancy, throughput, and transmitted packets) without leveraging any
domain-specific knowledge (i.e., target values outside possible metric bounds). Overall, the table
shows that domain-specific knowledge only has limited impact on the ASR, with no significant
statistical difference between the two sets of KPIs. This suggests that the attack is insensitive to
domain-specific knowledge.
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Poisoning offline DRL models in complex environments with high-dimensionality discrete action
spaces, such as those typical of O-RAN deployments, presents unique challenges. Indeed, compared
to simpler offline or tabular environments, e.g., the one used in SleeperNets [12], which includes
five actions only, executing undetectable and impactful attacks is significantly more difficult. Such
complexity increases in the O-RAN domain, which results in less effective attacks when compared
to applications belonging to other fields. This is shown in Figure 6, which shows that the ASR of
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Figure 6: ASR of SleeperNets and TrojDRL for the values of the poisoning budget 8 and reward perturbation
reported in Table 1.

SleeperNets (Figure 6a) is significantly higher than that of TrojDRL (Figure 6b) for different values
of 8 and k. This is consistent with the results of Table 3, and highlights that the former is more
effective when transitioned to O-RAN.

Static reward poisoning attacks, such as TrojDRL, are less effective when transitioned to O-
RAN. On the contrary, attacks with dynamic poisoning, such as SleeperNets, achieve comparable
performance to the original results of [12], but require a higher poisoning budget 8. Increasing 3
does not consistently guarantee a successful attack. For example, when 8 = 0.25 (i.e., the attacker is
poisoning one quarter of the observations), SleeperNets exhibits a noticeable decline in performance.
Determining the exact cause of this behavior is challenging. One possible explanation is that the
model recognizes the attacked KPIs as demonstrating a statistical distribution inconsistent with the
corresponding reward and, thus, deems these values irrelevant to the optimization process. Indeed,
such a [ value should be considered quite high, allowing the model to detect that something is
amiss.

Another plausible explanation centers on the persistent nature of the attack. As the model
is continuously subject to reward perturbations, especially at the beginning of the training, these
artificially altered values exert a dominant influence on the episodic return (see Figure 5b, case
of episodic return = 50 and average reward perturbation > 15). Consequently, the model fails
to converge on an optimal policy and, instead, consistently selects the target action 0. Once this
condition arises, the attack algorithm discontinues its activity and no longer compels the agent to
select specific actions. Such situation, together with the limited number of training epochs set in
our experiments, results in fewer overall attacks and a lower ASR. Therefore, the target action is
being selected regardless of any adversarial influence leading to inadequate performance of the final
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AT model that would preclude its deployment in a production O-RAN environment. How to set
the trade-off between the values of k and S, thus, remains an open question for future extensions
of our work tailored to the detectability of attacks in O-RAN.
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Figure 7: Impact of the DRL model poisoned with MalO-RAN on the RAN KPIs when the attack is applied to the
live network.

Overall, the above results highlight that O-RAN is vulnerable to data poisoning and specifically
to backdoor attacks. At the same time, our results show that, to be successful, these attacks
require a non-negligible effort to be implemented in a way that is effective yet stealthy enough to
not be detected. Thus, potential countermeasures and security procedures should be considered
when designing DRL agents for O-RAN. These might include additional training when exposed to
Adversarial Examples, Adversarial Regularization or additional components for Anomaly Detection.

6.2. Impact on Deployed O-RAN Environment

To demonstrate the effectiveness of poisoning attacks, and how they can force an agent to
generate unfair and suboptimal control policies, we perform experiments on the Colosseum wireless
channel emulator [10]. Specifically, we show the impact of poisoning attacks against a DRL-based
xApp controlling network slicing policies.
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Colosseum is a publicly accessible testbed with radios in the loop that lets researchers and
practitioners experiment with softwarized protocol stacks and in a variety of RF scenarios at scale.
Specifically, Colosseum radios transmit real waveforms that are processed in hardware by a set of
Field Programmable Gate Arrays (FPGAs) that enable RF channel emulation by applying channel
conditions to the generated waveforms via digital signal processing. O-RAN networks can be instan-
tiated on Colosseum through softwarized protocol stacks (e.g., OAI and srsRAN) that are used to
control the Software-defined Radios (SDRs) of the testbed. Moreover, open-source frameworks such
as OpenRAN Gym [35]—which makes O-RAN-compliant Near-RT RIC and RAN readily available
for experimentation—make Colosseum the ideal playground for prototyping and evaluating O-RAN
solutions at scale, as well as for data collection. Overall, these capabilities let users experiment on
realistic O-RAN deployments and generate datasets that can be leveraged for the training and
testing of ML models, then deployed as xApps on the RIC and used to control the RAN.

We implement the DRL model that we poisoned and trained with MalO-RAN as an xApp and
deploy it on the O-RAN-compliant Near-RT RIC provided by OpenRAN Gym. We, then, use our
xApp to control a softwarized RAN with BS and UE implemented via SCOPE [40], an extension
of the open-source srsRAN software (formerly known as srsLTE), and deployed on Colosseum.
SCOPE includes an O-RAN compliant E2 termination that connects the BS to the RIC, and an
extended data collection capability. It is worth mentioning that the dataset used in this work and
described in Section 5.1 has been generated with SCOPE. The UE belongs to an eMBB network
slice implemented by the BS, which also implements MTC and URLLC slices that can be used to
serve other mobile subscribers. These three slices share the overall spectrum available at the BS,
which transmits on a 10 MHz spectrum, corresponding to 50 PRBs. We generated downlink traffic
from the BS to the UE via the iPerf tool using the Transmission Control Protocol (TCP). In the
scenario considered for our experimental evaluation, we crafted the poisoned xApp to attack the
eMBB slice. This attack concerns the xApp sending a malicious control to the BS that aims at
reducing the amount of PRBs allocated to this slice.

Figure 7 illustrates the impact of this attack on the performance of the eMBB UE when the
poisoned DRL model is embedded in an xApp used to control the live RAN. We exploit SleeperNets
with 8 = 0.1 and k = 0.1, and target the KPI of set 1. Specifically, Figures 7a and 7b respectively
show the impact of the attack on the occupancy of the buffer with downlink data to be transmitted
to the UE, and on the downlink throughput achieved by the UE. Figure 7c shows the amount of
PRBs allocated by the poisoned xApp to the eMBB slice, and thus to the UE. The network first
runs with no ongoing attack, with the xApp optimizing the allocation of PRBs to the eMBB slice
based on the traffic demand of the UE. The attack is, then, triggered at around second 21 from
the beginning of the experiment. We notice that, as soon as the attack starts (dashed red line in
the figures), the poisoned xApp reduces the amount of PRBs allocated to the eMBB slice (from
around 30 PRBs, on average, to 3 PRBs, see Figure 7c). This causes a sharp decrease in the UE
downlink throughput (87% decrease on average, see Figure 7b). Since the test is based on TCP,
we also notice a 50% decrease, on average, in the buffer occupancy before and after the attack (see
Figure 7a). Indeed, traffic is lower as a consequence of the bottleneck caused by the reduced PRBs.
This behavior is occasionally interrupted by peaks in which the xApp allocates a larger amount of
PRBs. This occurs because the ASR is at approximately 0.91, meaning that not every malicious
input sent to the model triggers the attack. Nevertheless, this level is sufficient to degrade the UE
throughput and the overall network performance. This demonstrates, thus, the tangible impact of
poisoning and backdoor attacks on live O-RAN systems.
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7. Conclusions

In this paper, we proposed MalO-RAN, a framework to evaluate the impact of data poisoning
and backdoor attacks on DRL models embedded in O-RAN applications, such as xApps running in
Near-RT RIC. We showed how a malicious xApp can be tampered with during its training phase to
favor specific tenants and objectives when used to control the network. To this end, we leveraged
MalO-RAN to introduce modifications into a publicly available large dataset collected on Colosseum
that we then used to train our malicious xApp. Specifically, we experimentally evaluated the impact
of state-of-the-art attacks, such as SleeperNets and TrojDRL, on O-RAN DRL agents, showing that
they achieve up to a 0.9 ASR. Then, we demonstrated how poisoned xApps trained with MalO-
RAN impact a live O-RAN deployment instantiated on the Colosseum wireless network emulator
when used to control the RAN, causing an average network performance degradation of 87% in
the user throughput. This highlights the different impact that such attacks have when transitioned
from their original domains, e.g., computer vision and robotics, to O-RAN, as well as importance
of developing robust security mechanisms for this novel domain. Future work will leverage the
extensibility of MalO-RAN to design and benchmark a wide spectrum of adversarial techniques,
thereby providing further validation of MalO-RAN’s attack-agnostic design. Specifically, we plan
to extend the architecture to accommodate data-driven attacks beyond poisoning, such as evasion
at inference time or classification-based backdoors. We also intend to broaden O-RAN coverage
by incorporating additional use cases, such as traffic steering and beamforming, as well as richer
evaluation metrics like the percentage of target actions and time-to-failure, as suggested in [11].
The developed MalO-RAN framework will be made open source upon acceptance of this paper to
foster and facilitate research in this key direction.
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