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Abstract

Building Automation Systems (BASs) are seeing increased usage in modern society due to the plethora of benefits they
provide such as automation for climate control, HVAC systems, entry systems, and lighting controls. Many BASs in use
are outdated and suffer from numerous vulnerabilities that stem from the design of the underlying BAS protocol. In
this paper, we provide a comprehensive, up-to-date survey on BASs and attacks against seven BAS protocols including
BACnet, EnOcean, KNX, LonWorks, Modbus, ZigBee, and Z-Wave. Holistic studies of secure BAS protocols are also
presented, covering BACnet Secure Connect, KNX Data Secure, KNX/IP Secure, ModBus/TCP Security, EnOcean
High Security, ZigBee Pro and Z-Wave Plus. We point out how these security protocols improve the security of the BAS
and what issues remain. A case study is provided which describes a real-world BAS and showcases its vulnerabilities as
well as recommendations for improving the security of it. We seek to raise awareness to those in academia and industry
as well as highlight open problems within BAS security.
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1. Introduction

A Building Automation System (BAS) is a type of cy-
ber physical system whose purpose is to automate numer-
ous processes such as maintaining heating, ventilation, and
air conditioning (HVAC) controls, granting physical access
through electronic locks, and lighting control within a build-
ing. BASs can be found controlling nuclear power plants
[1], maintaining the climate in medical facilities [2], ensur-
ing the operation of an energy grid [3], enabling a city re-
source management system [4] and use in smart homes [5].

A BAS is often based on the Open Systems Interconnec-
tion (OSI) model given their history. Wired BAS protocols
such as Building Automation and Control Networks (BAC-
net), KNX, LonWorks and Modbus were created in 1995,
1999, 1988 and 1979 respectively. Wireless BAS protocols
such as EnOcean, ZigBee, and Z-Wave were created in
2012, 2003, 1999 respectively. Recall that TCP/IP became
popular after the release of its source code into the public
domain by UC Berkley in 1989. Many of the BAS pro-
tocols now provide TCP/IP support given the convenience
of the Internet. BACnet is the predominant communication
standard in smart building automation with an estimated
market share of 60% [6].

∗Corresponding author.

The rising adoption of BASs in modern society is accom-
panied by an increase in functional complexity. This com-
plexity leads to a deeper integration of BASs into everyday
operations, rendering them attractive targets for potential
attackers. There have been numerous attacks against BASs.
For instance, in 2016, attackers targeted the central heating
and hot water systems of a Finnish facilities services com-
pany [7]. In 2021, hundreds of building automation con-
trol devices of a German engineering company were fully
locked, forcing manual operation of the BAS [8, 9]. Most
recently in June 2022, a BAS was targeted by hackers us-
ing an advanced persistent threat against the BAS engineer-
ing computers which allowed access to the main network.
[10]. This notoriety creates a pressing need for a compre-
hensive review of their security.

In this paper, we provide a comprehensive, up-to-date
survey on the types of BASs and their corresponding se-
curity landscape. It encompasses both established tech-
nologies and emerging ones, including new and upcoming
secure communication protocols that may not be widely
adopted. We present the network architectures of seven
popular BASs, covering four wired BASs (BACnet, KNX,
LonWorks, and ModBus) and three wireless BASs (EnO-
cean, ZigBee, and Z-Wave) and highlight the similarities
and differences in their network architectures. Addition-
ally, since BASs often do not use cables and connectors
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like those for Ethernet, we list each BAS protocol’s sup-
ported communication mediums.

We provide a thorough review of many types of attacks
against BASs including: brute-force attacks, covert chan-
nel attacks, cryptographic attacks, device reprogramming
attacks, denial-of-service (DoS) attacks, eavesdropping at-
tacks, false data injection (FDI), fuzzing attacks, man-in-
the-middle (MITM) attacks, physical attacks, reconnais-
sance attacks, replay attacks, spoofing attacks, and side
channel attacks. Most of the attacks are against the inse-
cure BAS protocols and devices, which are prevalently de-
ployed in real-world buildings.

In light of various attacks against BAS protocols, se-
curity extensions have been created for many BAS proto-
cols, including BACnet Secure Connect, KNX Data Secure,
KNX/IP Secure, ModBus/TCP Security, EnOcean High
Security, ZigBee Pro and Z-Wave Plus. We analyze these
secure protocols and discuss if the protections provided in
the standard mitigate vulnerabilities discussed in this work
against their insecure variants. We find details are often
missing in securing BAS devices. For example, there are
no detailed guidelines for securing storage secure sensitive
information such as encryption keys. No secure protocols
discuss the use of secure boot to ensure programs on the
BAS devices cannot be modified. There is also a significant
gap in securing BAS networks that are not strictly IP-based.
Only one protocol extension–KNX Data Secure–attempts
to secure twisted-pair, radio frequency, power-line and IP
communication media by securing application layer data.

We also provide a case study and conduct a vulnerabil-
ity assessment of a real-world BAS, which contains two
buildings. The generalized and simplified architecture of
the BAS is presented. The backbone network used be-
tween and within the buildings is a BACnet/IP network
connected via Ethernet cables. A BACnet sub-network uti-
lizing Master-Slave-Token-Passing (MS/TP) communica-
tions can be attached to the backbone BACnet/IP network
through a controller, in which various MS/TP devices are
interconnected with RS-485 cables. A controller within the
BACnet MS/TP sub-network provides access to an addi-
tional KNX sub-network whose devices are interconnected
with twisted-pair (TP) wires plugged into the various de-
vices’ KNX Red-Black block connectors. Insecure BAS
protocols and devices are used in the BAS and are subject
to the attacks discussed in this paper while firewalls and
VLANs are used to limit the access to the BAS. We pro-
vide recommendations to secure this BAS installation from
cyber attacks as these attacks against BASs are becoming
more frequent.

Although there are efforts to perform surveys on BASs
and their security including attacks against them [11, 12,
13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25], we seek
to fill crucial gaps when looking at all surveys together and
make the following major contributions. (i) While existing

surveys are disjoint in that each focuses on a specialized
subset of BAS protocols (i.e., wireless-only, wired-only,
one protocols, two protocols, etc), we provide a unified
survey that provides an overarching view of seven popular
BAS-centric protocols and abstain from the more nuanced
protocols which are typically associated with IoT rather
than BAS such as Thread, Bluetooth, and Wi-Fi. (ii) Our
work addresses the issue of not having an overview of BAS
network architectures and goes further as it generalizes
them into simplified architectures to highlight similarities
and differences between them. (iii) While existing surveys
are extensive in the types of attacks, we carry out a careful
study to determine the root causes of the attacks against the
vast array of BAS protocols. Additionally, we seek to com-
bine all the attacks into a single work to discover common-
alities between the types of attacks against the different
protocols. (iv) One prevalent gap that is apparent across
all the surveys mentioned is the lack of a discussion re-
garding the secure protocols that have been developed and
published for these BAS protocols. Our work fills in this
gap by providing a detailed, holistic study of the various
secure extensions and standards developed for these com-
mon BAS protocols while simultaneously evaluating how
the defenses provided address the vulnerabilities affecting
their insecure variants; highlighting the ones that still exist.

The rest of this paper is organized as follows. In Sec-
tion 2, we introduce the network architecture of various
BASs. Attacks against those BASs are surveyed in Section
3. Holistic studies on BAS secure extensions are provided
in Section 4. Using our findings, we discuss open prob-
lems in Section 5 as well as provide a case study in Section
6 and finally conclude this paper in Section 7.

2. Building Automation Systems

In this section we introduce a total of seven popular
wired and wireless BASs with a focus on their network
architectures to highlight similarities and differences be-
tween them.

2.1. Overview

Figure 1 gives a simplified three-level BAS architec-
ture. The Management level encompasses operator sta-
tions, monitoring units, programming units, and other pe-
ripheral devices linked to a server to facilitate the monitor-
ing and management of information exchange within the
automation system. For example, Siemens Desigo CC is a
building management system that visualizes and controls
devices in buildings [26]. The Automation level typically
constitutes a specialized communication network for net-
working and control (automation). For example, specific
controllers can be used to run a control schedule such as
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Table 1: BAS protocol’s supported communication mediums
Protocol Supported Mediums Connectors

BACnet MS/TP, ARCnet, Ethernet, Point-to-Point, LonTalk RS-485 (MS-TP), Coax/TP/Fiber/93 Ohm RG-62 (ARCnet), RJ-45 (Ethernet), RS-232
[DB-9](P2P), LonWorks Connectors

KNX TP, Power Line (PL), Radio Frequency (RF), KNX/IP
(Ethernet)

TP-1 Cables, PL Connectors, ISM Radio Transmitter, Ethernet

LonWorks TP, PL, RF, Fiber, Coax, LonTalk IP TP-1 Cables, PL Connectors, ISM Radio Transmitter, Ethernet, Coax Cable, Ethernet

Modbus Medium-Independent (This is an application layer protocol)

ZigBee Wireless (IEEE 802.15.4 - LR-WPAN) ISM Band ISM Radio Transmitter

Z-Wave Wireless ISM Band ISM Radio Transmitter

EnOcean Wireless ISM Band EnOcean Radio Transmitter

Figure 1: Three Layer BAS Architecture

switching off lights after work hours. The Field level con-
sists of sensors, actuators, field controllers and other phys-
ical devices. For example, a field controller may collect
sensor data, which can be fed into the controllers at the au-
tomaton level for optimization of HVAC schedules. The
field controller may also perform control of actuators.

A BAS network is often based on the Open Systems In-
terconnection (OSI) model given their history. There are
wired BAS protocols such as BACnet, KNX, LonWorks
and Modbus and wireless BAS protocols such as EnOcean,
ZigBee, and Z-Wave that were created. Many of the BAS
protocols now provide TCP/IP support given the conve-
nience of the Internet, e.g., BACnet/IP and KNX over IP. In
Figure 1, entities on the management level and automation
level are often interconnected through IP versions of BAS
protocols. Entities on the field level can be interconnected
or connected to controllers on the automation level through
non-IP version of BAS protocols such as BACnet MS/TP
and KNX TP. A non-networked field device may be con-
nected to a controller through a RS232/485 serial interface.

In this section, we focus on how BAS devices are inter-
connected as a network and often ignore the management
level components.

2.2. Wired BAS

Fig. 2 illustrates an example wired BAS network. There
can be multiple types of physical mediums within a BAS

and are not restricted to use only Ethernet. Table 1 presents
the supported communication mediums for wired proto-
cols. BACnet, KNX and LonWorks network architectures
are based on the OSI model while Modbus is only de-
fined for the application layer of the OSI model. BACnet,
KNX and LonWorks have their own routing protocols
and routers for their local networks while special BAS/IP
routers can be used to interconnect multiple BASs together
using the Internet. Modbus is different as it uses gateways
for Internet access rather than routers.

2.2.1. BACnet

A BACnet BAS is logically separated into three main
portions: internetworks, networks and segments [27]. A
BACnet segment consists of physical electrical media to
which BACnet devices are connected to. A BACnet net-

work has one or more BACnet segments that are connected
via bridges. Multiple BACnet networks can be connected
with BACnet routers to form a BACnet internetwork.

Fig. 2 can be used to illustrate a sample BACnet inter-
network, which connects two BACnet networks - Network
A and Network B - with BACnet/IP routers which commu-
nicate via the Internet. Network A can utilize the BACnet
MS/TP protocol for its segment using RS-485 connectors.
Network B can use the BACnet/IP protocol with Ether-
net cables. The Programmable Logic Controllers (PLCs)
gather the telegrams from the devices under their control
and may send out these values to the other network.

A sample BACnet testbed is shown in Fig 3. This testbed
represents a single BACnet network. There are two seg-
ments within this network; one utilizing BACnet/IP (which
sends BACnet messages within IP packets) and the other
utilizing BACnet MS/TP. The communication between
the two segments is facilitated via a BACnet/IP-to-MS/TP
router. In the BACnet MS/TP segment, there is a BACnet
Controller and an Air Quality Sensor. There is a single
BACnet/IP to MS/TP Router that makes up the BACnet/IP
segment of the network. From a communications stand-
point, the BACnet MS/TP Air Quality Sensor communi-
cates over the twisted pair (TP) wire (that is attached to
itself and the segment’s router) using BACnet MS/TP mes-
sages. When the message reaches this router, it converts
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Figure 2: Example Wired BAS Network

Figure 3: BACnet Testbed

this information into a BACnet/IP message and sends it out
onto the BACnet/IP segment. The setup uses three power
supplies that provides power through direct connections to
the devices.

IP and the BACnet MS/TP segments. The BACnet
MS/TP Air Quality Sensor communicates through the
router’s MS/TP terminal ports and is powered by a separate
power supply. Also apart of the BACnet MS/TP commu-
nication segment is the BACnet Controller for BACnet/IP
and MS/TP. This controller may communicate with other
BACnet/IP networks, such as with the router, but it may
also communicate with MS/TP segments using its USB
port. The connection from the controller to the Air Qual-
ity Sensor is done using a USB-to-RS485 adapter. Simi-
lar to the Air Quality Sensor, power for the BACnet Con-
troller is also provided by a separate power supply. These
power supplies use terminal connection adapters to provide
power to the sensor and the controller, respectively. TP ca-
bles connect the router, sensor, and controller together for
MS/TP communication. Additional TP cabling is also used
to power the BACnet/IP to MS/TP Router by its power
terminals from the BACnet Power Supply. Together, this
testbed forms a BACnet internetwork.

2.2.2. KNX

A KNX [28] BAS is logically separated into three por-
tions: 1) Domain, 2) Area, 3) Line. A Domain is made
up of connected areas. An Area is made up of a series of
connected lines. A Line is a culmination of many KNX de-
vices (up to 256). Individual lines can have the same or
different communication mediums but they must be con-
nected by a line coupler(s). The same premise can be ap-
plied for connecting multiple areas with area couplers to
create a domain.

Fig. 2 can be used to illustrate a sample KNX BAS
network. It is a single domain KNX network made up of
two areas interconnected by two KNX/IP routers. In the
two areas is a single line of devices interconnected with
one another with a common communication media such
as TP1 wires. The routers can be connected to each other
through the Internet to facilitate communications between
the two areas.

Figure 4 showcases a sample KNX BAS network which
is a single domain made up of one area and one line. Within
the BAS, it contains a temperature sensor, a presence detec-
tor and an actuator which is directly connected to a damper
unit. Additionally, there is a KNX/IP interface which al-
lows a PC or a similar device to connect to it through Eth-
ernet and use it to send out KNX messages onto the main
TP network it’s connected to. There are also Raspberry
Pis in which one (left) is connected to the KNX network
through the KNX/IP interface and the other (right) is con-
nected via a KNX Raspberry Pi HAT which attaches to the
pi’s general purpose input output (GPIO) pins. All devices
are connected with each other through TP1 wires inserted
into the KNX Red-Black Connectors present on each de-
vice. Finally, the devices are powered by an external KNX
power supply; a transformer is required to power the actua-
tor to open and close the damper.

2.2.3. LonWorks

A LonWorks [29] BAS consists of a peer-to-peer net-
work that is logically separated into two major sections: 1)
Domains and 2) Subnets. The Domains logically separate
LonWorks networks and subnets. Subnets can be used to
separate devices in a domain. The topologies available to
the LonWorks network are dependent on the physical medi-
ums that are used. LonWorks provides support for twisted
pair, ethernet, power line, fiber optic, and radio frequency.
The network stack and thus, the network topology of a Lon-
Works network changes slightly depending on the physical
medium used.

Fig. 2 can be used to illustrate a sample LonWorks
BAS network with two subnetworks (Networks A and
B). Network A can use the twisted-pair communication
medium and Network B can use the Ethernet communica-
tion medium. The sensors and other end devices in a Lon-
Works network can communicate with one another within
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Figure 4: Sample KNX Testbed

the same domain. Inter-domain communications are facili-
tated through routers.

2.2.4. Modbus

Modbus [30] is an application-layer-level protocol. The
network model is defined based on the underlying data link
communication protocol (i.e. RS-485) and the communica-
tion scheme is known as Modbus on X where X is that com-
munication protocol, e.g., Modbus on RS-485 serial com-
munication. Modbus TCP/IP is the Ethernet-oriented vari-
ant of the protocol that uses the Internet for communication
between servers and clients such as sensors and actuators.

Fig. 2 can be used to illustrate a sample Modbus net-
work. Network A can use the MS/TP RS-485 connectors,
communicate using MS/TP and connect to a ModBus RS-
485/IP Gateway to communicate with the other network.
Network B can use serial port RS-232 cables to enable
communication and connect to a ModBus RS-232/IP Gate-
way to speak with the other network.

2.3. Wireless BAS

ZigBee [31], Z-Wave [32], and EnOcean [33] are also
all based on the OSI model and designed for low-power
wireless communications. There has been limited effort to

integrate ZigBee and EnOcean with the Internet while gate-
ways can be used in Z-Wave networks for communications
over IP networks such as the Internet.

2.3.1. ZigBee

ZigBee is designed for wireless personal area networks
(WPANs) and can only communicate in the Industrial, Sci-
entific and Medical (ISM) and 2.4 GHz frequency ranges
[31]. It provides support for three network topologies;
namely, star, tree (shown in Fig. 5) and mesh. Regard-
less of the topology chosen, there are three entities that
are present inside a ZigBee network at all times: coordi-

nator, router, and end device. Fig. 5 shows an example
ZigBee BAS network with a simple tree topology. The
ZigBee coordinator is the root of the tree and the router
can forward messages to/from devices that the coordinator
is not directly connected to. The end devices cannot talk
to another end device on the network except for its parent
node which must be a router or coordinator.

2.3.2. Z-Wave

Z-Wave is a wireless communication protocol that oper-
ates on a master-slave model in a mesh network topology.
There are two classes of devices: the controllers issue
commands to the slave devices. The slave devices per-
form operations or report information as requested by the
controller. The logical separation of a Z-Wave network
is provided by a 32-bit HomeID and nodes (controllers and
slave-devices) are identified using the tuple of the HomeID

and a unique 8-bit NodeID.
Fig. 6 shows a sample Z-Wave BAS network. The slave

devices report back to their controllers, which process and
handle the data. The Z-Wave Gateway is one of these con-
trollers and it may report to a user’s client (i.e. phone)
or forward the information to another gateway. Slave de-
vices may have the capability to act as routers in the mesh
network where their routing behaviors are set by the con-
trollers.

2.3.3. EnOcean

EnOcean is a wireless protocol based on the Low-Rate
Wireless Personal Area Network (LR-WPAN) that supports
mesh, star or point-to-point topologies in which all com-
munications can only utilize the ISM bands [33]. EnOcean
devices have to register with each other to communicate.
Due to the nature of LR-WPAN and its limited range, EnO-
cean does not contain mechanisms for network segmenta-
tion. The only requirement for a device to communicate on
an EnOcean network is an EnOcean radio transmitter. Fig.
7 shows a sample EnOcean BAS network in which all the
devices get the same messages. However, the devices only
accept messages if the sender’s address has been verified;
this is depicted by the dotted lines in the figure.
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Figure 5: Example ZigBee Network Figure 6: Example Z-Wave Network Figure 7: Example EnOcean Network

3. Attacks against BAS

In this section, we first discuss attack surfaces present
in BASs and then review existing attacks against BASs.

3.1. Attack Surfaces

A BAS contains various components such as physical–
physical components that make up the device such as wires
and devices, firmware–low level program that control’s a
device’s hardware components, software–applications used
to perform high-level operations to carry out the function of
a BAS, network–protocols which allow devices to transfer
information and commands within the network to facilitate
the functions of the BAS, and the data generated and stored
within a BAS such as temperature readings and device con-
figuration information. Attacks may break confidentiality,
integrity, availability, authentication, non-repudiation and
other security requirements of these components.

3.2. Attacks

Table 2 provides an overview of the attacks against BASs
and provides guidance for future research on BAS security.
For example, we find there is little work on the secure
extensions and software security of a BAS.

3.2.1. Physical Components

The physical components of a BAS will be comprised
of the devices themselves such as temperature sensors and
actuators as well as physical wires that interconnect the
devices and physical battery banks if applicable. During a
physical attack, the physical components of the BAS are
targeted. An attacker can have access to these for various
reasons such as improper setup in which wires are exposed
or panels hiding wires are easily removable. How they
perform this attack can vary depending on the goal of the
attacker. For example, an attacker could seek to manipulate,
tamper, damage or destroy a physical component to carry
out a DoS attack violating the availability requirement on
the service that particular component provides [41, 34, 35,
36].

Hardware Attack: We are particularly interested in at-
tacks that exploit the hardware such as circuits and inter-
faces of a device so as to hack into the device and BAS. In
[67], an attacker split a TP wire and connected their Rasp-
berry Pi to it; granting access to the KNX network. They
performed a FDI attack that could reach the BACnet net-
work that the KNX network was attached to. Other works
have also accessed a KNX network through exposed TP
wires in buildings [37, 14]. Authors have extracted a Z-
Wave device’s firmware and from it, as the firmware was
not encrypted, extracted information such as various keys
that were in use for normal communications as well as
modifying the firmware [86, 74, 48, 47, 49]. This was also
done to ZigBee devices in [43, 44, 45]. Some other meth-
ods against ZigBee include performing physical jamming
attacks through a Software-Defined Radio (SDR) [40] and
draining a device’s battery [42]. Other physical attacks
that have been done on protocols include standing next to a
smart card reader and using a SDR to attack the card reader
on a LonWorks network [38] as well as simply reading the
sticker on an EnOcean device that contains the device’s
key used when adding it to an EnOcean network [46].

3.2.2. Software/Firmware

In this paper, firmware refers to the code that exists on
the device while software refers to BAS management and
control programs such as ETS [96] from the KNX orga-
nization and Desigo CC [26] from Siemens. Attackers
can have various goals that could seek to modify soft-
ware/firmware or cause unexpected behavior on the device.

Device Reprogramming. If an attacker gains access to a
device and has control over the device’s firmware or soft-
ware due to poor software security practices such as not
using technologies such as Secure Boot which results in an
attacker having the ability to perform unauthorized modi-
fications to the device, they can make the device perform
actions that they were not originally programmed to do;
violating the integrity requirement. Some researchers re-
programmed a device entirely in a KNX network [89], and
Morgner et al in [52], developed a framework called Z3sec
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Table 2: Attacks against BAS in the bibliography
Attack Surface Attack BACnet EnOcean KNX LonWorks ModBus ZigBee Z-Wave

Physical

Components

Physical Attack [34, 35, 36] [34] [37, 14, 34] [38] [39, 40, 41, 42,
43, 44, 45, 34,

46]

[47, 48, 49]

Firmware/Software
Device

Reprogramming

[50] [37] [51] [52, 46] [49, 48]

Fuzzing Attacks [53] [54] [55, 56]

Network

Covert Channel [57] [58]

Cryptographic

Attacks

[59, 43]

DoS [34, 22, 23,
36, 50]

[34] [37, 14, 60,
53, 34]

[11, 61] [51] [62, 63, 13, 40,
43, 45, 34, 24,

64]

[65, 49, 66, 46]

False Data

Injection

[67] [68] [60, 69, 67] [11] [51, 70, 71] [72] [73, 74]

MITM [35] [14, 67, 75] [76] [51, 77] [78, 72, 24] [79]

Reconnaissance [80, 81, 75,
36, 50, 82]

[75] [51, 83] [84, 52, 41, 72] [79]

Replay Attack [68] [67, 75] [76] [51, 71, 70] [62, 85, 41, 43,
46]

[86, 87, 49]

Spoofing [36] [24] [60] [11, 76] [51, 83] [62, 78] [79, 88, 87, 49,
24]

Data

Brute Force

Attack

[89] [12, 11, 38]

Eavesdropping [23] [90, 91,
68]

[37, 14, 69,
67, 89]

[12, 11, 61] [51] [62, 59, 43, 63,
20, 13, 40, 41,
52, 44, 72, 45,

46]

[79, 74, 88, 49,
87, 92]

Side Channel [93, 91] [94] [95]

that had the capability to factory reset any device or block
a device permanently in a ZigBee network violating the
integrity, availability, authentication and non-repudiation
requirements.

Fuzzing. Fuzzing is a technique that is used to find secu-
rity flaws in software and hardware in hopes of breaching
the integrity of the device while potentially breaching con-
fidentiality and availability. The basic principle of fuzzing
is to generate inputs rapidly and automatically, send them
to a target and observe the response. This can either be
done randomly or by adhering to the standards used by
the target. An example of the latter is a smart fuzzer that
would input a valid message code and then try to input in-
valid data to see if the target device crashes or interprets it
wrong. Existing fuzzing works target KNX/IP [53], Zig-
Bee [54], and Z-Wave [55, 56] networks.

3.2.3. Network

Network attacks will try to focus on using the implemen-
tation of the BAS network to achieve various goals. For
example, an attacker may seek to overwhelm devices on
the network through the use of a DoS attack or seek to tam-
per with information being sent throughout the network
through a MITM attack. The appeal of network attacks to
attackers is that everything can be done remote if they have
access to the BAS network.

Covert Channel Attack. Covert channels misuse existing
systems and procedures to establish unauthorized commu-
nication channels. For example, if a protocol reserves a
field to be left as empty or has "future use" fields, then
a covert channel can be established by placing messages
into that field that another entity can parse out and interpret
which breaks the confidentiality requirement if sensitive in-
formation is extracted. This method of using reserved bits
in messages to share data was found to be present in both
BACnet networks [57] and Modbus/TCP networks [58]

Cryptographic Attack. Some cryptographic functions used
in BASs are inherently insecure. An example is the XOR
operation for encryption as this was shown to be vulner-
able in the encryption scheme of ZigBee in [59]. Attackers
have also exploited the reutilization of nonce values in Zig-
Bee’s encryption algorithm to extract the original plaintext
[43] violating the confidentiality requirement which may
lead to later attacks which break the authentication and
non-repudiation requirements.

Denial-of-Service Attack. Denial-of-service (DoS) and dis-

tributed DoS (DDoS) attacks are also utilized against BASs
which affect their availability. (i) Resource Consumption:
Resource consumption is one of the most popular methods
used in a DoS attack. All physical devices have limited
resources - BAS devices even more so as they are not typi-
cally expected to have the capabilities of a desktop for ex-
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ample. When all of those resources are allocated, then the
device won’t be able to handle any more requests. Works
such as [39, 42] have shown that the battery on devices
is a vulnerable target as attackers are able to drain it and
stop the device from functioning entirely. (ii) Jamming. A
jamming attack is one where an attacker sends out frequen-
cies that cause the legitimate frequencies to either drop or
cause enough interference to not be processed correctly as
was done in ZigBee networks [97, 40, 64]. This is partic-
ularly dangerous for wireless-only BAS protocols as they
rely solely on radio signals to deliver their data. The plau-
sibility of this attack is high as the attack can be carried out
with a SDR that can be purchased easily.

False Data Injection. In a FDI attack, an attacker injects
false data into the network violating the integrity and au-
thentication requirements. Having a proper authentication
method for devices to send messages on the network is
often overlooked in these BAS protocols. The requirement
for an attacker is that they gain access to the BAS net-
work. This can be done through physical access methods
such as connecting a device onto the bus via a TP-wire
for a hybrid BACnet-KNX system [67]. The attackers
then abuse the lack of authentication mechanisms present
on both KNX and BACnet sent messages to inject false
temperature readings onto the network incurring energy
costs. Other methods we reviewed which carry out a FDI
use the following methods: using an old key that is still
accepted by a BACnet network [50], finding and using
the correct function codes in a Modbus/IP network [51] or
directly connecting into the switch [70], hacking the wire-
less access point for a KNX/IP network [60, 69], using an
EnOcean developer kit [68], using specialized USB sticks
for ZigBee [72] and Modbus [71], sniffing out the network
key for LonWorks [11], using a specialized C1110 chip
or a SDR [73, 74] for Z-Wave networks.

Man-in-the-Middle. In a MITM attack, the attacker is able
to place themselves between two communicating parties
and can perform a suite of actions including interception,
interruption, modification, or fabrication all of which affect
the aforementioned security requirements. The major un-
derlying reason that these attacks are plausible is due to a
lack of entity authentication. Some other methods used to
gain this access include Address Resolution Protocol (ARP)
poisoning or Content Addressable Memory (CAM) table
attacks for protocols that use the IP-based communications
such as KNX/IP, BACnet/IP and Modbus TCP [22]. Other
methods include gaining physical access to the TP wires of
a KNX-BACnet system and placing two Raspberry Pis into
it [67]. (i) Interception. The attacker may choose to simply
perform the equivalent of an Eavesdropping attack. In [49],
Kim et al. used this capability to register a rogue device
after they had sniffed out the network key from a Z-Wave

network while Cash et al. in [67] simply forwards the mes-
sages in their attack on a KNX-BACnet system. (ii) Inter-

ruption. Because the messages have to go through the at-
tacker’s machine, the attacker can drop the packet to ensure
that the message doesn’t reach the intended destination. In
a BAS, this could be dropping a message from a manage-
ment app such as the IKEA Home Smart app used in a
ZigBee network [78]. (iii) Modification. As the attacker
has full control of the messages, the attacker can modify
a portion of the message or create a new message entirely
to cause some desired behavior. In a BAS, this could be
modifying normal data between a router and controller on
a Z-Wave network [49], modifying normal sensor traffic in
a simulated LonWorks environment [76], modifying com-
mand/response messages in a Modbus network [51, 77] or
a BACnet network [35]. (iv) Fabrication. Because the at-
tacker has a communication channel with both parties, they
can send a message to one entity as the other. In [49], Kim
et al. are able to send messages as the controller in a Z-
Wave network to start a pairing process for a remote device
while others were able to impersonate any device on a Lon-
Works network [76] or a ZigBee network [24].

Reconnaissance Attack. In a reconnaissance attack, the at-
tacker is trying to actively gather information about a net-
work or device that they’re targeting. During this process,
they may discover sensitive information which would vi-
olate the confidentiality requirement. In the case of these
BAS protocols, the notion of "implied trust" (i.e. no en-
tity authentication mechanism) by being on the network
allows an attacker to carry out these attacks. Some key in-
formation that an attacker may want includes: the number
of other devices on a network, getting the other devices’
serial numbers or figuring out which application version a
device is running.

These attacks have been done before in [80, 75, 81] in
which BACnet’s Who-Is requests are sent to find BAC-
net devices remotely. BACnet device enumeration was
done in [82] where Cash et al. made a tool to enumerate
a device’s object and property lists automatically. Attacks
on KNX networks follow a similar idea in which they
use the inherent discovery requests for KNX/IP servers
[80, 37, 75]. Modbus researchers performed scans for
the different controllers on the network [51, 83]. ZigBee
researchers actively search for different networks and de-
vices through the beacon request and scan services of
ZigBee [84, 41, 52, 72]. Badenhop et al. in [79] describe
using the Get NL primitive of Z-Wave to get the neighbor
list of devices to gather a network topology [79].

Replay Attack. In a replay attack, a valid previous message
can be resent onto the network and will be accepted by the
network or the entity that the original message was intended
for - violating the integrity requirement. A majority of BAS
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protocols do not have any type of sequence number mecha-
nism to prevent these types of attacks. As such, this type of
attack was carried out by Fuller et al. in [87] in which they
were able to attach a rogue controller to a Z-Wave network
and replayed messages to reset a device into pairing mode.
This was also shown in [86] in which Merdis was able to
use an SDR, logic analyzer and multimeter to replay pack-
ets in a Z-Wave network. Other methods exist and have
been acknowledged for EnOcean [68], KNX [67, 75], Lon-
Works [76], Modbus [51, 71, 70], and ZigBee [86, 87, 49].

Spoofing. In a spoofing attack (sometimes called an imper-
sonation attack), an attacker impersonates a device on the
network and sends out/responds to messages as the original
device; violating the authentication requirement. Because
of the lack of entity authentication in these BAS protocols,
spoofing is a major issue that has been acknowledged and
exploited in BACnet [36], EnOcean [24], KNX [60], Lon-
Works [11, 76], Modbus [51, 83], ZigBee [62, 78], and Z-
Wave [79, 88, 87, 49, 24] networks.

3.2.4. Data

Data is an broad term that we use to denote the informa-
tion that the BAS itself contains and produces while also
accounting for leaks of information such as global encryp-
tion keys.

Brute-Force Attack. In brute-force attacks, an attacker
tries to gain access to a system by guessing credentials or
encryption keys. The implementation of the protocol or
the protocol itself may not contain mechanisms to protect
against these attacks such as a timeout or contain a key
computationally-infeasible component. This attack can
also be carried out by using default credentials that are
used across components such as the leaked default master
key for the ZigBee Light Link Profile [39] which violates
the confidentiality requirement. This method was also
showcased in [38, 12, 11].

Eavesdropping. All insecure BAS protocols surveyed suf-
fer from this type of attack as shown in multiple works
[23, 90, 91, 68, 37, 14, 69, 67, 89, 11, 61, 51, 62, 59, 43, 63,
20, 13, 40, 41, 52, 44, 72, 45, 98, 46, 79, 74, 88, 49, 87, 92]
as BAS protocol communications are typically unencrypted
violating the confidentiality requirement.

Side Channel Attacks. Side channel attacks are those that
utilize the normal implementation of systems to gain access
to restricted information which violates the confidentiality
requirement. For example, Jonas et al. in [93] find there is
a side channel attack in EnOcean networks because there
is unintentional data leakage from the signals that are sent
from the open and close signals. The different signals
had different lengths. Therefore, an attacker doesn’t need
to know the specifics of the message being sent. They

only need to look at the lengths and understand that one
is shorter than the other to understand which message was
sent. Tsalis et al. also described the reality of side channel
attacks in the ModBus protocol with regards to the time
between packet intervals [94]. Liou et al. in [95] had
discussed the reality of side channels within the ZigBee
protocol based on the packet interval, number of packets
sent and total packet size.

4. Secure BAS Protocols

In light of the various attacks and security research done
against BAS protocols, many BAS protocol developers
have created security extensions. We provide the first holis-
tic analysis a holistic analysis on these protocols to under-
stand how they work. In this analysis, we discuss how the
network model is affected, what key scheme is used, what
is now implemented in new devices that allow the secure
protocols to work and finally perform a security analysis
in which we investigate if the protections provided in these
secure standards mitigate vulnerabilities in their previous
versions. We will use the following definitions: Full Miti-

gation - The original vulnerability that led to an original
attack has been secured and is not present in the solution.
No Mitigation - The original vulnerability has not been
mitigated and the proposed solution may introduce addi-
tional vulnerabilities. Unknown - At the time of this holis-
tic analysis, we were not able to determine if the attacks
were fully mitigated. Further experimentation and research
with testbeds utilizing the secure protocol will be required.
We first discuss the secure wired BAS protocols and then
the secure wireless BAS protocols.

4.1. BACnet Secure Connect

BACnet Secure Connect (BACnet/SC) is the optional se-
curity extension developed by ASHRAE and was published
in 2019 in Annex AB of the BACnet Standard [27]. It is
an application layer protocol developed for use in BAC-
net/IP networks only and utilizes the WebSockets technol-
ogy - more specifically, the Transport Layer Security (TLS)
variant. BACnet/IP data will be encapsulated in a secured
WebSockets packet.

4.1.1. Network Model

A BACnet/SC network follows the centralized hub-and-
spoke network model in which a central hub server (i.e.,
hub function) routes and forwards messages to different
devices (i.e., nodes) on the network; However, BACnet/SC
does state nodes can provide support for direct unicast
connections that don’t utilize the primary hub function to
send messages. To address the single-point-of-failure issue
that is present with a centralized architecture, BACnet/SC
provides support for a failover hub function to which the
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Table 3: External attacks mitigated via secure BAS protocols for BAS protocols: ✓= full mitigation, ✗= not mitigated, U = Unknown

Attacks BACnet/SC
KNX Secure

LonWorks Modbus EnOcean ZigBee Pro
Z-Wave

KNX DS KNX/IP Sec S0 S2

Communication Medium IP Other TP RF IP PL TP RF IP PL Other IP Other RF RF RF RF

Brute Force ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗

Covert Channel U ✗ U ✗

Cryptographic Attacks U

Device Reprogramming ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✓ ✗ ✓ ✓ ✓

DoS ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✗

Eavesdropping ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✓ ✓ ✓ ✓

False Data Injection ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✓ ✓ ✓ ✓

Fuzzing Attacks U U U U U U U U U U U

MITM ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✓ ✓ ✓

Physical Attack ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

Reconnaissance ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✓ ✗ ✓ ✓ ✓

Replay Attack ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✓ ✓ ✓ ✓

Spoofing ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✗ ✓ ✓ ✓ ✓

Side Channel U ✗ U ✗ ✗

nodes connect to if the primary hub function becomes
unavailable.

To join a BACnet/SC network, a device must establish
a connection with the hub function. This process requires
digital certificates, public keys, and private keys on both
the hub function device and nodes to authenticate each
other and will be used to establish a secure communication
channel.

4.1.2. Key Scheme

Using the TLS-secured version of WebSockets will re-
quire the utilization of public and private keys during key
exchanges as well as a valid digital certificate. The se-
cure management of sensitive information such as the pri-
vate key is "a local matter" [27]. There are no shared keys
amongst the BACnet/SC nodes.

4.1.3. Device Implementation

BACnet devices that choose to participate in a BAC-
net/SC network implement the BACnet/SC Virtual Link
Layer (BVLL) for link control. The BACnet/SC Node also
implements the hub connector for connecting to the hub
function to be a part of the BACnet/SC network. Nodes
in a BACnet/SC network are able to establish direct con-
nections with each other through TLS-secured WebSock-
ets. This requires the use of certificates signed by a com-
mon third-party certificate authority (CA) or an internal
CA used for the BACnet/SC network.

4.1.4. Security Analysis

A brief analysis of the security provided by BACnet/SC
is presented. As BACnet/SC is designed for BACnet/IP net-
works, we will be looking at vulnerabilities from external

threat actors for the IP communication medium. Indicat-
ing all the previous vulnerabilities on insecure BACnet net-
works apply to the other supported communication medi-
ums noted in Table 1.

Vulnerabilities Addressed. Device Reprogramming: Be-
cause any device on an insecure BACnet network could
send out management commands after initiating a unicast
connection to a device as there were no authentication
mechanisms, an attacker could send out these commands
to reprogram and reinitialize a device. However, to estab-
lish a unicast connection in a BACnet/SC network, a valid
certificate is required to pass the required authentication
scheme. Because the attacker does not have a valid digital
certificate, a unicast session cannot be established, thus the
attacker cannot reprogram the device.

DoS: As there was no authentication on an insecure
BACnet network, an attacker could route all of the traffic
to itself using I-Am-Router messages that will say that the
attacker is a router. Once subsequent traffic is given to
the attacker, they can drop the packets and cause a DoS.
With the introduction of a central hub function and the
utilization of TLS with mutual authentication, an attacker
cannot identify itself as a router to the other nodes on the
network without first authenticating itself to the network;
mitigating the vulnerability.

Eavesdropping: Because an insecure BACnet network
did not have any encryption on it, an attacker could gain
access to the network by listening for radio signals or eth-
ernet signals and passively sniff out traffic. However, with
the utilization of TLS, encryption of network communica-
tions is present; thus an attacker cannot sniff out traffic.

False Data Injection: Because there is no authentication
mechanism for sending out information on an insecure
BACnet network, an attacker could send out false data
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readings onto the network and cause unintended behavior
on the BAS. Authentication is inherently added with the
usage of TLS with mutual authentication as the devices will
not receive any encryption keys used for communicating
on the network without having a valid digital certificate.
Thus, an attacker cannot send information onto the network
without acquiring a valid certificate.

MITM: Because there is no encryption, integrity check-
ing, or authentication mechanisms on a base BACnet net-
work, an attacker could perform the four different functions
discussed in Section 3. However, with the introduction of
TLS, the attacker can no longer fabricate, modify, interrupt
or intercept packets as it will not be allowed into a BACnet
network without proper authentication.

Reconnaissance: Because there is no authentication
mechanism to send out information-gathering messages on
an insecure BACnet network, an attacker could send out
any number of messages to gather extensive information
about the network. With the introduction of TLS, an at-
tacker cannot request information from a device without
a valid digital certificate and corresponding private key as
it would require a unicast connection which needs to go
through an initial TLS handshake.

Spoofing: As there is no authentication mechanism in an
insecure BACnet network, an attacker could simply forge
packets that have the same source address as a legitimate
device and could send out information on the network as
that device. With the introduction of digital certificates
within the TLS protocol, this vulnerability is addressed
as the attacker would need the valid certificate and corre-
sponding private key of the device to be able to spoof them.

Vulnerabilities Remaining. Physical Attack: A BAS will
always have physical components and attackers can utilize
physical penetration testing methods to gain access to these
devices. The BACnet/SC protocol recommends that a fac-
tory reset of a device should be able to be done via a phys-
ical method [27]. Since BASs may have components in
publicly-accessible locations, the attacker can research the
model of the device and perform this factory reset; simul-
taneously carrying out a DoS attack as the data the device
should be reporting will not be reported. Another attack
that is possible stems from the software security of the de-
vice created by the manufacturers. More specifically, the
offline storage of sensitive information of a device must
be considered as attackers can steal the device and extract
crucial information from it such as various session keys,
certificates and most importantly, the private key used to
gain access into the network.

4.2. KNX Data Secure

KNX Data Secure [99] is the optional security extension
of the KNX protocol developed by the KNX Association
published in 2013 that affects the application layer of KNX

messages. KNX Data Secure will allow options for no se-
curity, confidentiality-only, message authentication-only or
both. It is designed to be used on every communication
medium and keep the application data secure from unau-
thorized entities.

4.2.1. Network Model

Because KNX Data Secure is an application layer pro-
tocol, the network model is not influenced by this security
extension.

4.2.2. Key Scheme

There are various keys that are used throughout the com-
munications that occur during the BAS’ lifecycle when us-
ing KNX Data Secure. Each of these keys are 128 bits
long and are going to be used in either an AES-128 CTR
mode encryption scheme or AES-128 CBC-MAC signa-
ture scheme. The KNX Association has introduced the
Factory Default Setup Key (FDSK) that will aid in securely
distributing keys to be used in management and runtime
communications. The FDSK is unique and can typically
be found printed on a sticker placed on the physical device.
The FDSK will then be placed into a management software
such as ETS to derive a unique Tool Key (TK). This TK
will then be sent to the device from ETS and will be se-
cured by encrypting it with the FDSK. The FDSK will no
longer be used unless a factory reset is done on the device.
Now, the device will only accept management communica-
tions from the ETS client with the TK that initialized it and
will receive separate runtime keys (RKi − RKn) for each of
the its datapoints that it will publish to the network. These
keys are programmed onto the device via ETS encrypting
it with the TK.

4.2.3. Device Implementation

KNX devices that support KNX Data Secure now imple-
ment an extension to their network stack which is the Se-

cure Application Layer. This layer will be responsible for
encrypting and decrypting secure messages if confidential-
ity is desired and authenticating the message if message-
authentication is desired.

4.2.4. Security Analysis

A security analysis is presented regarding the security
provided by the KNX Data Secure standard on a pure
KNX Data Secure setup. Meaning a network in which only
KNX Data Secure devices are utilized and all messages are
secured using confidentiality and message-authentication.

Vulnerabilities Addressed. Brute Force: The introduction
of 128-bit keys used for encryption mitigate brute force
attacks due to their lengths as it would be computationally
infeasible to guess one of these keys.
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Device Reprogramming: Because any device on an in-
secure KNX network could send out management com-
mands after initiating a unicast connection, an attacker
could send out subsequent management commands to re-
program and/or reinitialize a device. Because of the intro-
duction of the Tool Key, the devices will only accept com-
munications from ETS who also has that symmetric Tool
Key. Assuming that the attacker does not have this key, the
device reprogramming vulnerability is mitigated.

DoS: As there are no authentication mechanisms to allow
a device to communicate within an insecure KNX network,
attackers could perform a device reprogramming attack
that would render the device and/or network useless [100].
However, requiring a tool key to perform management
tasks on a device will mitigate this attack.

Eavesdropping: Because an insecure KNX network did
not have any encryption on it, an attacker could gain ac-
cess to the network and passively sniff out traffic. However,
with the utilization of keys, encryption of network commu-
nications is present; thus an attacker cannot sniff out traffic
if they do not have these keys.

False Data Injection: Because there was no device-
authentication mechanism on an insecure KNX network,
an attacker could send out information onto the bus to any
group address and have unintended effects on the network.
However, there is an inherent form of authentication on a
KNX Data Secure network as each device needed to be
commissioned via the same ETS client to gather all the run-
time keys through the Tool Key derived from their original
FDSK key. So, an external attacker cannot inject false data
onto the network.

MITM: Because there was no encryption, integrity check-
ing, or authentication mechanisms in an insecure KNX net-
work, an attacker could perform the 4 different functions
described in Section 3. However, with the requirement
that every device can only get encryption keys from a sin-
gle ETS client as well as having Message Authentication
Codes (MACs) generated per message, an attacker cannot
fabricate, modify, interrupt nor intercept packets if they are
not added to the network via the original ETS client.

Reconnaissance: Because there is no enforced authoriza-
tion or any authentication mechanism to gain access to a
base KNX network, any device is able to read any informa-
tion on a device such as the serial number and application
version through management communications. However,
with KNX Data Secure, these communications are now
protected through the Tool Key for which only the original
ETS client and the KNX device have.

Replay Attack: Because there is no unique portion of a
KNX packet such as a timestamp or sequence number that
will prevent replay attacks in the base KNX protocol, at-
tackers were able to replay messages to cause unintended
behavior. However, with KNX Data Secure, a sequence
counter is introduced that will continuously be incremented

throughout each communication. The requirement to ac-
cept a message is that the sequence counter of a message
needs to be higher than the one that is stored within the re-
ceiver. And so, an exact old message cannot be sent as the
sequence number will contain the old sequence number;
thus the replay attack is mitigated.

Spoofing: Because there were no entity authentication
mechanisms for messages sent on an insecure KNX net-
work, an attacker could simply craft packets that would im-
personate another legitimate device as if it were them and
cause varying effects. Now, with the procedure in place to
gather the tool and runtime keys, an attacker must be added
into the network via the original ETS client that commis-
sioned the network. An attacker will not be able to prop-
erly encrypt messages causing its messages to be dropped
by the network; thus mitigating the spoofing vulnerability.

Vulnerabilities Remaining. Physical Attack: KNX Data
Secure states the secure offline storage of keys and other
sensitive information is a "local matter" [28]. The resulting
implementation of secure offline storage can have security
vulnerabilities inherent which could lead to a node being
compromised. For example, symmetric keys for all types of
communication are stored within the devices and ETS. An
attacker can gather these and then bypass the protections
provided by KNX Data Secure.

4.3. KNX/IP Secure

KNX/IP Secure [101] is an optional security extension
of the KNX Protocol developed by the KNX Association
release in 2013 which seeks to secure KNX/IP messages
by wrapping them in a KNX/IP Secure wrapper to be sent
over an IP backbone communication media. The KNX/IP
telegram is going to be encrypted and placed into the data
segment of a normal IP telegram. This extension will pro-
vide confidentiality, integrity as well as user and message
authentication.

4.3.1. Network Model

The network model is not affected by this security exten-
sion as it will place the KNX/IP telegram into a security
wrapper which is located in the application layer of a typi-
cal IP packet.

4.3.2. Key Scheme

There are various keys that are going to be used through-
out a KNX/IP Secure network for the different forms of
communications that will be present.

For unicast communications (i.e. management commu-
nications), a fresh session key will be derived each time one
of the connections needed to communicate is established.
This session key is derived through an Elliptic Curve Diffie
Hellman (ECDH) exchange. To add to the security of this
ECDH session key generation scheme, passwords will be
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introduced that will aid in protecting these management
commands from being misused. For management commu-
nications, this is mandatory; for runtime communications,
it is optional. These passwords will also be required to
authenticate an entity looking to configure another device.
The length of the passwords is not mandated and is left
to those implementing the commissioning device such as
ETS who will program these keys onto the device [102].
Another component that will aid in securing this ECDH ex-
change is the usage of an authentication code that will be
used in the ECDH process to establish a session key. This
authentication code is typically the FDSK mentioned be-
fore and needs to be programmed into the other device by
the commissioning device.

For multicast communications, a single shared group key
will be set when being added into the network through a
management tool. This shared key will be secured through
a management connection. It will be used in AES-128-
CCM encryption schemes to provide confidentiality, in-
tegrity and message-authentication on KNX/IP messages.
Key storage is not discussed in the KNX/IP Secure Stan-
dard aside from storing the lower 16 bytes of a SHA-256
hash digest in the password hashes table of a device.

4.3.3. Device Implementation

KNX devices that support KNX/IP Secure will have to
implement the KNX/IP Security layer that will be respon-
sible for encrypting and decrypting KNX/IP Secure mes-
sages as well as generating MACs for the encapsulated
KNX/IP frame.

4.3.4. Security Analysis

A brief analysis of the security provided by KNX/IP
Secure is provided. Because KNX/IP Secure only affects
KNX/IP communications, all previous issues for the other
communication mediums in Table 2 are still present and
can be used as an extra attack vector into a BAS that has
multiple communication mediums in use. The security
analysis provided is going to discuss vulnerabilities that re-
main and are addressed for pure KNX/IP Secure networks
(i.e, only KNX/IP Secure devices are in use).

Vulnerabilities Addressed. Brute Force: The introduction
of 128-bit AES encryption keys as well as ECDH keys
render brute force attacks computationally infeasible thus
mitigating the attack.

Device Reprogramming: Because there was no authen-
tication mechanism for management communication ses-
sions in an insecure KNX network, an attacker could es-
tablish a session with a device and reprogram it. With the
introduction of an authenticated ECDH key exchange, an
outside attacker will not be able to establish a management
session with devices; thus mitigating the attack.

DoS: As there are no authentication mechanisms to allow
a device to communicate within an insecure KNX network,
attackers could perform a device reprogramming attack
that would render the device and/or network useless [100];
causing a DoS. However, with the utilization of the authen-
ticated ECDH key exchange, an attacker will not be able to
perform this attack or perform any other attack that would
require managerial permissions (i.e. constant restart).

Eavesdropping: Because KNX/IP data is encapsulated
within a KNX/IP Secure wrapper, the pertinent data such as
the application data and KNX addresses are encrypted. And
so, the vulnerability of passively listening on the KNX/IP
bus for KNX data is mitigated.

False Data Injection: As there is no authentication mech-
anism for entities to send messages onto an insecure KNX
network, an attacker could send out false data readings onto
the network that would have adverse effects on the BAS
[67]. With the introduction of an authenticated ECDH pro-
cedure to send out the network key used to send data onto
a network, an attacker cannot inject false data without this
key.

MITM: Because there was no entity authentication, en-
cryption or integrity checks when sending messages onto
the network in an insecure KNX/IP network, an attacker
could place themselves in between two communicating en-
tities and carry out all four attacks discussed prior in Sec-
tion 3. With the introduction of entity authentication onto
the network through the commissioning process, none of
these attacks are feasible as connections with the attacker
will not be established as the attacker cannot authenticate
themselves to the devices.

Reconnaissance: Because there was no entity authenti-
cation in an insecure KNX/IP network and no protections
on management communications which could allow com-
plete readings of KNX devices, an attacker could gather a
lot of information about the insecure KNX network with
no repercussions. With the introduction of one-time ses-
sion keys and a group key for runtime communications, an
attacker will need to be authenticated onto the network to
gather particular information. This will mitigate advanced
reconnaissance attacks.

Replay Attack: As there was no mechanism to ensure
data freshness in an insecure KNX/IP network, an attacker
could transmit old telegrams onto the network and cause un-
intended effects. However, with KNX/IP Secure, KNX/IP
messages are secured through the use of a sequence num-
ber; thus, the vulnerability is mitigated.

Spoofing: As there was no entity-authentication method
in insecure KNX networks, an attacker could send out
messages with the addresses of a legitimate devices. In
KNX/IP Secure, the utilization of an authentication code
will mitigate spoofing attacks.
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Vulnerabilities Remaining. Physical Attacks: Proper stor-
age of sensitive information such as keys is paramount to
mitigating a physical attack that seeks to extract informa-
tion from a device. Runtime communications are not se-
cure as these use a shared group key that will be used to en-
crypt the messages. If an attacker gathers these, then they
will be able to decrypt all past, present and future runtime
communications. Because management session keys are
used once per session, an attacker will not be able to de-
crypt previous communications as those keys no longer ex-
ist. However, if an attacker gathers the device’s private key
and the current session key, they will be able to bypass the
protections provided by KNX/IP Secure as the private key
is the single defense mechanism that derives the other keys
in use; meaning they will be able to decrypt all present and
future communications.

4.4. LonWorks

At the time of this survey, there is no official security
extension provided for LonWorks networks; thus all the
vulnerabilities that were discussed prior in Table 2 are still
present on BASs utilizing the LonWorks protocol.

4.5. ModBus/TCP Security

The ModBus/TCP Security [103] protocol is an exten-
sion to the base ModBus protocol that will secure the ap-
plication layer messages inside of a TLS wrapper.

4.5.1. Network Model

The network model of a ModBus/TCP Security network
is not modified from the base ModBus/TCP network as
ModBus/TCP is strictly an application layer protocol.

4.5.2. Key Scheme

In ModBus/TCP Security, the only information that
needs to be stored on a Modbus/TCP Secure device is the
private key, public key and the corresponding signed device
certificate used for TLS communication. The guidelines
for the secure storage of the private key, public key and cer-
tificate, according to the Modbus/TCP Security standard
[103], is left up to the developers of the ModBus/TCP de-
vice.

4.5.3. Device Implementation

ModBus/TCP Security devices will need to be able to en-
capsulate Modbus/TCP packets inside of a TLS packet and
perform the necessary cryptographic procedures to com-
municate. There are no new modifications to the network
stack within the device.

4.5.4. Security Analysis

A brief analysis of the security provided by the Mod-
bus/TCP Security protocol is provided. Because this pro-
tocol applies only for TCP communications, this security
protocol will only analyze the defenses provided on pure
ModBus/TCP networks. Other communication mediums
will not benefit from the security provided by the TLS pro-
tocol. These communications may sabotage the security
of the BAS as an attacker can gain access to the network
through another communication medium and carry out at-
tacks from that insecure network.

Vulnerabilities Addressed. Device Reprogramming: Mod-
bus/TCP does not provide any authentication scheme
which would allow for rogue devices to perform data

access functions to overwrite data on the device and repro-
gram the device. Using mutual authentication with TLS
in a Modbus/TCP Security network will prevent rogue
devices from sending any management commands to the
Modbus devices to reconfigure its application program.

DoS: Because there were not any authentication mech-
anisms for allowing devices onto an insecure Modbus/TCP
network, an attacker could send out commands that could
render the device unusable. With the introduction of TLS
in a Modbus/TCP Security network, an attacker won’t be
able to send these commands to devices without being
authenticated by the target device.

Eavesdropping: The lack of encryption on an insecure
ModBus/TCP network allowed attackers to passively lis-
ten on the network. Using TLS will encrypt the network
traffic of the KNX network, mitigating the potential for the
attacker to eavesdrop on the network.

False Data Injection: The absence of authentication
mechanisms to allow writing data into an insecure Mod-
Bus/TCP network would allow a rogue device to insert false
data into the network. However, with ModBus/TCP Secu-
rity, TLS and mutual authentication are required; meaning
a rogue device cannot perform this.

MITM: As there are no encryption, integrity-checking or
authentication mechanisms in place for a base ModBus net-
work, if an attacker is able to place themselves in between
two communications, the attacker can carry out any of the
four attacks mentioned in Section 3. In a Modbus/TCP Se-
curity network however, the utilization of TLS which re-
quires mutual authentication to establish connections on
the network will prevent an attacker from being able to
gain access on the network; thus preventing all goals of the
MITM attack.

Reconnaissance: The lack of authentication to get into
a base ModBus/TCP network allows attackers with rogue
devices to scan the network for various pieces of informa-
tion with no trouble. In a Modbus/TCP Security network,
an attacker is required to have a valid certificate because of
the use of TLS with mutual authentication; mitigating the
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reconnaissance attack potential.
Replay Attack: Because there are no sequence numbers

or sequence identifiers present in an insecure ModBus/TCP
protocol, an attacker could replay the same message twice
to cause the same effect the original message had done. Us-
ing TLS in ModBus/TCP Security solves this problem be-
cause it uses its own sequence numbers that are used be-
tween entities. This means that an old message cannot be
sent onto the network and thus, the replay attack vulnera-
bility is mitigated.

Spoofing: The lack of entity authentication within an in-
secure Modbus/TCP network allowed for attackers to send
messages as another device on the network. By using TLS
in ModBus/TCP Security with mutual authentication, a
rogue device cannot send messages as another device be-
cause they will not have the appropriate means to authenti-
cate themselves into the network.

4.6. EnOcean High Security

EnOcean High Security [104] is a security extension to
the base EnOcean protocol that will provide confidentiality,
integrity, entity and message authentication mechanisms to
secure EnOcean networks by employing its own encryption
scheme known as Variable AES (VAES) and using Cipher-
based Message Authentication Codes (CMACs).

4.6.1. Network Model

The network model of an EnOcean High Security Radio
Network is not modified as extra devices are not added and
the flow of traffic remains the same.

4.6.2. Key Scheme

In EnOcean High Security, security is provided by using
VAES with 128-bit keys for encryption and CMACs for
message authentication and integrity. Each communication
direction with different partners will require a unique sym-
metric key and a rolling code (a.k.a. sequence number).

Each device will have its own, unique 128-bit AES key
that is programmed onto it during manufacturing. The key
will then be printed on a label and placed on the physical
device. Once two devices want to communicate with each
other, their keys will need to be programmed onto the other
device through some manual interface on the device or a
secure commissioning channel. Further communications
will use these keys to encrypt and decrypt messages.

4.6.3. Device Implementation

Devices will now need to implement the EnOcean Secu-
rity layer that will be present at the Presentation layer of
the OSI model.

4.6.4. Security Analysis

A brief analysis of the security provided by the EnOcean
High Security protocol is provided.

Vulnerabilities Addressed. Eavesdropping: As insecure
EnOcean networks did not possess any encryption on the
messages sent throughout, an attacker could simply listen
and gather data. With the usage of VAES in EnOcean High
Security, it will ensure that unauthorized parties will not be
able to listen on communications that are sent throughout
the network without the correct key.

False Data Injection: Because insecure EnOcean net-
works did not possess any entity authentication into the net-
work aside from the EnOcean Unique Radio Identifier (EU-
RID) contained on a device (which can be easily sniffed
out as it’s contained within packets), an attacker could send
data onto the network and inject false data. With EnOcean
High Security, it will require the correct rolling code, reg-
istered EURID, and proper encryption keys to send mes-
sages on the network; mitigating the vulnerability.

Replay Attack: In insecure EnOcean networks, there
were no sequence numbers that were implemented lead-
ing to the replay attack vulnerability. In EnOcean High
Security, a rolling code will be present on both devices and
will be used to verify the freshness of the message sent,
mitigating any replay attack attempts.

Spoofing: As an insecure EnOcean network does not
provide any encryption on the network which would leak
the EURID of a legitimate device that can be sniffed out,
an attacker could impersonate another device using that
information. With EnOcean High Security, an attacker
would need the AES key, EURID and the Rolling Code to
be able to successfully spoof a device. An attacker cannot
do this by listening to the signals that are sent throughout
the network if the BAS is already set up; thus, the spoofing
vulnerability is mitigated.

Vulnerabilities Remaining. DoS: The DoS attacks that
were discussed before (resource consumption and jam-
ming) are still present. The cryptographic functions that
are used in EnOcean High Security are expensive in terms
of computation and will require additional power to carry
out - more than can be given via energy harvesting. If an
attacker can cause a device not on a power line to partici-
pate in these cryptographic sessions, they could drain the
battery leading to a DoS.

Physical Attack: EnOcean High Security does not pro-
vide any security against physical attacks. They leave the
issue of secure storage up to the manufacturers and ac-
knowledge jamming attacks and battery draining attacks
are feasible on these devices [105].

4.7. ZigBee Pro

ZigBee Pro as stated in [106] is an extension to the base
ZigBee protocol which will add new devices and constructs
that will provide confidentiality, integrity and message-
authentication to messages sent on the network.
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4.7.1. Network Model

ZigBee Pro provides the option to have either a central-
ized or distributed secure network architecture. In each of
these architectures, the concept of a Trust Center is present.
The Trust Center is a device that is trusted by the other de-
vices within a network to distribute the various encryption
keys used within a secure ZigBee network. It is also re-
sponsible for establishing, maintaining and updating the se-
curity policies for the network such as new devices need to
submit a passcode to join the secure network. In a central-
ized architecture, there is only a single trust center within
the network and inside a distributed network, the routers
can handle a majority of functions that a single trust center
can do including adding a new device to the network.

To join a secure ZigBee network, the device will need to
follow the security policies that are set by the Trust Cen-
ter which may require a passphrase or secret code set prior
to joining the network; anonymous joining is a possibility
though not recommended. If the device to join is a router,
it will communicate directly with the trust center. If the de-
vice to join is an end device, it can interact with a router
who will notify the trust center to start the joining proce-
dure. During this process, the keys that are used within the
network will be given to the device that is attempting to
join the network.

4.7.2. Key Scheme

There are numerous keys that are used throughout the
ZigBee Pro network. These are all 128-bit symmetric
keys that will be used in their encryption algorithm AES-
CCM* for encryption, message authentication and integrity.
ZigBee Pro introduces two main types of keys that will
have distinct functions within the ZigBee Pro network; link

keys and a network key. The link key is a key that is used
for unicast communications between two devices that want
to communicate and is not exclusive to the device and trust
center. The network key is used to secure runtime multicast
or broadcast communications.

Each link key is 128-bit AES key that is shared amongst
the two communicating entities. The method in which
the devices get this key is through an offline installation
or through the network using a process known as key-

transport. This process will protect the desired key when
being sent throughout the ZigBee network. There are many
types of link keys that are used for separate functions within
the network. The first is a centralized security global trust

center key which is used to join a centralized ZigBee Pro
network. The ZigBee alliance denotes the default value
5A 69 67 42 65 65 41 6C 6C 69 61 6E 63 65 30 39. Next
is a distributed security global link key which is the link
key used to join a distribute ZigBee Pro network. Another
install code link key is defined for creating a unique trust
center key for joining. To secure the application layer of
messages between devices communicating with each other,

the application link key is created and used. Finally, the de-

vice specific trust center link key is used between the trust
center and the device in the network for any trust center
commands being sent. The network key, on the other hand,
is of only one type that can be used in both centralized and
distributed networks.

Key rotation is similar in the two types of networks with
regards to the trust center. The trust center will define how
the keys are distributed to devices that want to join the net-
work. The trust center in both types of networks will define
the policies that are needed for devices to join the network;
this can include requiring devices to provide some type of
passcode or the link key in use by the trust center at the
time. The key difference that appears between the two net-
work types concerns network key updates. In a centralized
architecture, this functionality exists as there is a single
trust center that can update the link key and then distribute
it to all endpoint devices as they have registered with this
single trust center. However, in distributed networks, the
link key does not get updated as there is no single trust cen-
ter that can perform this.

4.7.3. Device Implementation

Devices wanting to communicate using the ZigBee Pro
protocol will need to have the Application Support Sub-
Layer (APS) that will be handling the security of the mes-
sages that are passing between the Application layer and
the Network Layer. In this layer, it will utilize the link and
network keys that are in the network to perform the AES-
CCM* encryption algorithm to provide confidentiality, in-
tegrity and message-authentication onto messages on the
network. Furthermore, the ZigBee Device Object (ZDO)
contained within the device needs to be extended to handle
security policies and security configurations of the device.

4.7.4. Security Analysis

A brief analysis of the security provided by ZigBee Pro
is provided.

Vulnerabilities Addressed. Device Reprogramming: Base
ZigBee networks allowed any device to send out any type of
unicast management command and could spoof the sender
address, the attacker could reprogram any device. However,
with the introduction of encryption keys that need to be
used to communicate as well as the joining process with the
trust center, a rogue attacker cannot send these management
commands without being allowed into the network.

DoS: Insecure ZigBee networks gave the ability to at-
tackers to send all types of messages including managerial
commands such as constant restart or constant wake-up sig-
nals to drain the battery for devices that run on batteries.
Since encryption keys and message-authentication codes
are introduced, an outside attacker can no longer send these
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messages without being added into the network through a
trust center.

Eavesdropping: Because base ZigBee networks did not
have any mechanisms for encrypting data, the data could
be sniffed out without any issue. With the inclusion of
the AES-CCM* encryption algorithm, the data will no
longer be in plaintext when sent over the network. While
there is a chance that an attacker could use the default
centralized security global trust center key if the network
utilizes this key, we consider eavesdropping fully mitigated
as the mechanisms can prevent it if implemented correctly.

False Data Injection: As base ZigBee networks did not
have any mechanism to send valid encrypted data onto the
network, an attacker could freely send messages onto the
network and carry out their goal. With the introduction of
various keys and needing to be added into the network, an
attacker cannot send messages without these pieces; thus
mitigating the vulnerability from an outside attacker.

MITM: Base ZigBee networks did not have any protec-
tions for messages being sent across the network. This
made it possible for attackers to listen in on, modify or fab-
ricate messages sent on the network. With the introduction
of encryption keys that will include message-authentication
codes that include a hash as well as the trust center’s joining
process, an external attacker would not be able to do this.

Reconnaissance: As an attacker did not need to be au-
thenticated into a base ZigBee network, they could per-
form reconnaissance attacks by querying the devices for
information using beacon requests and scan services. With
the introduction of a trust center that will handle the ini-
tial join procedure for new devices into the network and
get the corresponding link and network keys, an outside at-
tacker cannot send messages through this method; thus the
reconnaissance attack is mitigated.

Replay Attack: As base ZigBee networks did not have
any mechanism such as a sequence counter, an attacker
could send old, captured messages and the other devices
would accept it as is which could lead to unintended behav-
ior. With the introduction of a sequence counter in ZigBee
Pro, the sequence number is included in all messages and
will be used to derive the message authentication codes re-
sulting in a mitigation of the attack.

Spoofing: Base ZigBee networks did not have any entity-
authentication in the network. Meaning, an attacker could
send out any message and impersonate any other device
on the network. However, with the introduction of the
trust center that will handle the initial distribution of the
network keys for devices that want to join the network, an
attacker cannot send information without the correct keys
and having gone through the trust center - resulting in the
mitigation of external spoofing attacks.

Vulnerabilities Remaining. Physical Attack: Securing the
various keys that are present within the network is impor-

tant to mitigating physical firmware extractions or memory
extractions on devices. ZigBee Pro acknowledges these at-
tacks are possible, but caution the developer to minimize
the risk of this if offline security isn’t implemented in the
device. However, a solution for this is not provided.

4.8. Z-Wave Plus

The Z-Wave Plus [107] protocol is an extension to the
base Z-Wave protocol which contains two optional secu-
rity classes known as S0 and S2 that will provide security
on a Z-Wave network. These classes aim to provide confi-
dentiality, integrity, user and message authentication in a
Z-Wave network while providing legacy support.

4.8.1. Network Model

As the security extension is applied at application layer,
there is no modification to the traditional Z-Wave network
architecture described earlier; it will remain a centralized
architecture that is typically controlled by a single primary
controller.

4.8.2. Key Scheme

There are two different security classes introduced in Z-
Wave Plus which aim to provide security for both legacy
and modern devices - S0 and S2.

S0 Security Class. The S0 security class aims to provide
security for legacy devices that cannot support the security
requirements of the S2 Security Class described shortly. In
a pure S0 Security Class network, there will be a shared
network key that is 16-bytes long. During the inclusion
phase when network keys are exchanged, a temporary key

will be used to encrypt the in-transit network key. Z-Wave
Plus will utilize the AES-128 CCM algorithm and will
use nonces that are exchanged with one another prior to
encryption.

S2 Security Class. The S2 Security Class was designed
for newer devices that have sufficient resources to carry
out expensive cryptographic algorithms to provide greater
security in a pure S2 Z-Wave Plus network. A pure S2 Z-
Wave Plus network uses the ECDH key exchange protocol
to establish the network keys that will be used to carry out
encryption on future network communications using the
AES-128-CMAC encryption algorithm.

4.8.3. Device Implementation

Devices that wish to participate in a secure Z-Wave Plus
network utilizing S0 or S2 security classes must be able to
support the cryptographic functions required to communi-
cate with other S0 or S2 devices.
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4.8.4. Security Analysis

A brief analysis of the security provided by the Z-Wave
Plus protocol and the security classes S0 and S2 is provided.
Unless otherwise specified, the following analyses apply
to both the S2 and S0 security classes as S2 is designed to
provide backwards compatibility to S0 devices.

Vulnerabilities Addressed. Device Reprogramming: The
lack of authentication or integrity checks in insecure Z-
Wave networks led to attacks on the device’s application
program via Over-the-Air (OTA) updates and firmware
modifications in [48] and [49]. However, the introduction
of the authenticated inclusion process to authenticate com-
munications and the use of CMACs to provide integrity
checks in a Z-Wave Plus network with S0 or S2 devices
will secure attacks from outside entities or unpaired enti-
ties from modifying the device.

Eavesdropping: The absence of encryption on the data
that is sent throughout an insecure Z-Wave network led
to outside devices being able to listen on the network and
gather information from the packets. The introduction
of encryption keys for the application data in a Z-Wave
Plus network with S0 or S2 devices prevents potentially-
sensitive application data from being listened in on.

False Data Injection: The lack of both device and mes-
sage authentication in an insecure Z-Wave network allowed
attackers to inject false data into the network by spoofing
device addresses which are inherently trusted in the net-
work. By requiring devices to be properly authenticated
into the network during the inclusion process to gather net-
work keys within a Z-Wave Plus network with S0 or S2
devices, a rogue device cannot inject data without getting
onto the network.

MITM: Because an attacker could simply send out net-
work management commands to devices on an insecure
Z-Wave network without having to be included into the
network, or encrypt messages, then it was possible to poi-
son the routes that devices used when sending their mes-
sages with. However, with the the inclusion processes in
a Z-Wave Plus Network as well as encryption with both
S0 and S2 security classes, rogue devices cannot poison
routes from outside the network.

Reconnaissance: Within an insecure Z-Wave network,
an attacker can simply query each device using Get-NL

messages, or other management frames to build a network
map, and determine the services or functions of each device.
Within a Z-Wave Plus network which contains S0 or S2
devices, this is not possible without the network key shared
between devices included into the network.

Replay Attack: Replay attacks were present in base Z-
Wave networks because there were no sequence numbers
or nonces in use. However, in Z-Wave Plus S0 and S2 net-
works, nonces are required; thus mitigating replay attack
vulnerabilities.

Spoofing: As there was no authentication in an insecure
Z-Wave network, a rogue device was able to send messages
with the source address modified to match a valid device
included into the network. As devices implicitly trusted
the source addresses of messages, rather then verifying it’s
authenticity through some explicit mechanism, the devices
would accept these messages. Now, with the pairing pro-
cesses and encryption keys in a secure Z-Wave network
with S0 or S2 devices, a rogue device can’t send messages
without having knowledge of the key and other informa-
tion used during the pairing process.

Vulnerabilities Remaining. DoS: Within a Z-Wave net-
work it is still possible to preform a DoS attack on devices
using the S0 and S2 security classes. This has been shown
in [66, 49] as the authors were able to leverage the Nonce-
Get command classes used by devices to get a Nonce for se-
cure communications and the Transport command classes
for message fragmentation to preform DoS attacks. These
Nonce-Get messages are unencrypted, and thus an attacker
external to the Z-Wave network may spoof these messages
to perform a DoS attack by flooding the target device with
these messages.

Physical Attack: Z-Wave Plus does not provide any
guidelines regarding secure offline storage of any sensitive
information or application program that is on the devices.

Side Channel: A side channel attack has already been
carried out against S2 Z-Wave Plus networks by looking
at the packet length of encrypted Z-Wave Plus S2 network
messages [95]; implying that this can be done on the S0
network with some modifications.

4.9. Analysis of Common Security Schemes

With the various analyses done on these secure proto-
cols, we provide a brief summary of the common security
schemes used by the protocols and discuss which attacks
are mitigated by each.

4.9.1. End-to-End Encryption

End-to-end encryption states that for any communica-
tion from sender to recipient, the message being sent is en-
crypted at the sender’s side and once it’s encrypted, only
the recipient is able to decrypt this message; not even the
sender can decrypt it. BACnet/SC and ModBus/TCP Se-
curity are the only secure BAS protocols that utilize end-
to-encryption at some stage during the BAS’s lifecycle
through the use of TLS. In TLS, the initial key distribution
for the symmetric key will be end-to-end encrypted as this
symmetric key will be encrypted with the recipient’s pub-
lic key; implying the recipient is the only entity that can
decrypt it as it is the sole owner of the corresponding pri-
vate key. This scheme will provide security against exter-
nal attackers from listening in on the communications and
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extracting the keys used for later communications. How-
ever, later communications using the shared symmetric key
will then not be end-to-end encrypted as there is more than
one entity which can decrypt the message.

4.9.2. TLS

Using TLS v1.3 secures BACnet/SC and ModBus/TCP
Security BAS installations from all common networking,
firmware/software and data attacks referenced in Table 2
as it provides encryption, integrity-checking, and authen-
tication mechanisms.

Specifically, using an asymmetric key encryption
scheme such as ECDH or RSA to asymmetrically encrypt
a symmetric key such as an AES-128 or AES-256 key
will solve the initial key distribution scheme problem that
comes with symmetric key usage; ensuring the keys used
during communications are secured. At minimum, the us-
age of longer encryption keys will prevent brute-force at-
tacks against these keys. It can also protect the network
against common network-based attacks as the attacker will
not be able to correctly format packets in the network. Fi-
nally, the use of encryption would be able to secure against
the eavesdropping attack against the data of a network.

Integrity checks will be present through the derivation
of hash digests per message within each original communi-
cation to ensure it has not been tampered with (i.e. MITM
modification).

Using mutual authentication through valid digital certifi-
cates and corresponding private keys will not allow an at-
tacker to perform any active (i.e. sending out traffic in a re-
connaissance attack) network-based or firmware/software
attacks as they will not be allowed access to the network or
device.

4.9.3. Message Authentication Codes

The usage of MACs will primarily provide defenses
against the MITM attack as it will ensure that the message
hasn’t been tampered with through the use of a hash digest
of the original message discussed previously. This is a
crucial component in protecting against modifications done
by a MITM attack. However, MACs also typically involve
the use of a shared key so the communicating parties can
decrypt the MAC and confirm the sender has the correct
key. With this, it also provides protections against false
data injection, MITM, reconnaissance, and certain device
reprogramming attacks.

4.9.4. Shared Network Key

KNX Data Secure, KNX/IP Secure, ZigBee Pro and Z-
Wave Plus all share a network key that is shared among the
devices during normal non-managerial communications.
Assuming the initial distribution of this key is secure, this
will provide protections against external attackers that aim
to perform false data injection, MITM, reconnaissance, and

certain device reprogramming attacks that focus on using
existing protocol capabilities to reprogram a device, and
eavesdropping attacks as an attacker needs to have this key
to perform any of the attacks on the network.

4.9.5. Authenticated Inclusion Schemes

Having an authentication scheme to join a network and
be given corresponding encryption keys will provide pro-
tections against some device reprogramming attacks that
focus on abusing protocol capabilities to reprogram the
functionality of a device as well as stop a majority of at-
tacks against the network of the BAS such as false data in-
jection, MITM, reconnaissance and spoofing attacks. Most
protocols will have some form of authentication for a de-
vice to access the network; i.e. ETS registration with KNX
Data Secure, a trusted entity in ZigBee Pro or Device Spe-
cific Keys for EnOcean and Z-Wave S2.

4.9.6. Lengthy Encryption Keys

BACnet/SC, KNX Data Secure, KNX/IP Secure, Mod-
bus/TCP Security, EnOcean High Security, ZigBee Pro and
Z-Wave S0/S2 all use encryption keys that are of a secure
length. For example, for an AES-based encryption scheme,
an encryption key should be at least 128-bits. These lengthy
keys mitigate brute-force attacks as it will be computation-
ally infeasible for an attacker to guess the necessary keys.

4.9.7. Perfect Forward Secrecy Schemes

KNX/IP Secure management communications, BAC-
net/SC, ModBus/TCP Security, and Z-Wave S2 networks
all achieve Perfect Forward Secrecy for their communica-
tions. TLS, KNX/IP Secure management communications
and Z-Wave S2 network key distribution communications
all will generate a new session key during a communica-
tion and not use it again. This prevents replay attacks and
eavesdropping attacks.

5. Open problems

In light of this survey regarding the current state-of-the-
art for BAS security including the secure extensions that
have come out, we note the six factors of BAS security and
key open issues that are aimed at those in academia and
industry.

5.1. Six Factors of BAS Security

Fig. 8 gives the six factors of BAS security. In addition
to the five technical factors including physical components,
operating system (OS), software, networking and data, we
should also consider the human factor since humans are
often the weakest link of a secure system. For example, we
shall improve the security awareness of people involved in
a BAS. We find the human factor of BAS security is rarely
discussed in the literature.
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Figure 8: Six Factors for BAS Security

5.2. Network Security

5.2.1. Lack of Security for non-IP BAS Networks

The adoption of TLS to secure IP-based BAS communi-
cations is justified as TLS is widely used within everyday
communications on the internet. However, this method is
only applied for BASs with IP communications. Existing
BASs typically have TP, PL or RF components that will
not be secured. This leads to major vulnerabilities in exist-
ing systems as these networks can be used as entrypoints
for attackers.

5.2.2. Limited Covert and Side Channel Attacks

There is limited work done on covert and side channel
attacks on the base protocols; even more so on the secure
BAS protocols. Additional research will need to be carried
out to understand how the different protocols withstand
these attacks.

5.3. Software/OS Security: Unexplored Fuzzing Potential

Software security is not a well-known topic by those
developing the software programs that are present on these
devices. This can lead to unintended behavior or even a
complete Denial-of-Service depending on the extent of the
attack done on the software. Fuzzing seeks to highlight
these issues. There is little work done on fuzzing within
insecure BAS networks and no work done on secure BAS
networks.

5.4. Hardware/OS Security: Lack of Secure Boot Mecha-

nisms

Physical attacks and non-network-based device repro-
gramming attacks rely on the improper security of the
firmware (which refers to the code inside of a device, in-
cluding the OS application code and user written code) and
software present on the devices. Secure boot will ensure
that the firmware and software on a device is the original
program and from a trusted source. Those who create these
BAS devices shall adopt this practice to mitigate numerous
physical attacks while also securing against non-network-
based device reprogramming attacks.

5.5. Data Security: Lack of Flash Memory Encryption

The secure offline storage of sensitive information such
as encryption keys used throughout communications is
nearly absent in both the insecure and secure versions of
the BAS protocols. If it is referenced, it is discussed as a
"local matter". In the case of [8], the security personnel
responding to the complete DoS of a KNX network were
able to search through the device’s memory and locate the
access level key the attacker used to lockdown all KNX
devices as it was stored in plaintext. An advanced attacker
could do the same thing and use that to carry out this attack
again. However, if the memory of the device were to have
been encrypted, no one would have been able to carry out
this attack. This concept of memory encryption applies to
all other keys and sensitive information used within devices
in a BAS network.

6. Case Study

In this section, we first introduce a generalized and sim-
plified architecture of a real-world BAS and then discuss
the vulnerabilities of the BAS.

Fig. 9 provides a simplified overview of a real-world
BAS used in a university which consists of two buildings;
Building A (top) and Building B (bottom). The backbone
network used between and within the buildings is a BAC-
net/IP network connected via Ethernet cables. Within each
building, the BACnet/IP backbone network contains a lo-
cal management device which could be a mobile computer
with a serial port for local diagnostics and configurations
of devices themselves. It also contains a BACnet Broad-
cast Management Device (BBMD) which is used to for-
ward broadcast messages between the BACnet/IP networks
of the two buildings. The BACnet router is present only
in Building A’s BACnet/IP network to facilitate communi-
cations between sub-networks local to the BACnet/IP net-
work as shown by the white boxes in Fig. 9.

6.1. Example Real-world BAS

In this BAS, the BACnet controllers are used to process
data, and facilitate communications between the different
physical mediums; they are present at both the BACnet/IP
and BACnet MS/TP levels in both buildings. The Room
Automation Controllers located in the BACnet MS/TP sub-
network of both buildings are used to facilitate communi-
cations between the BACnet MS/TP devices and also allow
communication to the devices in the KNX sub-network via
a KNX connector onboard the controller. Both the BACnet
MS/TP and KNX sub-networks can contain sensors and
other end devices.

This BACnet/IP network is segmented using VLANs
that are implemented with managed switches and firewalls
to provide additional security and isolation between the
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Figure 9: Simplified Real-world BAS Network

buildings and control systems. Desigo CC [26] is the Build-
ing Management System (BMS) used in this BAS.

Building A contains a backbone BACnet/IP network con-
nected to a BACnet MS/TP sub-network through a con-
troller in which the various MS/TP devices are intercon-
nected with RS-485 cables. This MS/TP sub-network in-
cludes another controller which provides access to an addi-
tional KNX sub-network whose devices are interconnected
with TP wires plugged into the various devices’ KNX Red-
Black block connectors. Building B only contains the
backbone BACnet/IP network and a BACnet MS/TP sub-
network using the same appropriate wires.

Desigo CC [26] Siemens is the Building Management
System (BMS) software used in this architecture. The BMS
allows network administrators to configure and monitor
the BAS. The BMS is external to the buildings it manages
and is protected through the use of VLANs and firewalls
as shown in Fig. 9.

6.2. Vulnerabilities

We briefly discuss three major vulnerability types in
the real-world BAS in Fig. 9 which uses insecure BAS
protocols and may be subject to other attacks reviewed in
Section 3.

6.2.1. Physical Vulnerabilities

A BAS consists of numerous physical devices spread
throughout one or more buildings such as temperature sen-
sors and presence detectors in public areas which may be
tampered with. The simplest attack is a DoS against that de-
vice through physical destruction. However, an alternative
approach is an attacker can enter one of these buildings and
use these physically accessible devices to gain access to the
internal BAS network. For example, in any of the networks,
an attacker can disconnect the existing device and connect
a malicious device onto the network using the appropriate
hardware for the network. Similarly, in the case of KNX,
the attacker can simply plug in their device into one of the
open ports in the KNX red-black connector if there is a slot

available. The cables and connectors for the different com-
munication mediums are typically inexpensive and readily
available. Once they connect onto the network, they are
able to control the network and perform any attacks they
desire. We demonstrated this in [67], where we plug Rasp-
berry Pis between a temperature sensor and a BAS con-
troller, and deploy MITM attacks to inject false sensor data,
affect readings within DesigoCC, and cause energy loss.

Another potential attack vector is through the use of
programming mode for KNX devices. These devices have
a specific button to place them into programming mode
which allows new application programs and addresses to
be written to them. An attacker can press this button and
reprogram the device - potentially causing a DoS or causing
unintended effects.

6.2.2. Software Vulnerabilities

There are a number of common software vulnerabilities
in BAS devices. Some KNX devices utilize HTTP servers
to allow for configuration which has well-documented vul-
nerabilities. In general, a lack of security awareness and
skill may have caused the issues. For example, we have
reported software vulnerabilities to the KNX Association
for their ETS software [96] and the developer of the Cal-
imero suite [108]. Although the bugs are fixed, no CVEs
were generated to notify the public of the danger.

6.2.3. Protocol Vulnerabilities

In this simplified BAS network, the protocols BACnet/IP,
BACnet MS/TP and KNX are all used. These protocols are
the insecure versions of the protocols; meaning the attacks
and vulnerabilities discussed in 3 are all feasible within
this BAS.

For example, in KNX, there is an optional security mech-
anism known as access levels which are used to authorize
access to services such as datapoints and memory locations
within a device and are protected via a key of 8 hex charac-
ters. These access levels range from 0 - 3 or 0 - 15 depen-
dent on the device capabilities. Access level 0 is given full
access to the device. Intuitively, each level will inherit the
access given to the lower levels (i.e. access level 10 will
inherit the access given to levels 11 - 15); making access
level 0 the most desirable.

Because the KNX traffic is not encrypted in this BAS,
these keys are subject to eavesdropping. Once this hap-
pens, then an attacker can perform a few attacks using this.
Assuming that the attacker got the key for access level 0,
an attacker can fully reprogram the devices with a different
application program or addresses used for communication
and cause a DoS. After this, the attacker can change these
keys used for the access levels and lock the devices, ren-
dering them unusable.
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6.3. Defense Recommendations

There are a few recommendations that we can provide to
significantly enhance the security of this BAS installation.

Secure Protocol Adoption: The most intuitive and effec-
tive recommendation is to use the secure protocols BAC-
net/SC and KNX Data Secure for the BACnet/IP and KNX
network. In this way, nearly all the protocol vulnerabilities
discussed will be mitigated. However, it is important to re-
iterate BACnet/SC only applies to the BACnet/IP networks
within the BAS; meaning the BACnet MS/TP network con-
tinues to remain a major vulnerability in the whole system
as there is no secure protocol for BACnet MS/TP networks.

Physically Secure Devices: As BACnet/SC and KNX
Data Secure do not provide protections against physical
attacks, a critical recommendation that is proposed is to
ensure the BAS devices are placed into tamper-proof lock-
boxes, cabling is not exposed, and critical infrastructure
such as controllers and routers are placed in secured utility
closets or rooms via physical access control mechanisms
such as door locks and RFID readers. This is particularly
true for BACnet MS/TP as that subnetwork is entirely vul-
nerable and an attacker can gain access through a single
wire that is exposed.

IT-Based Protections: IT security procedures should be
followed in terms of network segmentation and isolation
for BAS networks. Firewalls, routers and all the software
on every device including BAS devices should be regularly
patched for any security vulnerabilities that may arise. Fire-
walls and routers should have appropriate rules that limit
access to critical systems.

If these recommendations are to be enforced, the BAS
will have an improved security stance against attackers.
However, it must be realized that an effort to completely
reconfigure a network to utilize these new protocols will
require devices to be upgraded and a lot of manual effort
will be required.

7. Conclusion

In this paper, we perform a comprehensive survey of
BAS protocol network architectures and attacks against
BASs and confirm they are vulnerable. These BAS proto-
cols are widely utilized in modern buildings such as those
in businesses, university campuses, apartments and houses,
therefore they are susceptible to wide range of attacks. If
a BAS is connected to the Internet or components of the
BAS are physically accessible, severe consequences may
follow. We also give a holistic study of secure extensions
of various BAS protocols and analyze their capabilities
against the reviewed attacks. A case study of a real-world
BAS shows insecure BAS protocols and devices are often
used in buildings. We then discuss open problems to pro-
mote future research as we seek to raise the awareness of
the security issues of BASs to both academia and industry.
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