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Abstract—With the increasing deployment of UAVs across
more and more domains such as surveillance, agriculture moni-
toring, and commercial delivery, there is an increasing need for
robust systems that respect both federal regulations and private
property owners’ constraints. To address these concerns, this
paper presents a novel application of Attribute-Based Access
Control (ABAC) for the navigation of Unmanned Aerial Vehicles
(UAVs) to ensure compliance with both federal and public
property owner preferences. Our research demonstrates that an
ABAC system we call Fly-ABAC can effectively manage complex
property restrictions by modeling positive and negative attributes
as well as exclusion zones. Through simulations, our system has
shown the ability to generate paths that avoid unauthorized zones
and comply with specified access requirements, ensuring a high
level of precision and customization in property access control.

By leveraging the granularity of ABAC, Fly-ABAC can ac-
commodate diverse property preferences and is easy to adjust
to different scenarios, making it suitable for a wide range
of applications, including enforcing regulations for flying over
government buildings, airports, emergency operations, and pri-
vate properties. Our findings indicate that this system not only
enhances security and compliance but also provides property
owners with a powerful tool to enforce their access policies. The
implications of this research extend to improving the safety and
operational efficiency of UAVs in complex environments, paving
the way for the broader adoption of UAV for both commercial
and private uses.
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I. INTRODUCTION

Unmanned Aerial Vehicles (UAVs), commonly known as
drones, have embraced various roles in our modern world.
In agriculture, they are used for tasks such as checking crop
health or spraying and seeding crops [9]. They have found
particular use in various roles in commercial jobs, such as in
building inspection [16], as they can quickly reach high places,
largely removing the possibility of human injury from such
tasks. They are also well suited for other precarious roles such
as search and rescue missions, as they can quickly scan large
areas [10]. However, as drones develop into other commercial
roles such as package delivery [3], they are increasingly likely
to need to operate in a broader range of restricted, private, or

Fig. 1. A Concept Image of a Package Delivery Drone. Designed by
Freepik [8].

public areas where they should be required to not only work
within the restrictions of the Federal Aviation Administration
(FAA) but also adhere to the limitations set by private property
owners [6] [15].

As many drones are now equipped with sensors such as
LiDAR, audio sensors, and camera systems [11], it is im-
perative to ensure the privacy of property owners, whether
they are government or civilian, is maintained as the drone
travels both on its way to its destination and back to its origin.
Complicating the matter is that there is no proven method for
balancing security and privacy when using automated drones,
leading to their potential abuse [4]. The most straightforward
solution to protect the privacy of property owners is to
mandate that drone paths cannot cross into the airspace of a
property unless the owner explicitly allows it. To enforce these
constraints, we propose a system where property owners can
set their preferences regarding drones entering their property,
which are enforced before creating the drone’s path.

There exist measures that have been created in order to
ensure that drones obey both federal regulation and the
preferences of property owners such as B4UFLY [5], which
was created to inform recreational drone users where they
could fly their drones in accordance to federal regulations,
and Privaros [14], which provides a few different ways of
accessing properties that attempt to maintain privacy of the
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property owner giving them the option to blur images taken
on their property by the drone or keep drones relegated to
certain areas of the property. However, while both of these
measures handle privacy to a certain extent, neither method
covers the hypothetical case in which property owners refuse
to allow drones to enter their property, as B4UFLY handles
government regulations only and Privaros only gives property
owners ways to restrict how drones interact with a property,
not prevent them from entering entirely. Solving this issue is
critical, as the consequences could result in a scenario where
a non-consenting property owner could take action to harm
the drone. Conversely, a drone that trespasses on a property
without consent could damage the property, resulting in legal
issues or any number of unfortunate scenarios that could
hinder the advancement and adoption of automated drone
technologies. Thus, we endeavor to answer this research
question:

RQ1: Can an access control system be used to accurately
enforce the relevant diverse requirements of property owners
on a drone?

There are many access control systems that offer different
levels of control and granularity, including Role-Based Access
Control (RBAC) [12], Relationship-Based Access Control
(ReBAC) [12], and Attribute-Based Access Control (ABAC)
[12]. RBAC relies on roles which are attached to particular
permissions. When roles are assigned to users, the users
gain the permissions associated with those role. Relationship-
Based Access Control assigns permissions based on the
relationships between users and their resources. For example,
if a user creates a resource, that user will have permission
to access and edit that resource. Lastly, ABAC uses the
combined attributes of users, resources, and the environment
to determine whether a permission can be granted. Of all
these systems, ABAC is the most granular, offering the most
varied level of control over given permissions. Since the issue
we face requires a high level of granularity, with potentially
many users or drones needing to calculate access to many
different zones, each with their own property owners who
might set very specific requirements for entry, we only focus
on exploring ABAC as the access control system for the
navigation of UAVs in this paper. Thus, our research question
is refined to:

RQ1: Can an ABAC system be used to accurately enforce
the relevant diverse requirements of property owners on a
drone?

Besides providing answers to this question, this paper
provides the following contributions:

1) We introduce Fly-ABAC, the application of ABAC for
the precise and customizable navigation of UAVs, ad-
dressing a critical need for property owner preferences
and regulatory requirements to be respected, paving the
way for the broader adoption and use of UAVs.

2) We present specific use-cases for how our Fly-ABAC
system enhances security and compliance for UAV oper-
ations, demonstrating how Fly-ABAC can enforce regu-
lations in these use-cases so that both federal regulations
and private property constraints are respected.

3) We provide simulation code and results that validate
the effectiveness of the ABAC system in adhering
to specified property owner preferences, successfully
avoiding unauthorized zones, and generating sample
maps for robust demonstrations of adherence to pre-
set rules. The fully commented Fly-ABAC system im-
plementation used in this project, complete with vi-
sualizations and A* pathing algorithm is provided at
https://github.com/snowNnik/REU-2024.

This paper is organized as follows: Section 2 explores
related works and their relation and significance to this paper.
Section 3 provides some additional background ideas on
ABAC that were formulated into the methodology described
in Section 4. Section 5 describes the results of our simulations
with illustrative figures. Section 6 explains issues and possible
further research in this subject matter, and Section 7 concludes
the paper.

II. RELATED WORKS

Beck et al. [14] introduced Privaros, a framework that is
similarly designed to enforce privacy policies on commercial
delivery drones. However, instead of controlling where drones
fly, Privaros uses mandatory access control to ensure that
drones comply with the privacy requirements of the host
airspaces that they visit. The framework is built on ROS, a
middleware commonly used in drone platforms, and integrates
with India’s Digital Sky portal for policy specification. The
evaluation shows that Privaros can robustly enforce various
data privacy policies with minimal impact on communication
latency and power consumption.

Kamal et al. [2] also attempted to establish no-fly zones by
using attribute-based access control. However, their research
focused more on restrictions imposed by government organiza-
tions like the FAA with their data focusing on how much time
it takes for equipment to receive data. Our research aims to
create a general solution for government and private property
through a more customizable framework.

Pavlo and Valerii [12] delves into the prominent examples
of Attribute-Based, Role-Based, and Relationship-Based Ac-
cess Control models in order to determine the benefits and
drawbacks of each. Their experiments conclude that each
system has situations where it thrives, such as Role-Based
Access Control being able to be easily scaled up. In contrast,
RBAC would serve as a good balance between independent
organizations. Despite each of the other two models having
their benefits, however, we chose ABAC due to the paper
finding it to be more flexible than the others, allowing our
proposed system to be constantly updated to fit very specific,
shifting preferences of property owners.

Candra et al. [1] details their experiment trying to measure
the difference between the A-Star and Dijkstra’s algorithms
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Fig. 2. A Sample Fly-ABAC Policy. ATTRS takes attributes, PERMS
specifies possible permissions, PA connects permissions to attributes using
relations(separated by dashes(-)), ENTITIES specifies entities such as the
drone and grid spaces(zones), and AA connects entities to their attributes
with relations(again, separated by dashes(-)), thus allowing for very granular
control over zone permissions.

in determining which can find the shortest path faster. The
paper concludes that the A-Star algorithm is, on average, faster
than Dijkstra’s method, which motivated us to use the A-Star
algorithm in our experiment.

III. BACKGROUND

Enforcing constraints such as airspace access rights requires
an access control system that can be dynamically changed as
property owners’ preferences vary over time. This system must
also account for the preferences of multiple property owners
and government preferences, which might be based on ever-
changing environmental factors such as time and weather. We
used the Attribute-Based Access Control (ABAC) paradigm
[12], which allows for very granular access control, to fulfill
these requirements. ABAC is an access control policy that
evaluates a user’s access to a particular object using a policy
evaluator by considering various attributes. These attributes
are characteristics that can be both of subjects (such as users
or admins), of resources (such as data/file systems or, in our
case, zones), or even of the environment. Attributes of subjects
might include username or organization, attributes of resources
could be owner or location, while attributes of the environment
could be time or weather. Fly-ABAC considers the sum of all
these attributes to determine whether a drone is allowed access
to a particular zone [12].

IV. METHODOLOGY

A. Fly-ABAC Policy Implementation

In order to ensure that our system can accurately enforce
diverse and specific requirements by different property owners,
we identified key features that a sufficiently compliant system
must implement. We composed our system to account for three
important features: Positive Attributes, Negative Attributes,
and Exclusion Zones. For the purposes of this paper, Positive
Attributes are the attributes required to be present within
either the drone, the property, or the environment in order to
access an entity. For example, a property owner might require

drones to be owned by Company A to enter their property,
or they may require that it must be a clear and sunny day or
before 5:00 pm for a drone to enter the property. By contrast,
Negative Attributes are attributes that exclude the drone of
permission to enter the property if they are present in the
combination of attributes between the drone, the property, and
the environment. An example of Negative Attributes would
be: a property owner might not allow a drone to enter their
property during rainy and windy weather to avoid potential
damage, or they might prohibit drones from Company A
specifically while allowing others. Finally, Exclusion Zones
are when property attributes from an entity affect the attributes
required to access another entity. For an example of Exclusion
Zones in the real world, drones are not allowed to fly near
areas where rescue operations are taking place [7], and are
not allowed to fly in specific restricted airspaces like airports
and military bases without permission [15].

B. Base Implementation and Development

To test our system’s effectiveness in keeping drones off
properties where they are unwelcome, we developed code to
allow us to model an ABAC system with these features.

We developed a system that could intake objects such
as permissions, users, and environment and also store their
attributes within relation tables. To demonstrate how this
attribute system can enforce these property rules, the code then
evaluates every zone in a given grid to generate a grid of ‘red’
and ‘green’ zones, with red zones representing zones that the
drone is not allowed access to and green zones representing
zones the drone is allowed to fly over. Our model requires
explicit permission for a drone to enter into a property, so
if the property owner does not specify permissions for their
property, it will be red by default.

In our simulation, once the policy is evaluated, a grid
is formed with each tile being given either a green or red
designation. The space is mapped as a 2D grid, a simple and
effective method, despite the actual drone navigating a 3D
environment. Our methodology simplifies the environment by
only considering an aerial perspective.

Figure 2 provides an example of how a policy might look
in our base implementation, specifying attributes, permissions,
permission-attribute relations, entities, and object-attribute re-
lationships. This very generalized system of policy description
allows for very granular and specific control over property
permissions. Figure 3 provides the map and pathing that is
generated from the policy shown in Figure 2.

C. Implementation of Exclusion Zone and Negative Attributes

Our base implementation supports Positive Attributes by
allowing entry if all attributes for entry are present (in the
group of environment, user/drone, and zone) as seen in Figures
4 and 5 (where Figure 5 demonstrates a denial of access due
to the lack of a needed attribute), however it did not support
Negative Attributes or Exclusion Zones. We developed these
two features on top of our base ABAC implementation. In
our base code, to generate the grid every zones’ < Entry >
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Example.png

Fig. 3. A graphical depicting of the result of the policy found in Figure
2. The denial of access to the property represented at (0,1) [our code starts
generating (0,0) from the top left corner, from the bottom left corner this
would be (1,1)] is the result of there being no < Entry > permission set
up by the Fly-ABAC policy for that property. The other properties represent
the property owner allowing all drones into their property with no restrictions
as < userName > attribute will always be in list of combined attributes
between the drone, the environment used to verify whether or not the drone
have permission to access that space.

permission was checked, which would return 0 or 1 to easily
populate the grid. To add Negative Attributes as a feature
we added a < nonEntry > permission check right before
the < Entry > check, which if positive would skip the
< Entry > check and immediately populate the grid space
with a 0 for denial of entry. If negative, the code could
continue with an < Entry > check as in the base code.
Thus, if the requisite Negative Attributes are present entry
is always denied, however if they are not satisfied the entry
check proceeds as normal, and the drone is still required to
have all the requisite attributes to enter the zone. An example
of the application of Negative Attributes is shown in Figure
6 which denies access to the property because the drone is
owned by Company A in the scenario and Company A drones
are prohibited from entering that property due it’s presence in
the < nonEntry > permission. This is different from Figure
5 because in that simulation the drone is required to be owned
by Company A to enter the property due to it’s presence in
the < Entry > action, but the drone is instead owned by a
private citizen named Bob. In order to implement Exclusion
Zones we allowed attributes of one zone to affect the attributes
of other zones. Our code covers two examples of Exclusion
Zones one where no drone is allowed fly regardless of the
attributes have and another where the drone is only allowed
access if it is owned by a certain entity. To do this, once
the < exclusionZone > declaration is found while assigning
entity attributes, then, in a radius determined by the declaration
of the < exlcusionZone >, either the name of the property
is added to a < nonEntry > permission which permanently
denies access to every drone entering that territory or the
< Entry > permissions of the property are iterated through
and adds the requirement that the drone must be owned by the
value associated with the < exclusionZone >. An example

Fig. 4. This figure demonstrates what happens when the drone contains all
of the attributes required to perform the < Entry > action. With nothing
to consider moving around the simulated drone moves in a straight line. This
serves to prove that without obstacles our algorithm will move on the quickest
path the A* algorithm can find on the way to its target.

of this feature’s successful implementation can be seen in
Figure 7 where the drone must be owned by the government
to enter the property, but the drone in this scenario is owned
by Company A so it is denied access to the area covered by
the Exclusion Zone’s radius, in this case for the 3 properties
surrounding the origin of the Exclusion Zone.

D. Pathing Algorithm

Our project generated paths using the A* algorithm [1] on
the grid our Fly-ABAC system generated. This ensured that
the drone would actually respect the boundaries of our model
and correctly follow given permissions that deny and allow
entries when necessary. Our project adapted the A* algorithm
code found at [13].

V. RESULTS

Our implementation was able to accurately adhere to the
preferences of property owners that we specified in every
simulation we ran. We found that our Fly-ABAC system effec-
tively modeled and enforced the various property preferences
that owners might have, specifically positive and negative at-
tributes, and exclusion zones, thus proving it to be an effective
system for both federal and private property enforcement.
Figure 5 illustrates how our Fly-ABAC successfully generated
a path that avoids a zone with positive entry requirements
that were not met by the ”drone” (due to it lacking the
necessary attributes). Figure 6 demonstrates how our model
can successfully generate a path to avoid a zone where it meets
attribute requirements for strict denial of entry. Lastly, Figure
7 shows how our system models exclusion zones. By adding a
specific attribute to a particular square, a red zone is generated
around it with a specified radius. This exclusion zone can be
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Fig. 5. This is an example of the Entry permission denying access. In this
figure, the Drone is denied entry into the square at (5,4) because it lacks
the required attributes needed to perform the Entry action on that space.
Specifically the attribute indicating that the drone is owned by Company A,
but, in this case, the drone is owned by Bob, so access is denied.

configured to allow entry to drones with specific ownership,
as might be needed for real world cases such as government
or school zones.

Our implementation demonstrates Fly-ABAC’s ability to
handle complex property restrictions and preferences with
accuracy and flexibility.

VI. FUTURE WORKS

While our project demonstrated the successful construction
of an ABAC policy when allowing access based on preset
permissions, there are still areas in which this project could
be improved. For example, our project only considers a two
dimensional static scenario without regard to changing weather
conditions or time. These factors would prove to be very
important if property owners decide that drones shouldn’t be
on their property in turbulent weather conditions. Future exper-
iments might integrate weather systems and a time system that
updates in real time which would require the development of a
navigational system which considers possible times saves that
waiting for conditions to change might allow for. For example,
waiting until a certain time to allow entry into a group of
properties that allow drones on their premises only at select
times of day might prove faster than attempting to fly around
them in property dense areas like suburbs and cities leading to
potentially saving time while traveling from the starting point
to the destination.

Additional experiments could attempt to create more de-
tailed simulations accounting for dynamic changes as men-
tioned earlier, but also incorporate navigating in the third

Fig. 6. This is an example of the nonEntry permission. Similar to Figure
5, the Drone is denied entry into the square at (5,4), but rather than lacking
a required attribute, the drone has an negative attribute that disqualifies it
from entering the property. In this case, the property owner refuses to allow
drones owned by Company A onto his property and this drone has the attribute
indicating that it is owned by Company A therefore access is denied.

dimension while dodging obstacles found above or on private
properties. Our experiment only includes two dimensions and
does not account for real-world situations where there are
different rules for UAVs depending on how high the drone is
flying (specifically regarding airspaces around military bases
and airports) and what that might mean while attempting
to access properties [15]. Allowing for operation in a three
dimensional space would also allow the drone to move up
and down to avoid obstacles creating more considerations for
which way to avoid the obstacle would be more preferable for
the drone while getting to and from its destination unharmed.

Additionally, our simulation doesn’t take into account the
specifications of the actual drone itself which would be im-
portant when determining how fast it would take a drone to
go from the starting point and destination and how fast it
could react to obstacles. A system could be created to hold
the attributes of several drones consisting of data like their
speed, weight, and how much power they can hold before
needing a recharge to determine which one is best suited for
the trip or perhaps detect if there is a better route available
due to attributes of the specific drone. Furthermore, using these
specifications the owners of the drone could determine if the
drone was even capable of reaching its destination, not due to
access permissions, but due to physical limitations like lack
of charge or need of maintenance.

Finally, a more realistic simulation could be created by
surveying property owners for their preferences relating to
drones entering their property and accounting for uniquely
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Fig. 7. This is the example of an Exclusion Zone which restricts access
to properties in a certain radius around a property with the attribute exclu-
sionZone. In this figure, the grid space (5,4) has the attribute exclusionZone
with conditions that only drones owned by the government are allowed to fly
in a radius of three properties from itself. The drone in this case is owned
by Company A and as such is not permitted within the Exclusion Zone’s
radius. This type of designation would be useful in areas with temporary
flight restrictions such as wildfires [7] or more permanent restrictions around
places like airports and military bases [15].

shaped properties that might not fit in a grid. To accommodate
this, an experiment could be conducted which integrates the
back end and the front end of our implementation allowing
for dynamic changes to permissions in real time and utilize
maps which divide property lines from the real world to create
more exact restrictions for the drone. This would allow for the
creation for a more precise algorithm to be created or used to
address the real world problem of navigating the skies without
relying on precise shapes.

VII. CONCLUSION

Our system successfully modeled a range of different prop-
erty restrictions, showing how the granularity offered by Fly-
ABAC can allow for highly customized and precise control
over property access.

The system’s effectiveness in enforcing property prefer-
ences, including positive and negative attributes as well as ex-
clusion zones, highlights its potential for widespread adoption
in both federal and private contexts. Future work could explore
integrating real-time environmental factors, 3D navigation, and
user-driven dynamic policy updates to further enhance the
system’s capabilities. By ensuring UAVs can navigate within
specified constraints, our system represents advancement in
the field of property rights enforcement, paving the way for

the increased adoption of UAVs for commercial and private
use.
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