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Abstract 

This paper presents a study of the security vulnerabil­

ities surrounding Internet of Things (IoT) devices, and 

how these vulnerabilities can be detected and analyzed 

utilizing the Software Bill of Materials (SBOM). This 

methodology allows a user to gain more information about 

a device than what was available before using tools such 

as an automated vulnerability scanner. Compared to the 

information available from current popular security vul­

nerability scanners, the information gathered from the 

SBOM approach allows a user to have far more insight 

into a device's vulnerabilities and composition. This study 

emphasizes the importance of the SBOM and how it can 

be used to assess such security vulnerabilities on a deeper 

level than automated scanners. In this study, we compare 

the security vulnerability assessment capabilities of three 

different methods: NetRise, Tenable OT Security, and 

the free National Vulnerability Database (NVD) provided 

by the National Institute of Standards and Technology. 

N etRise is the method that will be used to demonstrate the 

capabilities of SBOM security. Tenable OT Security is a 

traditional vulnerability scanner. The last method used is 

referencing the NVD. This is the U.S. government repos­

itory of vulnerability management data. Limitations and 

deficiencies of the SBOM approach to security analysis 

are also addressed throughout the study. 
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1 Introduction 

The Internet of Things (loT) as we know it has transformed 

the world around us. It has changed the way people live 

in their homes, the way in which people learn, and it has 

even changed the way that most businesses operate. As 

it stands in 2023, there are approximately 15 billion IoT 

devices worldwide. Studies have predicted that by the year 

2030, there will be over 29 billion loT devices connected to 

the internet worldwide [l]. Currently, there is not sufficient 

knowledge on detecting the vulnerabilities and threats on 

these miscellaneous devices. There is however an urgency 

for gaining insight into these threats. The Mirai Botnet attack 

occurred with much ease as all it took was a brute force attack 

on an IoT device. The attack then was able to collect over 

400,000 simultaneously connected devices. The botrnaster 

then could send the devices to the target server to perform 

a DDoS attack. Some of these security concerns are always 

running devices, poor maintenance, the ability to attack traf­

fic, and minimally interactive user interfaces [2]. Typically, 

IoT devices are the weakest security asset within networks 

due to poor security and maintenance. Without security ex­

perts being aware of this area of vulnerability creates an 

opportunity for more attacks using this methodology to occur. 

In May 2021, the President of the United States issued an 

executive order (EO 14028) to improve the nation's cyber­

security. In summary, his order plans to do this by strength­

ening the security of federal networks, removing barriers to 

information sharing between public and private sectors on 

cyber threat issues, and enhancing software supply chain 

security [3]. The executive order directed the Secretary of 
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