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ABSTRACT
Many children born between 2010 and 2016 have access to an un-

precedented variety of digital environments which comprise an

evolutionarily novel landscape. Parental caregivers must make deci-

sions without traditional environmental knowledge, introducing a

high degree of uncertainty into parenting strategies. Evolutionary

approaches reveal an adaptive mismatch between internet-enabled

digital technologies and human behavioral adaptations. This mis-

match represents a peculiarly human variant on the struggles of

organisms to adapt to changing environments, and is characterized

by the utilization of information-deficient strategies. This study

applies models developed in evolutionary ecology to research on

parental strategies for managing children’s online activities. Using

semi-structured interviews of parents (n=20) of children in mid-

dle childhood (ages 6-12) and a dialogic method of synthesis, we

found that parents lack effective strategies for navigating online

environments and cannot conceptualize the technologies and cor-

porate powers shaping the online worlds their children encounter.

We conceptualize these digital environments as an evolutionarily

novel landscape producing adaptive lag and propose a continuous

two-dimensional framework which describes observed patterns of

intersection between parental investment and parenting strategies.

Less intelligible threats are rationalized, while tactics aimed at more

proximally actionable threats are prioritized. Building on adaptive

vigilance and parental investment, our work shows the value of

evolutionary models in understanding parental responses to digital

environments.

CCS CONCEPTS
• Human-centered computing; • Social and professional top-
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1 INTRODUCTION
It is widely recognized that parents are concerned about their chil-

dren’s use of technology. Recent surveys report that parents’ top

concerns are focused on sexually suggestive content and bully-

ing/abusive behavior [3]. Commonly reported major concerns of

parents include: the amount of time children use screens, the dan-

gers of online predators, and invasions or disclosures of children’s

private information [13, 7, 1]. While several investigations have

endeavored to better understand these risks and ways to mitigate

them [7, 1], our goal is to utilize the conceptual framework of human

behavioral ecology to make sense of parental fears and responses

to those fears. This work in progress discusses our preliminary

findings and introduces an explanatory framework to understand

the adaptive significance of these behaviors and their context.

2 CONCEPTUAL FRAMEWORK
This project explores the degree to which concepts derived from

evolutionary theory can illuminate the problem of parenting in

novel digital environments. Models developed from behavioral ecol-

ogy explain the adaptations and interactions of individual organ-

isms in specific ecological conditions. These models often explore

trade-offs, such as those concerning somatic investment (in growth,

development, and repair of the body) [4, 14, 16] and reproductive

investment in offspring [17, 21, 6]. Hypotheses are based on an as-

sumption of optimality [19] for the natural selection of behavioral

strategies within populations.

A model offering insight into our observations focuses on parent-

offspring conflict [18]. This model proposes that parents and off-

spring may disagree over the level of parental investment. Offspring

may demand more resources than is optimal for parents to provide
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or take risks that parents discourage. In our study, we operationalize

parental investment as time and resources dedicated by the parent

to benefit the safety, health, and future prospects of their offspring.

We draw on another concept in behavioral ecology dealing with

predator-prey relationships: the concept of fear ecology. Studies

of fear ecology focus on adaptive lag in behavioral adaptations to

novel anthropogenic built environments. Adaptive lag occurs when

novel environments lead individuals to make decisions appropriate

to prior environments, potentially resulting in maladaptive out-

comes. It has been widely applied to the study of animal behavior

in human-built environments. A fear ecology perspective consid-

ers the adaptive costs and benefits of behavioral responses to the

perception of predation threats. Fear ecology adds a broad array

of fear driven behavioral responses or tactics that can alter both

reproductive and somatic investment [15]. We operationally define

fear ecology as parental efforts to manage their children’s access

and interactions with internet-enabled digital technologies based

on the parent’s perception of risk.

General surveys of internet usage reveal parent’s fears [13].

Within and beyond the human-computer interaction (HCI) field,

many have investigated privacy concerns for children [7, 1, 12, 5].

Other research has found that parents may report lower levels of

risks encountered by their children than children reported encoun-

tering [9]. Older children (teens) embrace more opportunities, but

also encounter more risks [10]. Differing beliefs on what is appro-

priate to share can trigger parent-child (teenager) conflict [20], and

parents face challenges when negotiating how they share children’s

information and identities online [1].

3 METHODS
Our research is an interdisciplinary effort bringing together exper-

tise in evolutionary theory and behavioral ecology, ethnographic

and qualitative researchmethods, cybersecurity, and human-computer

interaction. In the first phase of this ongoing research we analyzed

the open-ended responses of parents in semi-structured interviews

with respect to relevant models of human behavior. We conducted

twenty interviews with parents of children in middle childhood

(ages 6 to 12). Interviews were conducted by graduate research

assistants with backgrounds in anthropology and computer science.

We focused on the widely recognized developmental stage of middle

childhood because this is when children start to build relationships

beyond the family [8].

Since this study focuses on middle childhood, only parental con-

cerns about children between the ages of 6 and 12 were specified,

however, the influences of younger and older siblings were inves-

tigated when present. Eighteen of the twenty participants were

mothers, two were fathers. Eleven families were from Boise, Idaho,

with eight from more rural locations in Idaho, and one participant

from Ohio. Our recruitment processes sought to include a diverse

range of family types, however, most of the responding participants

came from two-parent, heterosexual households (n=19). Table 1 in

Appendix A provides an overview of the participants. Participant

quotes are identified by their ID in the table.

All participants were given the option of meeting in-person or

remotely, and all but one chose to participate remotely via Zoom.

This limited our ability to observe the home environment. The team

created an interview guide (see Appendix B) aimed at capturing

participants’ day-to-day parenting experiences with technology,

such as device types and uses, screen time rules, and other types of

limits associated with specific or generalized concerns and fears.

The guide was applied flexibly by the interviewers in order to cap-

ture emergent themes. Interviews proceeded in a dialogic manner

bordering on the collaborative, enabling participants to shape the

dialogue by being explicit about the purpose and objectives of the

study and inviting personal insights into thematic groundwork.

After digitally transcribing interviews, we engaged in a manual

sorting exercise inspired by grounded theory [2]. An overarching

framework in the form of a conceptual map was produced by first

sorting a set of over 100 artifacts (in the form of quotes and singular

micro-themes) into macro-themes, and then workshopping the

relationships between them as a full team. When we analyzed

the parents’ statements we observed why, what, and how parents

restrict children’s behaviors. Out of these questions we derived

factors influencing parental investment strategies. This map also

provided the conceptual basis for digitally coding transcripts using

NVivo. Codes were iteratively refined by collaborative review.

4 PRELIMINARY FINDINGS & DISCUSSION
A major feature of parental investment is imitation of strategies

previously proven to be successful. Parents strive to replicate expe-

riences that they perceive as having contributed positively to their

own upbringing. However, little traditional knowledge specific to

digital environments exists due to the rapidity of their development.

This rapid development is the basis of the novel environment that

this project considers. While most parents in our sample reported

having no exposure to the internet during middle childhood, our

initial work demonstrates that they attempt to draw on their own

childhood experiences to guide decisions about their children’s

technology use. Table 2 in Appendix C summarizes the interview

themes as they relate to the theoretical concepts discussed above.

4.1 Parental Perceptions of Threats
Screen addiction was almost ubiquitously reported as participants’

top fear. When asked about the allotment of time spent on manag-

ing digital activities, this concern usually represented the largest

investment. Specifically, respondents identified development of self-

regulation as their objective when limiting screen time and some

spoke about the addictive effect of neurotransmitters like dopamine.

A participant said of continuous feed apps: “You just binge watch.

There are no commercials. It just keeps playing and playing.” (P9)

The platform most often specifically referenced as problematic

was YouTube. One participant said, “On YouTube, you never quite

know what they’re gonna get into. ‘Cause these suggested things

will go from, you know, something totally normal to something a

little weirder, really fast” (P19). A different parent said, “YouTube

Kids, there’s so much garbage on there that you’re like, whoa,

what are you watching?” (P6) YouTube ads garnered attention

as well, both because of their targeted nature and because their

appropriateness can’t be controlled for. Since ads don’t appear in

viewing histories, monitoring capabilities are limited.

Respondents were asked to articulate their concerns for the

future, and phones and social media stood out as the most common.
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“I honestly think Instagram and Facebook, like, social media, is

the most harmful for young kids because of the pressures that it

puts on them” (P18), said one of two respondents who expressed

anxiety about how social media will impact their daughters’ self

image. Unmonitored communications and bullying were additional

concerns related to cell phones.

The focus on phones in particular could represent children seek-

ing more autonomy than parents are prepared for. This may be a

manifestation of parent-offspring conflict. Alignedwith this hypoth-

esis, a few kids in our sample have a Gizmo (n=3), which is a cellular

and gps-enabled watch with limited contacts pre-programmed by

the parent. Each Gizmo-owning parent said they wanted to be able

to track and/or contact kids as they begin to do more activities

away from home and families. Interestingly, each of these parents

also reported difficulty getting kids to wear the watches due to their

un-coolness and limited capabilities, and all had given up.

Other top threats fall into more exogenous categories, such as

exposure to objectionable content, influence from outsiders with

incompatible ideological dispositions, and vulnerability to being

accessed in some manner by strangers. Several families have rules

aimed at limiting engagement with strangers, such as who their

children can interact with on the chat features in Minecraft or

Roblox, which operate on public servers. Sexual predation was

mentioned occasionally as a future fear, however, perhaps due to

the ages we focused on in our research, relatively little immediate

concern was expressed.

4.2 Factors Influencing Parental Investment
Strategies

Parents struggle to balance their desire to trust as opposed to control

their child’s activities. Their strategies are influenced by digital

fluency as well as access to financial resources and time and the

degree to which threats are perceived along a continuum of concrete

to abstract.

4.3 Impact of Digital Fluency and Parental
Resources

Parents’ levels of digital fluency varied significantly and this ap-

peared to have a powerful impact on the types of strategies they

deploy in guiding and protecting their children. Our interviews

suggest that low digital fluency is associated with less awareness

of or use of parental control software and less discernment be-

tween types of perceived threats. High digital fluency is associated

with awareness of, if not use of, parental control software, and

a higher degree of specificity in their articulated perceptions of

online threats.

Resource deployment is reflective of the priorities of the parent

given their available resources. In some cases, greater financial re-

sources enable investments that reduce time commitments, such as

when the family hires a nanny. In other cases, the parent commits a

great deal of time to supporting an activity that does not necessarily

require a significant financial commitment, such as volunteering

to coach a team. As can be seen in Figure 1, there appears to be a

spectrum of screen time permissiveness that could be connected

with whether or not the parent is able to or chooses to coordinate

other activities.

Enrolling kids in extracurricular activities seems to be a pre-

ferred tactic to minimize screen time, when the resources to do so

are available. There is a notable hierarchy of desirability of activ-

ities with physical exercise and sports, educational and cultural

enrichment such as chess and piano lessons, and free play with

other children preferred over “pointless” (P5) activities like gaming,

video streaming, or social media. Many respondents reported that

they fill their kids’ days with diverse "real world" activities with

a goal of promoting self-moderation and the ability to disengage

from activities regarded as harmful or useless.

4.4 Parenting Attitudes
Trust vs control was a prominent theme. Parents wanted their chil-

dren to self-monitor and build critical thinking skills, and hope

to build and maintain trust: “I want my kid to be able to come

to me.”(P14) But this conflicted with wanting to monitor and im-

pose constraints to keep them safe. Consequently, most parents

choose passive methods of management such as screen time lim-

its or simply listening in on videos rather than directly reviewing

browsing history or setting up parental control software. These

more passive techniques are easy ways for them to reduce potential

exposure which require minimal knowledge of the digital environ-

ment. This aligns with other literature indicating that limiting time

is a common regulation mechanism [11]. Here we organize our

observations of these tactics using dimensions of time and finan-

cial investment, where both represent an investment trade-off in

favor of the child. Figure 1 provides an overview of the observed

parental responsibility matrix with dimensions of time and financial

investment.

Figure 1: Parental responsibilitymatrix (financial investment
vs time investment).

Higher vigilance is sometimes associated with more sophisti-

cated strategies. For example, one parent who expressed an elevated

sense of danger utilizes multiple types of parental controls in con-

junction with strict screen time limits. At other times it leads to

unsophisticated responses, such as wholesale banning of device

types and platforms. We hypothesize that higher levels of vigilance

may affect how parents perceive threats.

4.5 Concrete vs Abstract (Proximal vs Diffuse)
Our analysis of parents’ statements reveals a difference between

threats parents feel empowered to understand and act on and those
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they do not. There appears to be a variable threshold of complex-

ity beyond which parents do not have the capacity to conceptu-

alize or problem solve. We call these abstract threats. Abstract

threats include things like data mining, browser tracking, and cor-

porate surveillance, targeted ads, identity theft, user agreements,

and feed algorithms. Their abstractness is measured in intelligi-

bility (or rather, unintelligibility) and in how effectively a parent

can address the threat locally. Parental tactics are primarily aimed

at easily addressable threats, such as how much time kids spend

using technologies and which platforms they are permitted to use.

Screen addiction, bullying, sexual content, and revealing locations

to strangers are classified as concrete threats, because they are easy

to comprehend and to act on.

Another dimension of abstractness of threat is how diffusely

the risk is spread out over the population. The entities responsible

for shaping digital environments are known only in a nebulous

sense, and parents making judgements are generally short on time

and technical expertise so they rely on a combination of personal

experience, anecdotal guidance, and over-simplified information

that may be only partially accurate. As mentioned above, the more

digitally fluent a parent is, the better they understand a greater

number of abstract threats, however, even one respondent who

is employed as a network analyst reported exclusive investment

in proximal concerns. Parents did not organically raise the topic

of diffuse threats, so we surmise that they are a relatively opaque

feature of the novel digital environment.

A participant from Boise expressed feeling inhibited in her ca-

pacity to address abstract threats: “...About corporate tracking? No,

I mean I know it’s there. I guess it’s one of those things I can’t

really think about. And it’s so... there’s so much, you know. . . Yeah,

I guess I can’t really think about it. I used to think about it all the

time with myself. I’m like, I’m never having location services on,

and I don’t want cookies. And all this stuff, and I still don’t want

that stuff for myself. But for some reason I can’t wrap my head

around that with my kids, because well, I think because they can’t

be bothered. So why worry about it? If they can’t be bothered? I

can’t change that.” (P15)

Parental strategies are guided by personal experiences, social net-

works, media, availability of resources and by children themselves.

Their perceptions of threat influence the type and amount of in-

vestment they commit. They will attempt to balance a trusting and

empowering relationship with guidance, limitations, and discipline

aimed at moderating children’s growing bid for independence.

5 CONCLUSION & FUTUREWORK
Human behavioral ecology is largely concerned with parental in-

vestment strategies, parent-offspring conflict, and factors affecting

life history and evolution. In this research, we view parenting atti-

tudes, responses to threats, and availability of resources explicitly

in this light. Humans make decisions about the world based on

imperfect information. This assumption is modeled in optimal for-

aging theory, another area of human behavioral ecology. We find

that parents are unable to assess a great deal of information in the

digital environment, especially where potential threats are diffuse

and abstract.

As we continue to investigate evolutionary insights into the

novel conditions encountered in digital landscapes, numerous per-

spectives are available to explore. Our preliminary findings demon-

strate that parent-offspring conflict and fear ecology models are

compatible, and do in fact have explanatory power regarding par-

enting in the digital age. Expanding on that explanatory power

should include defining the parameters of digital spaces as novel

landscapes to determine whether some strategies relevant to the

pre-digital world are mismatched with current conditions and are

likely to result in maladaptive outcomes when deployed inappro-

priately.

Parents are at the front lines of user privacy concerns due to their

protective role, however, because the powers shaping the internet

and digital environments are obscured, some threats are difficult for

them to deal with on a proximal level. Diffuse risks exacerbate con-

fusion and result in begrudging capitulation to policies perceived as

erosions of privacy (e.g., broad permissions in user agreements, re-

mote camera access, government/corporate surveillance). Research

on parental attitudes toward technology must address these issues,

as well as the role of social influence, which might be linked to dif-

ferences between how parents and children perceive levels of risk.

Finally, we are interested in the ways in which parent-offspring

conflict manifests in intra-familial negotiations, including the like-

lihood of screen addiction and conflict over imposed limitations.

Future research will seek to include a broader range of fami-

lies in a diverse socio-economic range, and families of different

backgrounds and configurations, as not everyone experiences these

spaces the same way. Behavioral observation, cultural probes, and

participatory ethnography will be invaluable in generating data

that might enable hypothesis testing and going beyond this initial

interpretive alignment of theory and evidence.
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A OVERVIEW OF PARTICIPANTS
See Table 1 for an overview of the participant’s location, children’s

ages and genders, interview type, and brief description of the family

configuration.

Table 1: Overview of participants, general location, interview
type, and family configuration.

Interview

ID Location Children’s Ages/Gender Type Family Configuration

P1 Urban 8 female Zoom Two-parent household

P2 Urban 7 female, 8 male Zoom Two-parent household

P3 Suburban 8 male Zoom Two-parent household

P4 Urban 10 male Zoom Single-parent household

P5 Urban 9 male, 11 male Zoom Two-parent household

P6 Urban 7 female Zoom Two-parent household (w/ step-parent)

P7 Rural 10 male, 12 male Zoom Two-parent household

P8 Urban 11 female In-person Two-parent household

P9 Urban (2) 9 female Zoom Two-parent household

P10 Suburban 7 female Zoom Two-parent household

P11 Urban 7 male, 8 male, 8 female Zoom Two-parent household

P12 Urban 7 female Zoom Two-parent household

P13 Urban 8 female Zoom Two-parent household

P14 Rural 6 female, 11 male Zoom Two-parent household, Hispanic

P15 Urban 12 female Zoom Two-parent household

P16 Rural 5 male, 8 female Zoom Two-parent household, Cajun

P17 Rural (2) 7 female, 11 male Zoom Two-parent household

P18 Rural 7 male, 9 male Zoom Two-parent household

P19 Urban (small) 7 female Zoom Two-parent household

P20 Urban (small) 5 female, 9 female Zoom Two-parent household

B INTERVIEW PROMPTS
This phase of our study featured semi-structured interviews with

parents using the following interview prompts.

(1) What kinds of things do your children (ages 6-12) do with and

without technology?

(2) What kind of concerns or preferences do you have about the activi-

ties they choose?

(3) What kinds of devices, and how many, do they use?

(4) What parental controls do you use, if any?

(5) Tell us about your family’s technology rules and limitations, and

why you set them.

(6) What concerns do you have about your child’s future technology

use?

(7) Would you consider yourself more or less strict compared to your

partner or peers?

C THEORETICAL FRAMING
See Table 2 for an overview of the theoretical frames of references

that are aligned with the a brief description of the associated find-

ings.

Table 2: Theoretical frames of reference with corresponding
themes derived from interviews.

Theory Theme from Interviews

Fear Ecology Parental Perceptions of Threat

Parental Investment Digital Fluency

Parental Resources

Parenting Attitudes

Intersection Threat intelligibility
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