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Cognitive radio technology brings a lot of interesting features which affect the transmission and reception
properties of modern communication devices. Dynamic spectrum sensing, channel hopping and allocation,
and software-based control are among the many. The new features allow strategic defense mechanisms while
also enabling more capable adversarial attacks. In this work, we study coalitions of secondary users (SUs)
against adversaries. In the presence of primary users (PUs), we inspect the behavior of SU pairs in cognitive
radio networks, before and after adversarial attacks. We propose algorithms for forming coalitions among SU
pairs. We consider two attack strategies for the adversaries: smart or naive. We study how the channels are
allocated if there is an attack and how the payoffs of those SU pairs vary with varying number of channels.
We also show the effects of attack from the attackers’ point-of-view and how the attack strategy changes if
the adversaries act smart vs. naive. Using Colosseum, a large-scale wireless channel emulator, we construct a
functional cognitive radio network and use its software-defined radio (SDR) hardware as SU and adversarial
nodes. Using this setup, we run experiments and record data by running network performance measurement
tool iPerf3 for various coalitional setups.

1. Introduction CRNs attempt to alleviate the problem of spectrum under-utilization

by letting the SUs utilize the bands allocated to PUs in a way such

A network of unlicensed users that dynamically detect unused li-
censed spectrum for their own use without interfering licensed users
is called a cognitive radio network (CRN). CRNs promise to deliver an
intelligent solution to the issues in conventional wireless technology
related to their limited and under-utilized spectrum [2]. Despite these
promises that CRNs bring on paper, there is a need to conduct exten-
sive studies, simulation and real-world experiments to validate their
effectiveness in solving the spectrum under-utilization challenge. There
exists two types of users [3] in a CRN: Primary Users (PUs), who are
licensed owners of the specific frequency spectrum in question, and
Secondary users (SUs), who opportunistically exploit the unoccupied
licensed spectrum. In the United States, according to Federal Commu-
nications Commission (FCC) [4,5], most of the radio spectrum is used
inefficiently, which results in over-utilization of many of its bands [6].
For example, in most places around the globe, cellular bands have
become very congested due to high demand from civilian applications.
Whereas, other bands exclusively utilized by military equipment and
paging devices are under-utilized most of the time in most places.

that the PU communications are not compromised. The SUs temporarily
using the PU channels must immediately vacate the channel whenever
required by the legal channel owner [6].

Impact of adversaries in CRN: Consideration of adversaries on CRNs
changes the dynamics significantly. An attacker trying to degrade the
performance of a CRN can block the channels being used by SUs.
Recent work [7] studied the performance of CRNs when there is a
single attacker eavesdropping the transmission among SUs. However,
to our knowledge, the case of multiple SUs being attacked by multiple
adversaries has not been considered.

Our Focus: In this paper, we follow the general concept of CRN by
allowing SUs to opportunistically use the shared spectrum with the PUs.
However, there is a plethora of researches on such opportunistic chan-
nel allocation between the primary and secondary users, e.g., [8,9].
Different from those studies, our paper is focused on maximizing the
channel utilization for the channels allocated to the SUs in the presence
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Fig. 1. Colosseum [11]: High-performance USRP devices arranged in stacks known as
‘quads’.

of multiple adversaries trying to block the SUs. We focus on a CRN
design where each SU transmits based on its power budget. We consider
an SU transmitter and SU receiver to be a single entity, henceforth
referred to as an ‘SU pair’. For simplicity, we assume that there is a fixed
number of PUs which are always present and are constantly accessing
their own channels. We further assume that the channels being used
by the PUs are known. The remaining channels get allocated to the SU
coalitions.

Benefit of a Coalition: By design, when the SU pairs work together
to maximize their overall payoff, we determine that they have formed
a coalition. Our proposed coalition modeling methodology increases
channel availability to the SU pairs when they are part of a coalition
rather than staying as a single SU pair. This increases the likelihood of
non-starvation of SU pairs (in terms of channels) in case of adversarial
attack. The adversaries considered in the system, are capable of only
attacking the SU pairs, and not the PUs, following the FCC mandated
rules [10]. We consider the problem of tuning transmission power of
such SU pairs under the presence of multiple adversaries. We use this
transmission power criterion to decide the coalition formation of the SU
pairs. Overall, we consider a game-theoretic framework to study the multi-
SU-pair multi-adversary scenario in CRNs. We design an algorithm for SU
pairs to form coalitions to maximize their payoffs/utilities, i.e., throughput
among them. Further, we study, using simulations, the stability of the
coalitions formed and record the total value of all coalitions in terms of
the total throughput (i.e., sum rate) in the presence of adversarial attack.

Cognisseum Framework: Beyond the simulation-based study of the
concept [1], we focus on developing a CRN framework in the presence
of adversaries on Colosseum (refer to Fig. 1), which is the world’s
largest wireless emulator with 256 software-defined radios (SDRs) to
emulate up to 65,536 100 MHz-RF channels [11]. The SUs are im-
plemented on real USRP devices that can be accessed via Colosseum.
To the best of our knowledge, this is the first study to present coali-
tional cognitive radios on Colosseum, which we name Cognisseum. In
Cognisseum, we focus on already-formed coalitions consisting of SU
pairs, each being initialized with a number of non-overlapping chan-
nels. After running emulation for some time, we introduce adversarial
presence and record the before and after attack throughputs. This
hardware-based emulation will serve as a benchmark in the field of
dynamic spectrum access (DSA) by cognitive radios facing adversaries.

The main contributions of our work are as follows:

(1) We propose an intelligent coalition formation algorithm without
overlapping transmission power radii, ensuring communication
interference is avoided.

(2) We devise an adversarial coalition formation algorithm, keeping
in mind the smart and naive attack strategies of the proposed
framework.
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(3) We present a stability criterion for the convergence of the coali-
tion formation algorithm, so that the SUs maintain coalitions
according to their payoffs.

(4) We perform hardware emulation on Colosseum, a large-scale
wireless emulator. Using real USRP devices, we show how wire-
less channels of various pathloss values affect the sum rate of the
coalition sets.

(5) On Colosseum, we emulate an adversarial network and show
how legitimate radios can improve their payoff by switching
coalitions after being attacked by an adversary.

Key insights from our study include:

(1) In simulation, we show how the average utilities of the SU
pairs vary: After attack, the average coalitional utility suffers by
about 200% with adversary count increasing by 120%. We also
demonstrate that coalition utility increases by about 176% while
increasing channel count by about 192%, for constant number of
adversaries.

(2) We observe, for the same number of SU pairs and channels, the
average coalitional utilities decrease with increasing adversary
count.

(8) We observe that smart attack strategy unleashes more damage
on the proposed framework when compared to the naive one.

(4) We observe the marginal benefits of increasing channel count
versus increasing the SU pair knowledge about PU activity in
the CRN.

(5) In emulation, we show how we can utilize Colosseum as a
wireless test-bed for our setup.

(6) We observe significant improvement in overall coalition
throughput (sum rate) after the affected pair switches coalition.

Organization of the Paper: The rest of the paper is arranged as
follows: In Section 2, we discuss the recent findings in CRN in gen-
eral including power and sub-channel allocation techniques, Nash-
bargaining games and mechanisms of spectrum sensing. In Section 3,
we describe the Cognisseum system model and necessary assumptions
for simulation and emulation, along with the need for coalition forma-
tion among SU pairs. In Section 4, we talk about the Cognisseum game
theoretic framework, and discuss about the payoff function calculation
and our novel coalition formation algorithms. In this section, we also
introduce the concept of the adversaries in the system. In Section 5,
we chalk out the details about our two-fold approach of software-
based simulation and Colosseum-based emulations. Here, we go in
detail about the Colosseum framework and how it functions. We also
show the Colosseum parameters and channel conditions that we have
used in our experiments. Detailed experimental results are presented in
Sections 4.4.2 and 5.4, where we categorically discuss each of the plots
pertaining to the simulation and emulation parts of the experiments
respectively. Finally, our findings are summarized in Section 6.

2. Related work

DSA and CRNs have been a hot topic in wireless communications
and information theory over the last two decades and the availability
of software-defined radios has enabled significant leaps in research and
development in this area. DSA in millimeter wave (mmWave) bands has
been extensively studied in the literature [12-17]. In CRN, it is crucial
for an SU to predict with high accuracy when the PU arrives so that it
can vacate its band without much impact on the PU. Hence, most of the
literature focused on improving this prediction and reducing the inter-
ference on the PUs. Since SUs are competing for the unused spectral
resources, the contention among them attracted significant attention
from researchers. Centralized and distributed spectrum sensing models
were proposed [18-21]. These techniques employed a novel power
allocation scheme that uses dynamic sub-channel method based on a
Nash Bargaining game among SUs. In a similar vein, Saad et al. [22,23]
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introduced the idea of cooperative spectrum sensing among SUs for
single-PU scenario, where the SUs increase their sensing accuracy by
participating in a coalitional game. The authors explored the trade-
off between the probability of detecting the PU and the probability of
false alarm on the SU network topology and dynamics. These efforts
focused on reducing the interference on PUs via various mechanisms of
spectrum sensing and SU coordination. Different strategies of PU-SU in-
teraction are well investigated. Many studies considered game-theoretic
approaches to capture the strategies of the SUs in presence of the PUs.
The studies outlined application of game theory to the SU strategy
design and showed how non-cooperative [24-26] and cooperative [27,
28] games can be used as tools to model the PU-SU interaction of
cognitive radios. In a cognitive radio environment, it is crucial for an
SU to anticipate with a high probability when the PU arrives so that it
can vacate its band without much impact on the PU. Hence, effective
sensing of the spectrum and learning and predicting the spectrum usage
patterns of the PUs attracted a lot of attention.

Spectrum (usage) prediction is another area where a lot of re-
search has been conducted. The two widely used spectrum prediction
techniques are local and cooperative spectrum prediction. In the local
spectrum prediction, the SU uses a Hidden Markov model to predict the
status of the current channel in which it functions. Based on its predic-
tion, it may switch to another channel when needed. The cooperative
technique is where the selfish SUs might have to form a coalition to
increase their individual payoffs. Cooperative spectrum sensing in CRNs
with single PU has been studied in [22]. Further, significant work have
been conducted on centralized collaborative sensing, where, given the
mobile ad hoc nature of the cognitive radio users, a distributed game-
theoretic framework has been proposed which reduces the average
probability of the false detection of the PU significantly compared to
the non-cooperative sensing.

Novelty of Cognisseum: Large literature can be found focusing on
game-theoretic modeling of the PU-SU interaction, in both centralized
and distributed manners. Our work takes these approaches and formu-
lates the activities of SUs in the presence of multiple adversaries. We
propose a novel framework where SUs cooperatively form coalitions
in a dynamic manner to increase the payoffs of the coalition as a
whole. Initial experimentation using the Colosseum platform have been
covered extensively in [29,30]. These papers show us how to utilize the
wireless channel emulator for a variety of scenarios. In other words,
they are more of tutorial in nature. To the authors’ best of knowledge,
proper utilization and experimentation using this platform on a CRN
has not yet been performed. In this paper, we aim to show how real-
world version of cognitive radios can be implemented on Colosseum
and perform extensive experiments on this Cognisseum system.

3. Cognisseum: System model and assumptions

We consider a 2-dimensional geographical plane for CRN nodes. The
system is pre-occupied by 7 PUs and multiple SUs.

PU Modeling: We model the 7 PUs to frequently access some specific
sub-channels, while leaving the remaining sub-channels empty during
a particular time period in the day. The authors in [31] have given an
example of the Disney TV channel as a PU that is active for 75% of
the time during the day, which shows frequent and almost continuous
PU activity on its own licensed spectrum. In this research, we assume
that the frequent on-off activity and the channel utilization of the PUs is
known by the SU pairs with a probability Q. Since each SU pair is made
up of a single transceiver, devoid of interference, we simply multiply O
with the link rate R for each practicable link. For example, if O = 0.5,
then the SU pairs can successfully predict PU activity in the system
50% of the time. During that time of the day, the SUs can use those
remaining sub-channels for their communication, which enables us to
run our SU-based experiments during that time.

SU Modeling: The CRN system also consists of multiple legitimate
SU radios are then categorized into equal number of transmitters and
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receivers and formed into pairs, each called an ‘SU pair’. Each of the
transmitter and the receiver of the SU pairs is assumed to have a virtual
proximity area directly proportional to their power radii. The transmit
power of each node is provided as an input and it is initialized as a
random positive value uniformly distributed between 0 and 1 Watt. In
proportion to the randomly chosen power value, the power radius is
drawn. Referring to Fig. 2(a), we can see that the overall power radii
of a transmitter SU and a receiver SU, comprising of the pair. Here, it
is important to clarify that we assume short time intervals when these
transceiver pairs are scheduled to transmit and receive respectively.
From this, we build up the notion of an SU pair, which has a single
transceiver, imposing the requirement of having pairs of individual SUs
when forming a coalition. When two SUs are exchanging data they
have to dedicate their transceivers to only one wireless link, at any
point in time. Overall, this requires the number of SUs that are actively
transmitting/receiving data to be in multiples of 2. We represent such
legitimate SU pairs as N' = {N;,N,,... SN, which are initialized
with varying power budget, denoted by the set P = {PN],PNZ..‘PNU}
respectively.

3.1. SU coalition modeling

Coalition Formation: We assume that SUs form coalitions to better
utilize the available bandwidth in the presence of attackers trying
to bring down their effective bandwidth. In Fig. 2(a), we show how
SU pairs form coalitions. Fig. 2(b) shows a typical scenario of such
cooperative behavior, where SUs (devices) are shown to form three
different coalitions. The red coalition has three CRN devices in it. As
per the system model, this is not possible because even in a singleton,
there must be at least two SUs, as we have considered an SU pair
to be a single entity. Within a SU pair, the SU transmitter and
receiver communicate on the same sub-channel and this sub-channel
is treated as a shared communication medium internally. However,
within a coalition, our model assumes no communication among SU
pairs whatsoever. The SU pairs simply communicate internally using
their subchannels (they may choose to time share their subchannels
if need arises, e.g., under adversarial attack scenario). The rest of
the coalitions in blue are feasible because both of them have SUs in
multiples of two.

Inter-Coalition Communication: Following the standard, we use the
Common Control Channel (CCC) [32] for inter-coalition communica-
tion. When the SU pairs associate themselves to a coalitions, all of
them can maintain communication among themselves via CCC. The
coalitions use the CCC to decide whether to join or leave a coalition
in the event of an attack. For example, SU pairs of a coalition might
want to be part of a bigger coalition when they feel vulnerability to
adversarial attacks. An adversarial attack could signify that the attacked
coalition might be left without any channel to communicate. If the
attacked coalition joins another coalition, then it is likely that its
SU pairs can transmit using the existing channel(s), which becomes
an incentive to join a bigger coalition. We design Cognisseum to be
adaptive to the existing CRN deployment, hence we use the pre-existing
spectrum sensing database [33] or methodologies determining the PU
presence [32]. Hence, we do not consider spectrum sensing information
exchange through the CCC in our framework.

3.2. Channel allocation schemes

We assume that a total of W Hz is the available bandwidth to the
coalitions of SU pairs. This does not include the bandwidth the PUs
are frequently using as we assume that the channels PUs are using are
known with a probability P. The total bandwidth W is further divided
into C = |N'|/2 non-overlapping sub-channels, where |N'|/2 refers to
the total number of SU pairs formed. Hence, each SU pair gets one
sub-channel initially.
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(a) SU pair coalition formation based on power radii
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(b) Coalition formation among SU pairs

Fig. 2. Coalition formation concepts in Cognisseum. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

Now, we test our coalition formation model under two different
channel allocation strategies: smart and naive. In the smart scheme, the
number of channels allocated to coalitions is directly proportional to
the number of SU pairs present in a particular coalition. For example,
if there are 10 SU pairs formed into 5 coalitions with each coalition
consisting of 2 SU pairs. Since there will be 10 sub-channels, then each
coalition will get 2 sub-channels. But under real-world circumstances,
the channel allocation might not be as expected, and in some cases,
coalitions can end up receiving a very small number of channels
compared to the number of SU pairs present in them. However, if
the number of channels is greater than or equal to the number of SU
pairs, then we can expect a good channel allocation number for most
of the coalitions. If the number of channels is fewer than the number
of SU pairs, they will have to rely on techniques like Time Division
Multiple Access to utilize the fewer channels in turn, in consecutive
timestamps. However, in the naive scheme, instead of assigning the
channels proportionally to the size of coalitions, the channels get
assigned equally to the coalitions, irrespective of size.

3.3. Adversarial attack and aversion techniques

In our coalition formation setup, we assume a different set of SUs
working together as a coalition with the mal-intent of blocking/starving
the legitimate SU pairs of bandwidth, as a result bringing down the
utility (in terms of throughput) of the coalition set comprising of the
legitimate SU pairs. Our proposed coalitional structure framework can
help the legitimate SU pairs by allowing vulnerable SU pairs to make a
decision of changing their coalitions such that they are able to utilize
the unaffected member sub-channels of another coalition to carry on
with their communication, after being blocked. The details of adversar-
ial attack mechanism has been presented in Section 4.3. In Cognisseum,
we only consider detecting the presence of adversaries within a chan-
nel, detecting the location and other features of the adversaries are
out of scope of this work. The coalitions receive the information about
adversarial presence from the spectrum sensing mechanism of the
existing CRN deployment, as mentioned in Section 3.1

4. Cognisseum: Game-theoretic framework

We propose a coalition formation game for both SU pairs and adver-
saries in the CRN. The SU pairs work in a joint manner to communicate
their channel vacancy information with their peers, so that they can
improve their own channel capacities as a coalition.

4.1. Game setup

The Players and Their Goals: From before, let N' = 1,2,3,..., N be
the set of SUs. The players are |N'|/2 SU pairs. Let the players be
incorporated into a set P. If there exists a subset S of P, then the subset
S is known as ‘a coalition’. The goal of the SU pairs is to maximize their
channel usage while that of the adversaries is to block as many channels
as possible. If channels are blocked, then the SU pairs talking on those
channels will also be affected. We design a cooperative hedonic game
where the players (SU pairs) may want to join or leave a coalition, or
even stay alone.

The Payoff: A function v(.) is used to assign a value to each subset of
players, or in other words, to each coalition. If all the members inside
the subset .S of P act in unison towards achieving the same goal, then
v(S) is the payoff to all members of the coalition. In other words, the
value/payoff of the coalition is v(S).

Power Radius: The power radius of each SU pair (a randomly gen-
erated positive real number in our case; a constant in reality, unique
to a transmitter) means the geographical area that can be covered by
each SU pair with its omni-directional antenna range. The transmitter
SU of the SU pair is at the center of the said area and the receiver
SU can reside anywhere within that area. Here, the blue dots signify
the legitimate SU pairs. The lines joining them represent that they can
potentially form coalitions, based on their power-radii. The yellow dots
represent the malicious users or adversaries.? Our assumption of power
radius for each of the transmitter and receiver is inspired from the real-
world implications of power radii of real devices like a Wi-Fi router. If
a router has a higher transmission power, then its power radius will
be able to cover an extended area, however, regulatory limits are put
in place to limit interference to other neighboring devices. Hence, our
algorithm chooses two or mode SU pairs in a potential coalition only if
their power radii do not overlap.

Coalition as a Cooperative Game: At the beginning of the game, no
coalition exists, hence v(¢) = 0. Based on their common interests, as
the members/players start forming coalitions, we have v(S) > 0,VS C
N. A detailed discussion in [34] presents the ideas of cooperative
game theory. In the characteristic form, an outcome of a game can
be as follows: (i) A coalition structure, essentially a partition of P
players into smaller coalitions, and (ii) a payoff vector to distribute

2 Upon multiple iterations of our experiments, we have come across mul-
tiple such cases, where just eyeballing the positions of the SU pairs seems
that they are far away from each other, yet they have not taken part in the
same coalition. But, in reality, the system-generated random power radius of
a particular SU pair might be large enough to render our assumption useless.
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the payoff value of each coalition among its members. A non-empty
collection of non-empty non-overlapping subsets can be referred to
as a coalition structure (CS), CS = §,,5,,55,...,S5, where S;CP
represents coalition i and k is the total number of coalitions, which
satisfies the followings:

SinS;=¢ifi#] €))

4.1.1. Stability criteria of coalitions

Two types of stability criteria are considered for our proposed
coalitional game: (a) inner and (b) outer. When an SU pair has no
incentive to leave its current coalition to become a singleton, then the
players (SU pairs) within that coalition have achieved inner stability.
Similarly, when an SU pair has no incentive to join another coalition,
or in other words, no coalition in a CS has any incentive to merge with
another coalition, we refer to it as outer stability. For example, if we
consider a CS with two coalitions S, and .S,, then the inner stability
conditions will be:

u(Sy) > v(i),Vi € S, and u(Sy) > v(i),Vi € SHR (2)

and the outer stability conditions will be:

u(Sy) > (S, US,)  and  u(S)) > u(S; US,) ©)

For the rest of the paper, we will express the value function v(.) of
joining a coalition as the payoff function, quantifying the data rate
achieved by joining that coalition. These stability criteria are important
metrics as they emerge as useful tools for quantifying the SU pairs’
decisions of leaving its current coalition, staying alone or join a new
coalition. The game-theoretic stability criteria are well-established and
can be found in literature [35]. Later, in Algo. 1, we have exploited
stability criteria to decide and come up with a stable coalition set.

4.1.2. Payoff function

Gaussian fading is considered for our proposed framework, for
broader applicability. Hence, the wireless transmission parameters are
modeled based on Gaussian complex channel. The achievable data rate
R in a Gaussian complex channel of bandwidth W is given by the
Shannon’s information capacity formula [36]:

P.G,G.1? )

R=Wlo (1 +
LU 2 N

“@
where P, is the transmit power, G, and G, are the receive and transmit
antenna gains, A is the wavelength, and d is the distance between the
transmitter and receiver within an SU pair. The SU pair’s transmitter—
receiver channel follows the Friis’ transmission equation, and NyW is
the cumulative noise of that channel. Based on the achievable data rate
expression in (4), we can write the payoff or the sum-rate of a singleton
i consisting of an SU pair is:

Pi Gi Gi
Ri:in10g2(1++ﬂ{) (5)
di;u;
/12
where y = ———, d,; is the distance between the transmitter and the
4xNoW

receiver of the SU pair i, P/ is the transmit power of the transmitter
of the singleton pair i, G! and G’ are the transmit and receive gains
for the singleton pair i, and y; is the portion of the total bandwidth W

allocated to the singleton i. If we represent the channel component as
i i i
t Tt : .
i= ~, the sum rate can be re-written as: R, = y;W log,(1 +

i
hiix/u;). Extending this concept for a whole coalition S, (where we
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index the SU pairs within coalition .S, with k), we have:

hyx/n
Rs =us,W Y log2<1+ kX TPk ) 6)
kes, NoWus, + Z hjxxl/us,
JjEScitk

where 2 hjix/ug, is the interference received by the receiver of
JES itk
SU pair k from transmitters of all other SU pairs in coalition S, ug =

> «es. M is the portion of the bandwidth W being allocated to coalition
S, h;k represents the channel component for the SU pair k, and h;,
represents the channel component between the transmitter of SU pair
k and receiver of SU pair k. After the coalition formation algorithm has
converged, the set of coalitions will be CoA = S}, S,, 55, ..., Sc, ... 2S¢
where ¢ is the total number of formed coalitions. When ¢ is less than
or equal to the number of sub-channels (C), then all coalitions will get
at least one channel. Whereas, if ¢ > C then, there will be at least
one coalition which will not get any channel. Therefore, the second
case may not converge. Further, ¢ or the size of the set CoA should
lie between 1 and |P|, i.e., 1 < ¢ < |P|. Naturally, the second case of
¢ > |P| is unrealistic.

4.2. Coalition formation algorithm

In Algorithm 1, we present the methodology for SU pair coalition
formation. The initialization phase of the algorithm includes initializing
the initial, intermediate and final coalition sets, PUs and the SU pairs
on the plane, randomly initializing the power radii of each SU pair,
calculating the Euclidean distance between the given SU pair and other
SU pairs, and based on these, forming the potential coalition list. This
information is broadcasted over CCC. In most of the cases, the incentive
for an SU pair to join the biggest coalition is the highest as there are
already more SU pairs in a bigger coalition and more channels are
assigned. Then, again, it is imperative that all the SU pairs will judge
their own incentive and decide to join the biggest coalition, resulting
in a grand coalition.

Ideally, the communication between an SU pair of a coalition should
not prevent another SU pair of the coalition from successful com-
munication. This is the reason we decided to introduce the factor of
power radius, so that the SU pairs only form an alliance with other
pairs who are far enough from each other. This factor results in non-
overlapping power radii, which in turn, creates the basis of a healthy
communication mechanism. The point to be noted here is that the total
combined power radius of an SU pair cannot overlap that of another SU
pair. If the combined power radii of two or more SU pairs overlap with
each other, then there will be probable communication loss. One could
argue that if multiple channels are allocated to a coalition, then in spite
of overlapping power radii, different SU pairs could choose different
channels and the communication could be carried out successfully. But,
we do not always have abundant channels and the proposed algorithm
also helps in overcoming the problem of shortage of available channels.

Once initial coalition is formed by checking the max_pay value, we
then try to evaluate the stability of a coalition k as follows:

(1) Find the maximum payoff max_pay of coalition k with all of its
members.

(2) If max_pay of coalition k is the greatest, then the coalition is
already stable.

(3) If max_pay of coalition k is the greatest if one SU pair member
comes in from coalition j, then the new member is incorporated
into k, which then becomes stable.

(4) If the max_pay value of the member SU pair of coalition j, alone
is greater than that of coalition k itself, then we remove that
member from coalition j and put it as a singleton.

These calculations are repeated for all the combinations of coalitions
and their members, and the final combination with the maximum
max_pay value is chosen as the stable coalition(s).
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Algorithm 1: Coalition Formation Algorithm

1: function CoaLTioNSETFORMATION(|N |, W, Q)

2: A =[] \ * Initial Coalition Set =\

© =[] \ * Intermediate Coalition Set x \

Q =[]\ = Final Coalition Set * \

C <« W /N \ * Divide W into N subchannels * \

while |N'| # 0 do

|Assign SU pairs tx pwr between 0 and 1 Watt.
Randomly pick SU pair i and SU pair j

if & PWrsy pairi N X PWrgy poir; = FALSE then
10 InitCoa = {SU pair i U SU pair j}

11 Assign |InitCoa| subchannels to InitCoa
124 A « InitCoa

13; N « N\ {InitCoa}

VO N DA W

14: while 4 # @ do

15: Randomly pick SU pair i and SU pair j

16: R' = Achievable rate of SU pair i

17: R/ = Achievable rate of SU pair j

18: if R <R +R & R/ <R+ R then
19 © « {SU pair i U and SU pair j}
20¢] A < A\{SU pair i U SU pair j}

else

21 O « Ou SU pair i

221 O <« Ou SU pair j

23 A < A\ SU pair i

24 A < A\ SU pair j

25: while © # ¢ do

26: Randomly pick coalitions x and y

27: x = { SU pair i U and SU pair j}

28: y = { SU pair k U and SU pair /}

29:  |if R*+ R¥ > R* && R* + R’ > R’ then
304 Q< QuU{xuy}
314 O < 6\(x}
32{ [0 <06\l

33: else if R¥ + RSU park 5 RX && RX 4 RSU park 5 RY then
34 2 <« QU {xU SU pair k }
35 O « O\{x}
36 O < 6\({y}
371 |© < O\ SU pair k

38: else if R¥ + RSU pairl > Rx && R* 4 RSU pairl > RY then
39 Q « QU {xU SU pair / }
40y 0 « O\{x}
41 O < 6\({y}
42] |O© « O\ SU pair /

43: else
44 Q2 « QU ({x}
45 Q< Quiy}
46

“return Q
47: end function

Algorithm 2: Algorithm for modelling adversarial attack

Inputs: SU pair coalition list (CoA)
Output: SU pair coalition list after adversarial attack (CoA)

AW N =

/*Phase 1: Initiating the adversaries in the same way as the SU
pairs*/

/*Phase 2: Attack strategy*/

6 if Smart Strategy: then

7 Communicate the potential target list to other adversaries

through adversaries’ dedicated CCC.

8 Attack a SU pair from the potential target list.

9 Broadcast the attacked target to other adversaries through CCC
such that the other adversaries may remove the already

attacked SU pairs from their attack list.

5}

10 else
11 4. Attack a SU pair from the potential target list without
updating the other adversaries.

12 Return the updated coalition list (CoA)
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4.3. Adversarial attack model

The adversaries in our case are individual SUs, which are capable
of transmitting Additive White Gaussian Noise (AWGN) and in turn
disrupting the transmission of one SU pair at a time. The adversaries
become successful if they are able to block or jam any SU pair’s
communication, or in other words, forcing the legitimate SU pairs to
adopt a different strategy to keep going on with their transmission.
Following the concept of Euclidean geometry, we have calculated the
distance between an adversary and any one of the SU pairs. If the power
radius of the said adversary overlays (partially or fully) that of the said
SU pair, then it is safe to assume that the adversary should be able to
block channel used by the SU pair. In Algorithm 2, we show how the
adversaries can effectively hamper the stable communication between
SU pairs. We propose two types of attack strategies, where adversaries
can act either smartly or naively rendering to different destructive
effect on the proposed framework. In order to ensure that the legitimate
SU pairs, especially considering the dynamic and unpredictable nature
of adversarial attacks, we make stability checks to confirm the SU pairs’
decisions to change their coalitions is optimal and stable. As mentioned
in Algo. 1, we perform stability checks after an SU pair leaves its current
coalition and, say, decides to join another coalition.

4.4. Preliminary experiments through simulation

We conduct preliminary experiments through simulation to orches-
trate the emulation experimental framework. The simulation for the
multi-channel, multi-SU-pair and multi-adversary game has been per-
formed under geographical boundary conditions. Since the objective of
this paper is to investigate the coalition formation among multiple SU
pairs, we set the values of the parameters which reflect the properties of
an SU pair as a whole, such as channel gain and interference between
two SU pairs. Hence we keep the trivial properties like distance and
the antenna gain between the transmitter and receiver of individual
SU pairs to unity. There are 50 SU pairs along with 10 PUs in the
system. Each of the PUs use their own designated channel. SU pair
knowledge of PU activity is according to the Q values. We have used
the following parameters for our simulation runs: Bandwidth W =
10 MHz; node deployment area = 100 m?; transmit power for each
node is randomly initialized to a value in (0,1) Watts; and N, = —110
dBm/Hz. The communication range of each node is set proportional to
its transmit power, based on actual IEEE 802.11 g WiFi standard [37].
In our simulations, utility is the total spectral efficiency in bits/sec/Hz
of the stable coalition set that we get and it is plotted against various
channel and adversary counts (in Fig. 3). We assume a unity channel
gain, i.e., h;; =1 for all transmitters i = 1..100 and receivers j = 1..100.
We study how the average utilities of the coalitions vary when we
introduce more adversaries into the system keeping the number of SU
pairs and channels constant. For each experiment, we run 10 times and
then average them out.

4.4.1. Procedure

We write the simulation setup in Python 3.10 and run it on a general
purpose computer system. Since the main component of our simulation
consists of SUs, we take extra care in modeling their game according
to the Cognisseum framework, as detailed earlier in this section. We
implement the coalition formation algorithm in Algorithm 1 and rein-
force the stability criteria of the coalitions. Finally, we introduce the
adversarial component into our simulation and implement both the
naive and smart attack strategies by the adversaries. In this process,
we vary the Q value and the number of adversaries and channels.

In the following sections, we discuss in detail the insights that we
gain after running our simulations.
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4.4.2. Impact of increasing channel count on utility

In Fig. 3(a), we show the general increase in utility (in bps/Hz)
in each of the coalitions after adversarial attack with respect to the
channel count for both smart and naive channel allocation schemes.
Here, for various Q values, we have demonstrated the general trend in
the increase of the coalitional utility with increasing channel counts.
The total number of adversaries is kept constant at 35. For the case
when SU pairs have perfect knowledge of PU activity, i.e., O = 1,
we see that the utility increases with increasing channel count, but
for extremely high channel counts (over 200), the utility saturates and
tends to 1 bps/Hz. (For clarity, in Fig. 3, we mention here that the
plotted utility values are reported directly without normalization). In
the smart channel allocation scheme, when Q is increased from 0.5
to 1, we observe an overall increase in the utility across the range.
This behavior is expected because if the SU pairs can predict the
PU activities with a higher confidence, their coalitional sum-rate will

improve. This set of simulations (in solid lines) show that the aggregate
utility of the CRN increases with increasing channel count and then
it saturates when the channel counts become large. As we increase
the number of channels, we observe that the total utility of the 25
coalitions increases by 160%, on average. This happens because, when
under attack, the SU pairs have more leeway to switch to other channels
and continue with their communication. In the same plot, we have also
shown naive channel allocation scheme using dashed lines that follow
the same color scheme as the smart ones. Here, we observe similar
pattern with respect to increase in the number of channels as well as the
variation in the Q values, however, the utility attained is much lower
than that of the smart scheme. This comparison shows that the smart
scheme indeed yields a better utility, specifically by about 34.5% than
the naive scheme.
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4.4.3. Impact of increasing adversary count on utility for the smart channel
allocation scheme

In Fig. 3(b), we show the general decrease in utility (in bps/Hz) in
each of the SU coalitions after adversarial attack, with respect to the
adversary count. Here, for various Q values, we have demonstrated the
general trend in the decrease of the coalitional utility with increasing
adversary count. The total number of channels is constant at 35. When
Q is increased from 0.5 to 1, we observe an overall increase in the
utility across the range, due to reasons explained before. This set
of simulations show that the aggregate utility of the CRN decreases
with increasing adversary count. We infer that the total utility for 25
coalitions decreases with increasing number of adversaries from 20 to
80. As we increase the number of adversaries, we calculate the total
utility of the 25 coalitions decreases by about 200%. It is evident that
when the number of adversaries deployed becomes large enough, they
can render the entire system of CRN useless.

4.4.4. Marginal utility calculation for the smart channel allocation scheme

Now, we focus on the aspect of marginal utility calculation. In
Fig. 4(a), we show the marginal benefit in utility per additional chan-
nel. In order to calculate this, we consider the percentage improvement
in utility per additional channel. For example, when the number of
channels is increased from 20 to 50 (in Fig. 3(a)), we calculate the
percentage increase in the utility. Then, we divide this percentage
increase by the increase in channel count, i.e., 50 — 20 = 30, in this
case. This gives us marginal utility per additional channel. For every O
value, we plot these marginal benefits per additional channel as shown
in the figure. We notice that for channel count increment till 50, for
every Q value, the marginal benefit is the biggest, so much so to make
other benefits negligible. This has been captured in this figure with by
switching the y-axis to logarithmic scale. From this figure we conclude
that only when the channel count is initially increased from 20 to 50,
we see the highest marginal benefit compared to the rest of increment
sets.

In Fig. 4(b), we show the marginal loss in utility per additional
adversary. In order to calculate this, we consider the percentage de-
terioration in utility for a set amount of increment in adversary count.
For example, when the number of adversaries is increased from 20 to
30 (in Fig. 3(b)), we calculate the corresponding percentage decrement
in utility. Then, we divide this percentage decrement amount by the
increment in adversary count, i.e., 30 — 20 = 10, in this case. This
gives us additional loss in terms of utility that we suffer per additional
adversary. For every Q value, we plot these marginal losses for adver-
sary increments as shown in this figure (y-axis in logarithmic scale).
We notice that for every Q value, we see progressively worse marginal
benefit or higher marginal loss when adversaries are added.

A key issue is the amount of advantage possible with more knowl-
edge of PU activity. In Fig. 5(a), we show the marginal benefit in utility
with higher Q value, shown with the black scatter plot. In order to
calculate this, we consider the percentage improvement in utility from
0 =0.5 to O = 1. For example, when the Q value is increased from 0.5
to 1 for 100 channels (in Fig. 3(a)), we calculate percentage increase
in utility. Then, we divide this percentage increase in utility by the
increase in Q values, i.e., 1 — 0.5 = 0.5. This gives us the marginal
benefit in terms of utility that we get with higher O value. For every
channel count we plot these marginal benefits for Q value increment.
We notice that for channel count range from 20 to 1000, the marginal
benefit increases and then drops down. The highest marginal benefit
is observed for 40 channels. Comparing this to Fig. 4(a), for the case
0O = 0.5, we see the marginal benefits while increasing channel count
from 20 to 50 is much less than that seen while increasing the Q values.
Not only that, the marginal benefit for 0 = 0.5 across the range of
channel increments (denoted by the dotted red line in the inner plot,
with y-axis in logarithmic scale) is lower than that offered by increasing
the Q values (denoted by the dotted black line in the inner plot). This
enables us to conclude that investing in techniques to improve the SU
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pair knowledge probability about PU activity in the CRN offers more
fruitful outcomes in terms of improving the utility of the coalitions, as
compared to investing in increasing the channel count.

In Fig. 5(b), we show the marginal benefit in utility with higher O
value as adversary count varies. In order to calculate this, we consider
the percentage increase in utility as Q increases frpm 0.5 to 1. For
example, when the Q value is increased from 0.5 to 1 for 30 adversaries
(in Fig. 3(b)), we calculate the percentage increase in utility. Then, we
divide this percentage increase by the overall increase in Q, i.e., 1-0.5 =
0.5. This gives us additional benefit in terms of utility that we get per
increase in Q. For every adversary count we plot these marginal benefit
of knowing more about the PU activity. We notice that for adversary
count range from 20 to 80, increasing Q from 0.5 to 1, the marginal
benefit increases and then drops down. The highest marginal benefit is
observed when there are about 30 adversaries in the system.

Observation 1. With increasing number of channels, the Cognisseum
framework enables better channel utility (see Fig. 3(a)). Also, with decreas-
ing knowledge of PU activities among the SU pairs while increasing channel
count, coalitional utility takes a hit (see Fig. 4(a)).

Observation 2. With increasing number of adversaries, the Cognisseum
framework suffers worse channel utility (see Fig. 3(b)). But, with increasing
knowledge of PU activities among the SU pairs while increasing adversary
count, coalitional utility actually improves (see Fig. 5(b)).

Observation 3. The marginal benefit of increasing the knowledge of the
SU pairs about PU activities in the CRN proves to be more when compared
to that of just increasing the channel count (see Fig. 5(a)).

Observation 4. The marginal loss incurred by increasing the adversary
count deteriorates the overall R of the CRN (see Fig. 4(b)).

4.4.5. Smart vs. naive attack strategies by the adversaries

The adversaries can choose to be smart or naive. If they act smart,
they should be communicating among themselves through their dedi-
cated CCC and broadcast their SU communication blocking information
to others. The potential targets for an adversary are decided by its
power radius. Any of the SU pairs falling under that power radius
could be chosen by the adversary to block. Now, based on the random
geographical position in which all the SU pairs and adversaries are
deployed, it could so happen that another adversary might have the
same SU pair in its potential blocking list as the previous one. If both
of them end up blocking the same one, then they will be wasting
their resources and their payoffs as the whole adversarial group will
drop. Hence, a smart adversary should always choose an SU pair and
communicate its choice to other adversaries (over dedicated CCC),
so that they can concentrate on blocking others. In this way, the
adversaries as a coalition will be able to wreck a bigger havoc.

On the other hand, adversaries working na‘ively without commu-
nication will not be able to do as much damage as compared to them
working smartly. In Fig. 6, we have compared the normalized utilities
of all the 25 formed coalitions with respect to the na‘ive approach (by
taking the utility difference of the two approaches and dividing that
with the utility of the na‘ive approach). In this figure, for various P
values, we have plotted the coalitional utility normalized with respect
to the na’ive attackers. With increasing P values, the normalized utility
increases following an exponential curve, denoted by the dotted fit line
in the graph. The goodness of fit for this curve is 0.9808. Hence, we
conclude that with increasing knowledge of PU activities, smart attack
strategy by the adversaries is able to deal exponentially more damage
on the CRN.
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4.5. Key takeaways and significance of the presented simulation results:

To summarize the key takeaways, we can say that the utility of SU
pair coalitions in Cognisseum increases with the number of channels
until it reaches a saturation point, and decreases as the number of
adversaries increases. Also, enhanced knowledge of PU activity (higher
Q value) significantly boosts utility, with the greatest marginal benefits
observed around 40 channels. Adversaries can either act smartly by
coordinating to block different SU pairs or naively without communica-
tion. Smart adversaries, using their dedicated communication channel,
inflict exponentially more damage than their naive counterparts and
this is reflected in the exponential increase in normalized utility with
greater adversary knowledge, showing a high goodness of fit of 0.9808.

5. Cognisseum: Hardware emulations on Colosseum

In this section, we discuss how we setup our CRN experiments on
the emulation platform Colosseum. We implement the multi-SU-pair
multi-attacker CRN concept on Colosseum [11], a large-scale wireless
emulator.

5.1. Colosseum wireless emulator

The Colosseum emulator was originally developed to support
DARPA’s Collaborative Spectrum Challenge [38] and is now a part
of the NSF Platform for Advanced Wireless Research (PAWR) [39]
program. A detailed description of the Colosseum architecture has been
given in [40]. Here, we will discuss some of the important features for
the ease of understanding the rest of the discussion.

From a birds-eye view, Colosseum consists of 128 Standard Radio
Nodes (SRNs), a Massive Channel Emulator (MCHEM), a Radio Fre-
quency (RF) server, and a management infrastructure. Users can control
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the SRNs remotely to conduct experiments. Each SRN is a combination
of 48-core Intel Xeon server, an NVIDIA Tesla GPU and Ettus USRP
X310, operating between 10 MHz and 6 GHz. In Fig. 7, we have shown
three blocks: the RF front end, MCHEM, and RF Scenario. The SRNs are
part of the RF front end. For our experimentation, we utilize SRNs in
multiples of 2 (in accordance with our assumptions stated before). We
use two SRNs (a transmitter and a receiver) to create an SU pair. Each
of the two SRNs consists of an individual USRP device.

Colosseum has four Internet-facing interactive components as fol-
lows [41]:

(1) SSH Gateway: The gateway address is: ‘192.10.14.202’, which
acts as the door for the user to access all of Colosseum’s re-
sources.

(2) User website: ‘https://experiments.colosseum.net’: Used for set-
ting up Colosseum resource reservations.

(3) File-Proxy server: From the gateway, users can access their Colos-
seum network storage, including image directory. If a custom
SRN image needs to used, it should be uploaded using File-Proxy
server.

(4) SRNs: These are the actual USRP X310 radio devices which
can be allocated to users during their reservations with specific
pre-loaded Linux container.

Wireless channel emulation is done by the MCHEM. It contains its
own set of 128 USRPs, connected in a one-to-one fashion with those in
the RF front end. Apart from the USRPs, MCHEM also contains Field
Programmable Gate Array (FPGA) modules which process the digital
signals generated by the RF front end. During an RF transmission, the
signals generated by the USRPs in the front end get transmitted to the
corresponding USRPs in the MCHEM that convert the RF signals to
baseband. Finite Impulse Response (FIR) filters on the FPGAs process
the signals. The Channel Impulse Response (CIR) between any two
SRNs is captured using the 512 FIR filter taps. These channel taps are
then applied to signal x through a convolution operation. The effects of
the wireless channels are made possible by the scenarios that include
path loss and fading. The RF scenario server maintains a catalog of all
Colosseum RF scenarios and feeds their channel taps to the channel
emulator at run time.

5.2. Hardware-based emulation in Colosseum

We build up on the software-based approach during emulation on
Colosseum. Here, we work with a limited set size of coalitions already
formed and assumed to have allocated channels. We achieve this by
reserving individual Software-defined Radio Nodes (SRNs) and group-
ing them in a pairwise basis - a transmitter and a receiver. Coalitions
are represented by grouping such pairwise transceivers. The channel
conditions of the SRNs are based on [42] and we do not modify them. In
order to signify a pair utilizing a sub-channel, we use a channel that has
the least amount of permissible pathloss (0 dB pathloss) in Colosseum.
In order to signify a coalition having to share its resources (channel(s))
after getting merged with another coalition, we use a channel with
higher pathloss. During the experiments on Colosseum, although the
radios have a transmit power, we do not consider the power radii of
the radios as in the simulation, because we assume the coalitions to be
already formed. We start with a predetermined coalition structure and
see how the overall network throughput varies for various changes that
we make to the coalition structure after introducing the adversaries.
As mentioned above, a good channel is one with 0 dB pathloss and
increasing the pathloss of a channel makes it progressively worse,
making it suitable to use for sub-optimal cases like a coalition having
to share its resources.

In the simulation setting, we consider the legitimate SU pairs and
adversaries are using different channels and forming coalitions and, at
the same time, being attacked by the adversaries. The adversaries, as
well, may opt to use a smart or naive approach as discussed earlier.
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5.3. Setting up experimental parameters

Fig. 8 shows the high-level picture of our emulation setup to experi-
ment with the concept of SU coalitions under attack(s) from adversaries
(PU presence is assumed but not emulated as our experiments deal with
SUs). We start our experiment with a total of six SRNs acting as three
SU pairs. Initially, we have two coalitions (see Fig. 8(a)). Nodes A and
B communicate with each other over a single channel and they form
a single coalition. On the other hand, user pairs C-D and E-F form a
bigger coalition; each link gets one channel each. For 300 s, we let this
setup continue communicating among themselves. We measure the data
rates of individual links and compute the sum rate of all the links for
300 s.

For the hardware emulation, we have chosen ‘Test Scenario All
Paths 0 dB (1009)’ [43] to emulate a perfect channel, as provided
by Colosseum and then, for attack emulation, we made the channel
progressively worse by using channels with more pathloss. In our setup,
initially, all SU pairs use 0 dB path loss channels (using the 0 dB path
loss scenario on Colosseum) and we have three channels in total. We
use network performance measurement tool iPerf3 to generate TCP
traffic between the transmitters and receivers of the SU pairs. In each
of the SU pairs, one acts as the iperf server while the other acts as the
iperf client. At 300th second, the adversary joins the network. Unlike
the legitimate SU pairs, the adversaries do not work in pairs, rather,
they are equipped with a transmitter blasting away AWGN in a specific
channel, rendering it useless.

5.4. Emulation results

In this section, we discuss and analyze the results that we get from
the emulation part of our Cognisseum framework. Fig. 8(b) illustrates
an adversary with a red cross. The adversarial node decides to block
channel 2, which is being used by the SU pair C-D. After being attacked,
the SU pair C-D has two options: either join the coalition containing A—
B or be singleton. For our experimental setup, we have programmed the
pair C-D to join A-B. Fig. 8(c) shows the coalition set after C-D joins
A-B. Here, A-B and C-D pairs communicate over the same channel and
the E-F pair has its own channel. The channel originally used by C-D
is now blocked by the adversary. After the coalition switch by C-D,
the SU pairs keep communicating for another 300 s. To emulate two

10

links communicating over the same channel, we have chosen a different
scenario ID in Colosseum that emulates a channel with 20 dB path-
loss. Hence, we use 20 dB path-loss channel for the bigger coalition
consisting of the A-B and C-D pairs and the smaller coalition consisting
of the E-F pair continues to use a 0 dB path-loss channel.

TCP throughput of the coalition set degrades significantly after the
attacker joins. As shown in Fig. 9(a), the dashed black line signifies
the sum rate before the adversary attacks the channel used by pair C—-
D (before the 300 s mark). The dashed red line signifies the sum rate
after the attack (after the 300 s mark). The solid black line denotes the
overall average sum rate of all the three pairs in the whole duration of
600 s. We have set the iPerf3 software to record the individual link
rate (in Mbits/sec) in intervals of 0.1 s. We have chosen a small interval
to better understand how the linkwise rate varies in a sub-second
interval when the experiment runs for a long time. Then, we analyze the
results after a 10-minute run on Colosseum. During analysis, we take
the average of 10 s intervals and plot the results for a total of 600 s.
Sum rate of each of the 10-second interval is marked by the individual
spikes in the line plot. The final plots are made after averaging several
600-second runs on Colosseum.

Now, we study how the sum rate of the coalition set varies after the
link C-D switches coalition. Fig. 9(b) shows the overall sum rate of all
the three SU pair after the C-D pair has switched coalition. The data has
been collected in the same way as in Fig. 9(b). Here, the solid black line
indicates overall sum rate of three SU pairs. Comparing the two figures,
we see the overall sum-rate is indeed higher after the SU pair C-D has
switched coalition, when compared to that before the switch (marked
by the dashed red line in Fig. 9(a)).

We also look into the number of retransmitted packets using
iPerf3. Fig. 9(c) is about the average number of retransmitted data
packets in the TCP protocol used in the iPerf3 software. Before
adversary attack (till the 300 s mark), the average number of re-
transmissions before the coalition switch is (blue line) shows a lower
number. After the adversary attacks the bigger coalition, the total
number of retransmissions shoots up, signifying the channel between
pair C-D getting blocked. Once the switch is made the plot showing
the total retransmissions in orange is overall lower.

Observation 5. The overall study presented in the emulation corroborates
the fact that the adversary can be a deterrent in the ongoing communication
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among legitimate SU pairs in a CRN. Due to the limited number of channel
resources present in a coalition, when an additional SU pair joins and starts
utilizing the resource of the coalition after being attacked by the adversary,
the SU pair is able to attain a higher link capacity and the sum rate of the
coalitions improve when compared to that before the SU pair switches to the
new coalition (See Figs. 9(a) and 9(b)).

5.5. Key takeaways and significance of the presented emulation results:

The key takeaways and significance of the aforementioned analyses
on Colosseum emulator reveal that the sum rate of SU pairs is signif-
icantly impacted by coalition dynamics and adversary actions. Before
the adversary attack, the sum rate is stable, but it sharply declines after
the attack on the C-D channel. However, once the C-D pair switches
coalitions, the overall sum rate improves. Additionally, the number of
retransmitted packets increases dramatically post-attack, highlighting
the disruption caused by the adversary. After switching coalitions,
retransmissions decrease, underscoring the effectiveness of coalition
restructuring in mitigating adversarial interference. This demonstrates
the potential for strategic coalition adjustments to enhance network
resilience against attacks.

6. Summary

In this paper, we have devised two distinct approaches as part of
Cognisseum: software simulation and hardware-based emulation using
the large scale wireless channel emulator called Colosseum.

In the simulation, we showed how SU pairs in an ad-hoc CRN
can create coalitions autonomously in the absence of base stations to
increase their payoffs. We presented an intelligent coalition formation
algorithm and formulated the payoff function for the calculation of the
utilities of the SU pairs in terms of throughput/sum rate. We have
devised a coalition formation algorithm which can be used by SUs
in the CRN to find potential partners for coalition formation. Using
these potential coalitions, we have come up with the final coalition
model. We also introduced adversaries in the proposed framework
and modeled an algorithm for adversarial attack against the legitimate
SUs. Next, we presented the data which shows percentage decrease in
the average utilities with varying number of adversaries, keeping the
number of SUs and channels constant. Then, we showed the increase
in coalition utility with increasing number of channels, keeping the
number of SUs and number of adversaries as constant along with the
difference in coalition utilities for smart and naive adversarial attack
strategies. In the future, we plan to extend this work by comparing our
coalition formation and adversarial attack algorithms with the state of
the art. Besides, we will also investigate fairness in terms of data rate
distribution among the SU pairs.

In the emulation part, we have shown a novel approach towards
the calculation of coalitional sum rate before and after adversarial
attack using our proposed coalition structure. We have used a variety
of channel scenarios to emulate the SU pairs being singleton or part of a
coalition. We even modeled a hardware-based adversary and discussed
how that hampers communication within a coalition and showed ways
by which an SU pair can protect itself by switching coalitions. We have
also provided insight into the iPerf3 software that we have used to
record network activity and provided details on packet retransmissions
in the TCP framework.

Overall, we believe that this piece of work is the first of its kind to
merge a software based simulation solution with the Colosseum plat-
form that models a CRN along with adversarial presence. We envision
that this research will serve as a benchmark in the future endeavour
of implementing a functioning and complex CRN using Colosseum.
Moreover, considering various environment factors within the system
modeling and extending it for more number of nodes in Colosseum are
our potential future directions.
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