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Abstract. A learned Bloom filter (LBF) combines a classical Bloom 
filter (CBF) with a learning model to reduce the amount of memory 
needed to represent a given set while achieving a target false positive rate 
(FPR). Provable security against adaptive adversaries that advertently 
attempt to increase FPR has been studied for CBFs, but not for LBFs. In 
this paper, we close this gap and show how to achieve adaptive security 
for LBFs. In particular, we define several adaptive security notions cap-
turing varying degrees of adversarial control, including full and partial 
adaptivity, in addition to LBF extensions of existing adversarial models 
for CBFs, including the Always-Bet and Bet-or-Pass notions. We pro-
pose two secure LBF constructions, PRP-LBF and Cuckoo-LBF, and
formally prove their security under these models assuming the existence
of one-way functions. Based on our analysis and use case evaluations,
our constructions achieve strong security guarantees while maintaining
competitive FPR and memory overhead.

1 Introduction 

Bloom filters are probabilistic data structures that allow building a succinct 
representation of a data set while offering approximate membership queries, i.e.,
whether an element . x is in a set . S. Bloom filters have one-sided error guarantees:
if .x ∈ S the filter always returns yes (i.e., no false negatives), but if .x /∈ S,  the  
filter may return yes, instead of no, with some probability resulting in a false 
positive. Bloom filters greatly improve space efficiency; instead of storing the 
full set, this set is encoded in a m uch shorter bit string using a family of hash
functions to map each item into a few bits (set to 1) in this string [3]. 

Learned Bloom filters (LBFs) have been introduced to improve upon con-
ventional, or classical Bloom filters (CBFs) [14]. In particular, and as sho wn in
Fig. 1, an LBF combines a learning model with a CBF to obtain a lower false 
positive rate (FPR) than CBFs under the same memory budget. The learning
model acts as an initial filter, providing a probabilistic estimate on whether
.x ∈ S, while a smaller CBF serves as a backup to prev ent any false negatives.

Bloom filters are used in various practical applications, including Linux net-
work drivers, network proto cols, deep packet scanners, peer-to-peer networking,
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and caching [3,28]. Many well-known systems, such as Apache Hadoop, Apache 
HBase, Google BigTable, Google LevelDB, and Meta RocksDB, use Bloom fil-
ters as part of their implementations. As LBFs provide the same one-sided error 
guarantees as CBFs, the applications of LBFs and CBFs are identical. Recently,
Roblox used LBFs to achieve 25% cost savings in their production workloads for
Spark join queries [16]. 

Fig. 1. Conventional LBF architecture—a backup CBF only checks values that are 
identified as (highly probably) negative by the learning model.

In such critical infrastructures, adversaries may attempt to craft false posi-
tives, causing the Bloom filter to deviate from its expected behavior [10], thereby 
disrupting system operation. For example, as discussed in [20], in a Bloom filter-
based spam email whitelist (that stores addresses of known senders), crafting 
false positives allows spam emails to pass as benign emails. Similarly, in web 
caches, a Bloom filter can be used to represent the web pages in the cache; a 
false positive causes an unsuccessful cache access, which degrades performance
and may eventually cause a denial of service attack. Another case is related to
databases [29], including Meta’s RocksDB and Google’s LevelDB; crafting false 
positives in the Bloom filters of RocksDB (respectively LevelDB) can degrade 
the performance of query lookups by up to 8x (respectively 2x).

These cases attest to the importance of studying provable security for Bloom 
filters against adaptive adversaries. This has been done for CBFs, including
studying practical attacks [10], and formalizing notions for adaptive security 
alongside showing new CBF constructions that realize these notions [20,21]. 
However, to the best of our knowledge, no such notions/provably-secure con-
structions exist for LBFs. Indeed, as an LBF contains a backup CBF, it inherits 
all the adversarial vulnerabilities of CBFs. However, securing the backup CBF 
does not imply that the LBF employing this CBF is secure, as LBFs have dif-
ferent designs. That is, having a learning model allows adversaries to craft false
positives in new ways [23]. Examples include mutating an existing false positive 
or modifying certain features (relevant to the learning model) of a true negative 
input to convert it into a false positive. Nonetheless, the work [23]  only  demon-
strated such attacks while leaving provable adaptive security of LBFs as an open
problem.

1.1 Contributions 

In this paper, we close this gap and initiate a formal study on the security of LBFs 
against adaptive adversaries. In particular, we make the following contributions.
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New Notions for Adaptive Security. We define several new security notions 
for LBFs that capture a spectrum of adversarial capabilities. These include fully-
adaptive adversaries who choose all queries, partially-adaptive adversaries who 
choose a fraction of queries, bet-or-pass adversaries who can selectively choose to 
output a guess in the security game, and always-bet adversaries who always out-
put a guess (the latter two are inspired by similar models defined for CBFs [21]). 
These models provide fine-grained understanding of the attack surface against 
LBFs and several security-efficiency tradeoffs. Moreover, we explore the relation-
ships between these various notions, proving which security notions imply which. 
We b elieve that our notions contribute to establishing a foundation for analyzing
learning-augmented data structures in adversarial settings.

Constructions. We propose two constructions for LBFs: PRP-LBF and 
Cuckoo-LBF. Our constructions extend a prior LBF variant called Partitioned
LBFs [30] by introducing cryptographic hardness through pseudorandom per-
mutations (PRPs) and pseudorandom functions (PRFs). Assuming one-way 
functions exist, we show that PRP-LBF achieves security under the fully-
adaptive and partially-adaptive adversarial models. We also show (assuming 
one-way functions) that Cuckoo-LBF satisfies the bet-or-pass security notion
(the extended notion for LBFs). Bet-or-pass is one of the strongest adver-
saries considered by prior work [15,21] for CBFs. Our constructions require only
.O n log 1

ε + λ additional bits of memory, where . n is the cardinality of the set 
represented by the filter, . ε is the desired FPR, and . λ is the security parameter.

Performance Evaluation. We analyze FPR of our constructions in both adver-
sarial and non-adversarial settings. Our results show that LBFs can provide lower 
FPR than CBFs in realistic workloads using the same memory budget. They also 
show that our LBF constructions achieve better FPR-memory tradeoffs than 
prior CBF constructions while maintaining strong security guarantees. These
results demonstrate that adversarial resilience can be supported for LBFs with
minimal performance overhead.

1.2 Related Work 

Security of Classical Bloom Filters. Gerbet et al. [10] demonstrate practical 
attacks on CBFs in the context of web crawlers and spam email filtering, and 
propose combining universal hash functions w ith message authentication codes
to mitigate a subset of these attacks. Naor et al. [20] define an adversarial model 
for CBFs and show that for computationally bounded adversaries, non-trivial 
adversary resilient CBFs exist if and only if one-way functions exist, and that for
computationally unbounded adversaries there exists a CBF that is secure when
the adversary makes . t queries while using only .O(n log 1

ε + t) bits of memory .
Clayton et al. [4] and Filic et al. [8] present stronger adversarial mo dels

than [20], giving the adversary the capability of performing insertions and access-
ing the internal CBF state, and they show secure CBF constructions realizing
these models. Naor and Oved [21] introduce a comprehensive study of CBF secu-
rity and define several robustness notions in a generalized adversarial model.
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Concretely, [21] calls the notion of [20]  as  Always-Bet (AB) test since the adver-
sary must output a guess. Then, it introduces a new, strictly stronger, security 
notion called the Bet-Or-Pass (BP) test, g iving the adversary the option to pass
without outputting a guess. Lotan and Naor [15] provide further results related 
to relationships between the security notions of [21]. 

Security of Learned Bloom Filters. LBFs were first introduced by Krask a et
al. [14] who showed that LBFs can offer better FPR vs. memory t radeoffs than
CBFs. Mitzenmacher [18] provides the first rigorous mathematical model for 
LBFs, focusing on analyzing performance in terms of memory size and FPR, and 
introduces an LBF variant called Sandwiched LBF. Vaidia et al. [30] introduce 
another LBF variant, called partitioned LBFs (PLBFs). PLBFs use a learning
model to partition the set . S into .p ∈ N partitions and use a separate backup 
CBF for each of the . p partitions. PLBFs reduce the FPR for specific partitions 
compared to original LBF s that employ only one backup CBF.

All these works only examine performance, but not security. We are only 
aware of one prior work that studied LBFs in adversarial settings: Reviriego et
al. [23] demonstrate practical attacks on LBFs, which, as mentioned earlier, rely 
on exploiting the learning model to craft false positives in new ways. In response, 
they propose two potential mitigations: the first relies on switching back to a
CBF once an attack is detected, while the second adds a second backup CBF.
However, Reviriego et al. [23] do not provide provable security guarantees for 
the suggested mitigations, or even empirical evaluations of their effectiveness, 
and leave pro vable security of LBFs as an open problem.

1.3 Future Directions 

Our work offers important foundational steps towards understanding provable 
security of LBFs. Here, w e list some natural directions for future work.

Unsteady Setting. We provide secure constructions for LBFs in which the 
query algorithm does not modify the internal representation of the LBF. Naor
and Yogev [20]  call  this  the  steady setting, and show secure CBF constructions 
for the unsteady setting where the query algorithm changes the internal filter 
representation after each query. An interesting direction is to build LBF con-
structions and prove their adaptive security in the unsteady setting.

Dynamic Bloom Filters. As opposed to static Bloom filters, which do not
modify the input set . S after construction, dynamic Bloom filters allow insertions 
of new elements .S = {x} ∪ S after construction. Note that to maintain their 
one-sided error guarantees, even dynamic Bloom filters do not allow deletions.
Similar to prior work [15,20,21] that consider static CBFs, our work focuses on 
static LBFs. Clayton et al. [4] and Filic et al. [8] show provably-secure security 
constructions for dynamic CBFs. As such, another interesting direction to explore 
is formulating adaptive security and building secure constructions for dynamic
LBFs under an adversarial model that admits insertions.
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Computationally Unbounded Adversaries. Our constructions are secure 
against polynomial-time adversaries. Another interesting avenue for future 
research is showing LBF constructions that r ealize our security notions while
assuming computationally unbounded adversaries.

2 Preliminaries 

In this section, we review CBFs and their adversarial models from [20,21], which 
form the basis for the adversarial models we define for LBFs.

Notation. For a s et . S, .|S| denotes the size of . S,  and .x ←$ S denotes that . x is 
sampled uniformly at random from . S.  F  or .n ∈ N, .[n] denotes .{1, · · · , n}.  Bloom  
filters can store elements from a finite domain . D,  so  we have .S ⊆ D. Lastly , . λ
denotes the security parameter, .negl(λ) denotes a function negligible in . λ,  a  nd
.PPT denotes probabilistic polynomial time.

CBF Modeling. We adopt the CBF model from [20] while considering the 
steady setting in which the query algorithm do es not change the filter represen-
tation.

Definition 1. A Bloom filter .B = (B1,B2) is a pair of polynomial t ime algo-
rithms. .B1 is a randomized construction algorithm that tak es as input a set
.S ⊆ D of size . n, and outputs a representation . M . .B2 is a deterministic query 
algorithm that takes as input an element .x ∈ D and a representation . M , and out-
puts 1 indicating that .x ∈ S, and 0 otherwise. We say that . B is an .(n, ε)-Bloom 
filter if for all sets .S ⊆ D of cardinalit y . n, the follo wing hold:

1. Completeness: . ∀x ∈ S : Pr[B2(B1(S), x) = 1] = 1
2. Soundness: . ∀x /∈ S : Pr[B2(B1(S), x) = 1] ≤ ε

where the probabilities are taken over the random coins of .B1. 

A standard CBF is implemented as a string .str of length .nb ∈ N bits indexed 
ove r .[nb],  along  with .nh ∈ N hash functions . hi,  for .i ∈ [nh], from a unive rsal
hash family .H used for element mapping. That is, each .hi maps an element from
.D to an index value within .[nb],  s  o .hi : D [nb]. Then, for each element .x ∈ S, 
for .i ∈ [nh], the bit at index .hi(x) of .str is set t o . 1 (if it is already set to 1, 
it stays 1). For a queried element . x, a CBF returns 1 if all bits within .str at 
indices corresponding to .hi(x) are set to . 1, otherwise, the CBF returns 0.

Always-Bet Security. Naor et al. [20,21] introduced the Always-Bet security 
game for CBFs, denoted as ABGame, in which an adversary who has oracle access 
to the CBF aims to find a false positive. It i s denoted as always-bet since the
adversary is required to output a guess .x∗ at the end of the game that will be 
tested whether it is a false positive (i.e., always bets that .x∗ is a false positive). 
In detail, for an adversary .A = (A1,A2), .A1 chooses a set .S ⊆ D for whic h . B1

will compute a representation . M ,  and .A2 gets . S as input and attempts to find a
false positive .x∗ that was not queried before, given only oracle access .B2(M, ·).



176 G. Almashaqbeh et al.

ABGame(.A, t, λ): 

1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S). 
3. .x∗ ← AB2(M,·)

2 (1λ, S) where .A2 can make at most . t queries t o .B2(M, ·)—in 
this and other games, we denote the adversarial queries as .{x1, . . . , xt}. 

4. If .x∗ /∈ S ∪ {x1, · · · , xt} and .B2(M,x∗) = 1,  retu  rn . 1. Otherwise, return . 0. 

We use the following security notion for all security games discussed in this 
paper ( except for BPGame, which we discuss next).

Definition 2. A Bloom filter .B is .(n, t, ε)-secure under a security game . Game
if for for all large enough .λ ∈ N,  a  ll .PPT adversaries . A,  and  all  sets .S ⊆ D of 
cardinalit y . n, it holds that .Pr[Game(A, t, λ) = 1] ≤ ε, where the probability is 
taken over the random coins of .B and . A. 

Bet-or-Pass Security. Naor and Oved [21] introduce a security game stronger 
than ABGame called Bet-or-Pass, or BPGame. Here, .A can either output .x∗ or 
pass, so it is not always betting on the output of the game to be a false positive.
BPGame also defines . A’s profit .CA, rewarding . A if .x∗ is a false positive , penalizing
. A if .x∗ is not a false positive, and leaving .CA unchanged if . A chooses to p ass.

BPGame(.A, t, λ): 

1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S). 
3. .(b, x∗) ← AB2(M,·)

2 (1λ, S) where .A2 can  make  at most . t queries, .{x1, . . . , xt}, 
to .B2(M, ·). 

4. Return . A’s profit, .CA, which is defined as

. CA =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

0, if b = 0

ε−1,
if b = 1 and x∗ /∈ S ∪ {x1, . . . , xt}
and B2(M,x∗) = 1

−(1 − ε)−1, otherwise

The profit formulation is set in this way to ensure that an adversary that 
makes a random guess (which will be a false positive with probability . ε)  has  
an expected profit of zero [21]. .A breaks the security of the CBF if its profit is 
noticeably larger than zero. Thus, the security guarantee for BPGame is defined
as an upper bound on the expectation of the adversary’s profit.

Definition 3. A Bloom filter .B is .(n, t, ε)-secure under BPGame if for a ll large
enough .λ ∈ N,  a  ll .PPT adversaries . A,  and  all  sets .S ⊆ D of cardinalit y . n, 
there exists a negligible function .negl(·) such that .E[CA] ≤ negl(λ),  where  the  
expectation is taken over the random coins of .B and . A.
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3 Definitions and Adversarial Models for LBFs 

In this section, we first define a model for LBFs, followed by three LBF adaptive 
security notions: full adaptivity (which when slightly modified c aptures always-
bet security), partial adaptivity, and learned bet-or-pass.

3.1 LBF Definition 

We present our definitions for LBFs, which are based on the model of [18]  with  
additional formalism and adaptations to make it convenient to compare with the 
models of CBFs introduced earlier. An LBF uses a learning model t rained over
the dataset the LBF represents, such that the model determines a function . L

that models this set. In particular, on input . x, . L outputs the probability that
.x ∈ S. In what follows, we define the notion of a training dataset and a learning 
model in the context of LBFs (where .yi is a label stating whether .xi ∈ S). 

Definition 4. Let .S ⊆ D be any set represented by a Bloom filter. F or any two
sets .P ⊆ S and .N ⊆ D \ S, the training dataset is the set . T = {(xi, yi = 1) |
xi ∈ P} ∪ {(xi, yi = 0) | xi ∈ N}. 

Definition 5. For a n .L : D [0, 1] and threshold . τ ,  we  s  ay . L is an .(S, τ, εp, εn)-
learning model if for any set .S ⊆ D the following hold:

1. P-Soundness: . ∀x /∈ S : Pr[L(x) ≥ τ ] ≤ εp

2. N-Soundness: . ∀x ∈ S : Pr[L(x) < τ ] ≤ εn

where the probability is taken over the random coins of . L. 

Now, we define an LBF capturing both the classic and learning components. 
We consider the steady setting in which the query algorithm .B2 does not change 
the learned representation of the set . S (including both the set representation 
held by the backup CBF, i.e., . M ,  and .(L, τ)). 

Definition 6. An LBF .B = (B1,B2,B3,B4) is a tuple of f our polynomial-time
algorithms: .B1 is as before, .B2 is a query algorithm, .B3 is a randomized algo-
rithm that takes a set .S ⊆ D as input and outputs a training dataset . T,  a  nd
.B4 is a randomized algorithm that takes the training dataset . T as input and 
returns a learning model . L and a threshold .τ ∈ [0, 1]. The internal representa-
tion of an LBF contains two components: the classical component .M and the 
learned component (.L, τ). .B2 takes as inputs an element .x ∈ D, . M ,  an  d (.L, τ), 
and outputs 1, indicating that .x ∈ S, and 0 otherwise. We say that .B is an 
.(n, τ, ε, εp, εn)-LBF if for all sets .S ⊆ D of cardinalit y . n, it h olds that:

1. Completeness: .∀x ∈ S : Pr[B2(B1(S),B4(B3(S)), x) = 1] = 1. 
2. Filter soundness: .∀x /∈ S : Pr[B2(B1(S),B4(B3(S)), x) = 1] ≤ ε. 
3. Learning model soundness: .B4(B3(S)) is an .(S, τ, εp, εn)-learning model.
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where the probabilities are over the random coins of .B1, .B3,  and .B4. 

Standard LBFs (Fig. 1) use a learning model as a pre-filter before a CBF. 
The CBF is called a backup CBF as it is only queried on inputs . x for which 
the learning model decides that . x is not an element of the stored set . S, i.e., 
.L(x) < τ . 

3.2 Full Adaptive Security 

Full adaptivity means that .A chooses all the queries submitted t o the query
algorithm .B2, i.e., the adversary controls the entire workload. For CBFs, the full 
adaptivity game, besides the oracle access to .B2(M, ·), gives oracle access to . B1

enabling .A to obtain .M for any set . S of its choosing. Based on that, we define 
the following game capturing f ull adaptive security for CBFs.

FAGame(.A, t, λ): 

1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S). 
3. .x∗ ← AO

2 (1
λ, S),  whe  re .O = {B1(·),B2(M, ·)}. .A2 can make at most . t queries 

to .B2, and any polynomial number of queries to .B1. 
4. If .x∗ /∈ S ∪ {x1, · · · , xt} and .B2(M,x∗) = 1,  retu  rn . 1, else, return . 0. 

For LBFs, we define a similar security game, denoted LFAGame. The difference
is that . A now has oracle access to the additional algorithms in the LBF structure. 
We note that our results hold even if we let .A choose . T directly (rather than 
having the challenger invoke .B3 over the s et . S chosen by . A), as long as the 
challenger validates that this . T satisfies Definition 4. 

LFAGame(.A, t, λ): 

1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S), .T ← B3(S),  and .(L, τ) ← B4(T). 
3. .x∗ ← AO

2 (1
λ, S),  whe  re .O = {B1(·),B2(M,L, τ, ·),B3(·),B4(·)}. .A2 can make 

at most . t queries t o .B2, and any polynomial number of queries to each of .B1, 
.B3,  and .B4. 

4. If .x∗ /∈ S ∪ {x1, · · · , xt} and .B2(M,L, τ, x∗) = 1, return 1, e lse, return 0.

If we remo ve .A2’s oracle access to .B1(·), .B3(·),  and .B4(·), we obtain a notion 
for the always-bet security game, which we refer to as LABGame(.A, t, λ). 

3.3 Partial Adaptive Security 

For partial adaptivity, among the . t queries t o .B2, .A can choose .αt of them, 
where .α ∈ [0, 1].  The  se . t queries may be part of a batch workload or a streaming 
workload under any streaming models described by [19]. Systems incorporating 
Bloom filters can operate under such a partial-adaptivity model in many real-
world scenarios, including content caching (e.g., as in content delivery networks)
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and database systems. For example, LSM (log-structured merge) Tree stores,
including Google’s LevelDB [11] and Facebook’s RocksDB [17], use Bloom filters 
to reduce read times [6]. These stores can receive queries from both malicious 
and non-malicious users, which captures the fact that . A can observe the output 
of queries made by others w hile it can choose the rest.

In the partial adaptivity game PAGame, as in FAGame, . A’s goal is to produce 
a previously unseen false positive. However, this time, .A cannot choose all the 
queries; it can only choose a fraction . α of them, while the remaining . (1 − α)t
queries are uniformly sampled at random from . D. . A, however, still observes 
the output of all queries. .A also has the freedom to choose the order in which 
adversarial queries are interleaved between non-adve rsarial queries. We show this
notion first for CBFs, where . c indicates . A’s choice of whether to evaluate the 
adversarial query if .c = 1, or a non-adversarial one if .c = 0. 

PAGame(.A, α, t, λ): 

1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S),  and  s  et .i = β = 0. 
3. .(c, xi) ← AB1(·)

2 (1λ, S, i, β)—.A2 can make any polynomial numb er of queries
to .B1. 

4. If .c = 1 and .β < αt,  gi  ve .A2 the output of .B2(M,xi),  and  s  et .β = β + 1. 
5. Otherwise, .xi ←$D and giv e .A2 the output of .B2(M,xi). 
6. Set .i = i + 1.  I  f .i < t,  go  back  t  o Step 3.
7. .A2 outputs . x∗.  I  f .x∗ /∈ S ∪ {x1, . . . , xt} and .B2(M,x∗) = 1,  return  1.  Other  -

wise, return 0.

This security game can be modified to work for LBFs as follows.

LPAGame(.A, α, t, λ): 

1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S), .T ← B3(S), .(L, τ) ← B4(T),  and  s  et .i = β = 0. 
3. .(c, xi) ← AO

2 (1
λ, S, i, β),  whe  re .O = {B1(·),B3(·),B4(·)} and .A2 can make 

any polynomial number of queries to . O. 
4. If .c = 1 and .β < αt,  gi  ve .A2 the output of .B2(M,L, τ, xi),  and  s  et .β = β+1. 
5. Otherwise, .xi ←$D and giv e .A2 the output of .B2(M,L, τ, xi). 
6. Set .i = i + 1.  I  f .i < t,  go  back  t  o Step 3.
7. .A2 outputs . x∗.  I  f .x∗ /∈ S ∪ {x1, . . . , xt} and .B2(M,L, τ, x∗) = 1,  return  1  .

Otherwise, return 0.

Definition 2 still applies to these games with one change; now we s ay a Bloom
filter is .(n, α, t, ε)-secure to account for the additional parameter . α. 

3.4 Learned Bet-or-Pass Security 

This section extends the CBF BPGame from Naor and Oved [21]  to  LBFs,  denoted  
as LBPGame (the same expectation notion from Definition 3 applies here as well).

LBPGame(.A, t, λ):
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1. .S ← A1(1λ) such that .S ⊆ D and .|S| = n. 
2. .M ← B1(S), .T ← B3(S), .(L, τ) ← B4(T). 
3. .(b, x∗) ← AO

2 (1
λ, S) where .O = {B1(·),B2(M,L, τ, ·),B3(·),B4(·)}. .A2 can 

make at most . t queries t o .B2, and any polynomial number of queries to each
of .B1, .B3,  and .B4. 

4. Return . A’s profit, .CA, which is defined as

. CA =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

0, if b = 0

ε−1,
if b = 1 and x∗ /∈ S ∪ {x1, . . . , xt}
and B2(M,L, τ, x∗) = 1

−(1 − ε)−1, otherwise

3.5 Relationships Between Security Notions 

We investigate relationships between the security games we defined so far. For 
clarity, we focus on LBF versions of all security games. Naor et al. [15,21]  inves-
tigate similar relationships for the CBF security notions they defined, including
ABGame and BPGame.

We first explore connections between LFAGame and LPAGame . Notice that
when .α = 1, LPAGame is equivalent to LFAGame. LFAGame, therefore, is the special 
case of LPAGame where all queries are adversarial. The c onverse relationship is
false, meaning that LFAGame is stronger than LPAGame.

Theorem 1. For .ε ∈ (0, 1), α ∈ [0, 1] and .n, t ∈ N,  we  h  ave:

. (n, t, ε)-security in LFAGame =⇒ (n, α, t, ε)-security in LPAGame

. (n, α, t, ε)-security in LPAGame =⇒ (n, t, ε)-security in LFAGame

Proof. For the first relationship, fix a .PPT adversary .A = (A1,A2) and .t, λ ∈ N. 
Pick an y .α, α ∈ [0, 1] such that .α ≥ α. Construct another adversary . A =
(A1,A2) as follows. L et .A1(1

λ, α , t) = A1(1λ, α, t) and . A2(1
λ, S, α , t, β, i) =

A2(1λ, S, α, t, β, i). This does not break the rules of .LPAGame as still .α ∈ [0, 1]. 
Since .α ≥ α, the winning probability of .A is at least as high as . A’s winning 
probability. When .α = 1,  we  have .LPAGame(A , 1, t, λ) = LFAGame(A , t, λ),  thus  
the r esult follows.

For the second relationship, let . B be a n .(n, α, t, ε)-secure LBF construction in
.LPAGame.  Consid  er .LFAGame with the same parameters (excluding . α)  a  s .LPAGame. 
Also, l et .B be an alternative LBF construction such t hat the construction algo-
rithm .B is identical t o . B, while the query algorithm .B2 differs from .B2 as 
follows. Initially, .B2(M,L, τ, ·) = B2(M,L, τ, ·). However, .B2 tracks the num-
ber of identical queries it receives. On receiving . t identical queries, .B2 switches 
to always output . 1 for all future queries. An adversary can win LFAGame with
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non-negligible probability by having all its . t queries over the same value . x.  At  
this point, .B2 will output 1 for any guess .x∗ = x that the adversary outputs and 
wins the game. Therefore, .B is not .(n, α, t, ε)-secure in LFAGame.  Now,  consid  er
an adversary . A in LPAGame. To win with non-negligible probability, . A must trig-
ger .B2 to always output . 1. . A can  have  at most .t−1 adversarial queries, and can 
choose  all  of  them  to  be  over the same value . x. However, to trigger .B2 to always 
output 1, the final query, which is chosen uniformly randomly b y the challenger,
must also be . x. Assuming the domain . D is large, the probability of this happ ens
is negligible. Therefore, .B remains .(n, α, t, ε)-secure in LPAGame . . 

We now compare .LFAGame and .LPAGame to .LABGame and .LBPGame. 

Theorem 2. For .ε ∈ (0, 1), α ∈ [0, 1] and .n, t ∈ N,  we  h  ave:

. (n, t, ε)-security in LFAGame =⇒ (n, t, ε)-security in LABGame

. (n, α, t, ε)-security in LPAGame =⇒ (n, αt, ε)-security in LABGame

Proof. Fix a .PPT adversary . A,  and .t, λ ∈ N. .LABGame(A, t, λ) is identical t o
.LFAGame(A, t, λ) aside from the fact that . A does not have oracle access to . B1(·)
in .LABGame. Hence, . A’s winning probability in .LABGame(A, t, λ) cannot be g reater
than . A’s winning probability in .LFAGame(A, t, λ). Following a similar argument, 
we get an implication between LPAGame and LABGame. . 

To disprove the converse, we introduce an .(n, t, ε)-secure construction under 
LABGame and then modify it such that it remains secure under LABGame but not 
under LFAGame. We first recall the following theorem for CBFs by Naor and
Yogev [20]. 

Theorem 3 (Naor-Yogev Theorem). Let .B be a n .(n, ε)-Bloom filter using
.m memory bits. If pseudorandom permutations (PRPs) exist, t hen for security
parameter . λ there exists a negligible function .negl(·) and a n .(n, ε + negl(λ))-
strongly resilient Bloom filter in ABGame that uses .m = m+ λ bits of memory .1 

This theorem is proved for the following construction, which we denote as 
Naor-Yogev CBF, or NY-CBF. Run the initialization algorithm of a CBF with
the set .S = {PRPsk(x) : x ∈ S} instead o f . S,  where .PRPsk is a keyed PRP. 
Similarly, for an element .x ∈ D, query the filter over .PRPsk(x) instead o f . x.  This  
new CBF construction uses .m + λ bits of memory and is .(n, ε + negl(λ))-secure 
for any .t ∈ O (poly(n, λ)) under ABGame. We modify this construction in the 
proof f or the theorem below.

Theorem 4. For .ε ∈ (0, 1), α ∈ [0, 1], .n, t ∈ N,  and .δ ∈ (0, 1),  we  h  ave:

. (n, t, ε)-security in LABGame =⇒ (n, t, δ)-security in LFAGame

.(n, αt, ε)-security in LABGame =⇒ (n, α, t, δ)-security in LPAGame

1 Strongly resilient means being .(n, t, ε)-secure under BPGame for any .t ∈ O (poly(n, λ)). 
For more details, see Definition 2.4 in [21]. 
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Proof. Let .B be an NY-CBF that is .(n, t, ε)-secure under .ABGame.  Consider  
a construction .B that is .(n, t, ε)-secure under .LABGame. .B replaces .B with 
standard (or conventional) LBF that uses . B as its backup CBF and has a trivial 
learning model that responds negative (i.e., .x /∈ S) to all queries .x ∈ D. Although 
contrived, .B is a correct LBF by Definition 6.  Consider a .PPT adversary . A. 
Since the learned representation of .B contains no information on the input set
. S and routes all queries to its backup CBF, which is a NY-CBF, .A in . LABGame
has no advantage over . A in .ABGame. Hence, .B is also .(n, t, ε)-secure in .LABGame. 

Now consider a second construction .B that is identical to .B but with 
one modification: instead of storing the internal representation .M like . B , . B
stores the internal representation .M = (M, sk) where .sk is the secret ke y of
.PRP. .B is still .(n, t, δ = ε + negl(λ))-secure under LABGame as .A does not 
have access to the internal representation of the Bloom filter. However, .B is 
not .(n, t, δ = ε + negl(λ))-secure under LFAGame or LPAGame where . A has oracle 
access to .M and can obtain the secret key . sk. . 

Before we show our next result, we recall a theorem by Naor and Oved [21], 
in which they proved that security in ABGame does not imply security in BPGame. 
Their proof uses a coun terexample construction that usually behaves like an
.(n, t, ε)-secure CBF in ABGame but has a small probability of reaching an always-
one state, i.e., the query algorithm always outputs 1 for any query.

Theorem 5 (Naor-Oved Theorem). Let .0 < ε < 1 and .n ∈ N,  then  f  or
any .0 < δ < 1, assuming the existence of one-way functions, there e xists a non-
trivial Bloom filter .B that is .(n, ε)-strongly resilient under ABGame and i s not
.(n, δ)-strongly resilient under BPGame.

Theorem 6. For .ε ∈ (0, 1), .n, t ∈ N,  and .δ ∈ (0, 1),  we  h  ave:

. (n, t, ε)-security in LABGame =⇒ (n, t, δ)-security in LBPGame

. (n, t, ε)-security in LBPGame =⇒ (n, t, ε)-security in LFAGame and LABGame

Proof. For the first relationship, let . B be the Naor-Oved CBF construction that
is .(n, t, ε)-secure under .ABGame but not under BPGame.  We  demonstrat  ed in The-
orem 4 how to create a construction .B that is .(n, t, ε)-secure under LABGame 
by having a trivial learning model that routes all queries to t he backup CBF.
This backup CBF is . B, which is secure under the ABGame, making the overall 
construction secure under the LABGame. By Theorem 5, we know that .B is not 
.(n, t, δ)-secure under BPGame for any .δ ∈ (0, 1). Since the learning model in .B is 
trivial and adds no adversarial resilience, it follows that .B is not .(n, t, δ)-secure 
under LBPGame for any .δ ∈ (0, 1). 

For the second relationship, Naor and Oved [21] also prove that for CBFs
.(n, t, ε)-security under BPGame implies .(n, t, ε)-security under ABGame.  We  use  a  
proof technique similar to theirs. Let .B be a construction that is .(n, t, ε)-secure
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under .LBPGame. Fix an LBPGame adversary .A that outputs a guess . x∗.  L  et . FP
denote the event that .x∗ is a false positive. For construction . B, the expected 
profit of . A is: 

. E[CA] =
1
ε
Pr[FP] − 1

1 − ε
Pr[¬FP] =

1
ε
Pr[FP] − 1

1 − ε
(1 − Pr[FP])

=
1
ε
+

1
1 − ε

Pr[FP] − 1
1 − ε

=
1

ε(1 − ε)
Pr[FP] − 1

1 − ε

Using .E[CA] ≤ negl(λ), we o btain

. 
1

ε(1 − ε)
Pr[FP] − 1

1 − ε
≤ negl(λ)

Since .ε ∈ (0, 1),  we  have .ε(1 − ε) ∈ (0, 1), and th us

. Pr[FP] ≤ ε + ε(1 − ε)negl(λ) ≤ ε + negl(λ)

We have shown that the probability of .x∗ being a false positive is at most
negligibly greater than . ε. This is the condition needed for . B to b e .(n, t, ε)-secure 
under LFAGame and LABGame. . 

Finally, we show that security in LFAGame does not imply security in LBPGame. 
As mentioned before, Naor and Oved proved Theorem 5 using a CBF counterex-
ample that has a small probability of reaching an always-one state. We extend 
this idea to LBFs and prove that security in LFAGame does not imply security in 
LBPGame. Our proof is simpler than Naor and Oved’s proof for CBFs because we
give the adversary an oracle access to the Bloom filter’s internal representation.

Theorem 7. For .ε ∈ (0, 1), .n, t ∈ N,  and .δ ∈ (0, 1),  we  h  ave:

. (n, t, ε)-security in LFAGame =⇒ (n, t, δ)-security in LBPGame

Proof. Fix an .ε ∈ (0, ε) and l et .B be an LBF construction that is .(n, t, ε )-
secure in LFAGame (we show the existence of such a construction in Theorem 10). 
Let .B be a modified construction that behaves as f ollows. The construction
algorithm .B1 flips a b it . b with probabilit y . p of being . 1.  I  f .b = 1, .B always 
answers . 1 to any query. Otherwise, .B behaves identically to . B.  L  et .M be the 
internal classical representation of . B. .B stores .M = (M, b) as its internal 
classical representation. We first show that .B is .(n, t, ε)-secure in LFAGame. 
An adversary .A in LFAGame is always required to output a guess . x∗.  L  et . FP
denote the event that .x∗ is a false positive. Note that .Pr[FP | b = 1] = 1 while 
.Pr[FP | b = 0] is same as the probability of . A winning LFAGame with construction
. B, i.e., .Pr[FP | b = 0] ≤ ε + negl(λ). Based on that, and by choosing .p = ε−ε

1−ε ,
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we have :

. Pr[FP] = Pr[FP | b = 1]Pr[b = 1] + Pr[FP | b = 0]Pr[b = 0]
≤ p + (ε + negl(λ))(1 − p)
≤ ε + p(1 − ε ) + negl(λ)

≤ ε +
ε − ε

1 − ε
(1 − ε ) + negl(λ)

≤ ε + negl(λ)

Thus, .B is .(n, t, ε)-secure in LFAGame. All that is left to show is that . B
is not .(n, t, ε)-secure in LBPGame. Consider an adversary .A in LBPGame. R ecall
that .A has oracle access to . B ’s internal classical representation .M . Once .B is 
constructed, .A can read . b in .M to check whether .B is in the alway s-one state.
.A chooses to bet only if .b = 1.  Thus,  we  h  ave:

. E[CA ] = E[CA | b = 1]Pr[b = 1] + E[CA | b = 0]Pr[b = 0]

0 since A won’t bet

= E[CA | b = 1]Pr[b = 1] = ε−1p ≥ p

Therefore, .E[CA ] is not negligible, violating the .(n, t, ε)-security in LBPGame . . 

Figure 2 summarizes the relationships that we proved i n this section.

Fig. 2. Security notion i mplications.

4 Our Constructions 

We propose two adaptively-secure LBF constructions; PRP-LBF and Cuckoo-
LBF. In both of these constructions, we employ a Partitioned LBF [30]  with  a  
partition of cardinality . 2. PRP-LBF combines partitioning with PRPs, while 
Cuckoo-LBF combines partitioning with Cuck oo hashing and pseudorandom
functions (PRFs).

Construction 1: PRP-LBF. As  shown  in  Fig. 3, in PRP-LBF . B, the learning 
model .L and threshold . τ are used to partition .S ⊆ D into two sets: .S1 =
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{x ∈ S | L(x) ≥ τ} and .S2 = S \ S1 = {x ∈ S | L(x) < τ}.  We  th  en use
.PRPskA and .PRPskB as bijections on sets .S1 and . S2, respectively, to form sets
.SA = {PRPskA(x) : x ∈ S1} and .SB = {PRPskB (x) : x ∈ S2}. PRP-LBF has two 
backup CBFs, .BA that stores .SA and .BB that stores .SB . To query PRP-LBF 
over an element .x ∈ D, we first evaluate the learning model over . x.  I  f .L(x) ≥ τ , 
then we compute .y = PRPskA(x) and pass . y to the query algorithm of .BA to 
obtain an answer for the membership query on whether .x ∈ S. On the other 
hand, if .L(x) < τ , then we repeat the same steps but while using .PRPskB and 
the query algorithm of .BB. 

More formally, PRP-LBF is a data structure with six components . P =
(BA,BB ,B3,B4,PRPskA ,PRPskB ). .BA = (BA1 ,BA2) and . BB = (BB1 ,BB2)
are backup CBFs (act like NY-CBF). .B3 is a randomized dataset construction 
algorithm that on input . S constructs a training dataset . T for . S. .B4 is a random-
ized learning model construction algorithm that on input . T outputs a learning 
model . L and a threshold .τ ∈ [0, 1]. .PRPskA and .PRPskB are pseudorandom per-
mutations with secret keys .skA and .skB . The internal representation of . S consists 
of: 

1. .MA, the representation of .SA = {PRPskA(x) : x ∈ S | L(x) ≥ τ} stored by 
backup CBF .BA. 

2. .MB , the representation of .SB = {PRPskB (x) : x ∈ S | L(x) < τ} stored by 
backup CBF .BB . 

3. .(L, τ), the learning model a nd the threshold.

The query algorithm for PRP-LBF is . B2(MA,MB ,L, τ, x) = (L(x) ≥ τ ∧
BA2(MA,PRPskA(x)) = 1) ∨ (L(x) < τ ∧BB2(MB ,PRPskB (x)) = 1). Similar to 
prior work [8,20,21], we assume that the internal state available to the adversary 
does not include the P RP secret keys, which are held securely.

Fig. 3. The PRP-LBF construction.

Construction 2: Cuckoo-LBF. This construction, shown in Fig. 4, combines 
partitioning with Cuckoo hashing and PRFs. We first review prior constructions 
that also used Cuckoo hashing, which form the basis for ours. Naor et al. [15,21] 
present a CBF construction, that is provably secure under BPGame, based on a 
prior Cuckoo hashing-based construction by Naor and Yogev [20]. We denote
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this construction Naor-Oved-Yogev Cuckoo filter or simply NOY-Cuckoo Filter. 
NOY-Cuckoo Filter is similar to a CBF variant called a Cuckoo filter [7]. For a 
set .S ⊆ D of size . n, NOY-Cuckoo Filter .B = (B1,B2) stores . S using two tables
.Z1, Z2,  each  with .nc = O (n) cells. Each table has a corresponding hash func-
tion, denoted as .h1, h2 : D → [nc], respectively. There is a fingerprint function, 
namely, a keyed pseudorandom function .PRFsk : D × {1, 2} → {0, 1}r,  whe  re
.r ∈ O log 1

ε for target FPR . ε. The NOY-Cuckoo Filter works a s follows:

– Construction algorithm .B1: Stores . S in a Cuckoo hashing dictionary [22], 
where  an  element . x is stored in either .Z1[h1(x)] or .Z2[h2(x)]. To save space, 
the PRF output is stored instead of . x. In particular, if . x is to be stored in
. Z1, we store .y1 = PRFsk(x, 1). Otherwise, we store .y2 = PRFsk(x, 2) in . Z2. 

– Query algorithm .B2:  To  query .x ∈ D,  we  compare .PRFsk(x, 1) with . Z1[h1(x)]
and .PRFsk(x, 1) with .Z2[h2(x)]. If either match occurs, w e return 1.

NOY-Cuckoo Filter achieves the completeness and soundness properties from
Definition 1. However, correctness is guaranteed only if the filter parameters are 
tuned carefully. Boskov et al. [2] show empirically that false negatives occur even 
in state-of-the-art Cuckoo filter implementations.

We combine NOY-Cuckoo Filter with the partitioning strategy we used 
for PRP-LBF to obtain Cuckoo-LBF. Formally, Cuckoo-LBF is a data struc-
ture with seven components .C = (Z,H,B2,B3,B4,PRFskA ,PRFskB ). . Z =
{Z1, · · · , Z4} is a set of 4 tables, and .H = {h1, · · · , h4} is  a  set  of  4  ha  sh func-
tions. .B2,B3,B4 are polynomial time algorithms. .B2 is a query algorithm, . B3

is a randomized dataset construction algorithm, and .B4 is a randomized learn-
ing model construction algorithm (with the same description as before). . PRFskA

and .PRFskB are PRFs with secret keys .skA and .skB , respectively. The internal 
representation of a Cuckoo-LBF storing a set . S consists of the f ollowing:

1. .MA, the representation of .SA = {x ∈ S | L(x) ≥ τ} stored by NOY-Cucko o
Filter .BA, including tables .Z1, Z2, hash functions .h1, h2,  and .PRFskA . 

2. .MB , the representation of .SB = {x ∈ S | L(x) < τ} stored by NOY-Cucko o
Filter .BB, including tables .Z3, Z4, hash functions .h3, h4,  and .PRFskB . 

3. .(L, τ), the learning model a nd the threshold.

The query algorithm .B2 for a Cuckoo-LBF is . B2(MA,MB ,L, τ, x) = (L(x) ≥
τ ∧ BA2(MA, x) = 1) ∨ (L(x) < τ ∧ BB2(MB , x) = 1) where .BA2 and . BB2

are query algorithms for the NOY-Cuckoo Filters .BA and .BB , respectively. As 
before, we assume that the internal state available to the adversary does not
include the PRF secret keys.

False Positive Rate Analysis. We analyze FPR of both constructions in 
non-adversarial settings. We show that for PRP-LBF . P; the same analysis and 
results hold for Cuckoo-LBF .C as both constructions use the same partitioning 
strategy. We also note that in our analysis, FPR refers to the probability of the
event that some input .x ∈ D is a FP. Thus, in this and other sections that 
analyze FPR, we compute the probability of this ev ent. A false positive (FP) for
a query . x happens in PRP-LBF if any of the following holds (see Fig. 5):
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Fig. 4. The Cuckoo-LBF c onstruction.

1. . x generates a FP in . L and a FP in .BA. 
2. . x generates a TN (true negative) in . L and a FP in .BB . 

Fig. 5. To generate a false positive in a PRP-LBF, an adversary . A must either generate 
a false positive in the learning model and direct its query through backup CBF .BA, 
or generate a true negative in the learning model and direct its query through backup
CBF .BB . 

For .x ←$D,2 let .FP(x, S,m) denote the event that . x is a false positive in 
a CBF that encodes the set . S with memory budget . m, .FPL(x, S,T,m) denote 
the event that . x is a false positive in a learning model . L generated using the 
training dataset . T (where this dataset is generated based on . S)  with  mem  ory
budget . m,  and .TNL(x, S,T,m) denote the event that . x is a true negative in 
a learning model . L generated using the training dataset . T (also based on t he
set . S) with memory budget . m. We assume that the correctness probability of

2 The quantification of FPR here, or simply the probability a given input is FP, is for
non-adversarial queries, hence, we have .x ←$D. 
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the learning model is independent of that of the backup CBFs. In particular, we
assume that for any .m,m ,  we  h  ave:

. Pr[FPL(x, S,T,m) ∩ FP(x, S,m )] = Pr[FPL(x, S,T,m)] Pr[FP(x, S,m )]

. Pr[TNL(x, S,T,m) ∩ FP(x, S,m )] = Pr[TNL(x, S,T,m)] Pr[FP(x, S,m )]

Consider a total memory budget of .mT . The memory allocation of a PRP-
LBF from .mT is assigned as follows: .mL bits are for the learning model . L, . mA

bits are for backup CBF .BA, .mB bits are for backup CBF .BB , .2λ bits are for 
the PRP keys. Thus, we have .mT ≥ mL + mA + mB + 2λ. Based on that, we 
have the following theorem.

Theorem 8. Let .x ←$D, for any memory budget .mT ∈ N,  set .S ⊆ D,  l  et
.FPLBF denote the event that . x is a false positive in PRP-LBF (respectively, 
Cuckoo-LBF) encoding . S. The probability of this event (in n on-adversarial set-
tings) is:

. Pr[FPLBF (x, S,T,mT )] = Pr[FPL(x, S,T,mL)] Pr[FP(x, SA,mA)]
+ Pr[TNL(x, S,T,mL)] Pr[FP(x, SB ,mB)]

where . T and . L are the training dataset and learning model, resp ectively, corre-
sponding to . S, .SA = {x ∈ S | L(x) ≥ τ}, .SB = {x ∈ S | L(x) < τ},  and  the  
probability is taken over the random coins of . L and the backup CBFs used in 
PRP-LBF (respectiv ely, Cuckoo-LBF).

Proof. Based on the design of PRP-LBF (and Cuckoo-LBF), it follows that a 
resulting FP must either be a FP in the backup CBF encoding .SA or in the 
backup CBF encoding .SB . A FP in the former must also be a FP in . L, while a 
FP in the latter must be a TN in . L. . 

5 Security and Performance Analysis 

In this section, we formally prove security of our LBF constructions. We show 
that PRP-LBF is secure under LABGame, LFAGame,  and  LPAGame, and that 
Cuckoo-LBF is secure under the LBPGame and LABGame. We leave studying
whether Cuckoo-LBF is secure under .LFAGame and .LPAGame or introducing a 
construction that is secure against all LBF games as a future work direction.

We also analyze FPR (achieved for a given memory budget) of our construc-
tions under these adversarial settings. Our results show that our LBF construc-
tions achieve strong security guarantees while maintaining competitive perfor-
mance (in terms of FPR achieved for a given memory budget).
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5.1 Fully Adaptive Adversary 

This section establishes the security of PRP-LBF against fully adaptive adver-
saries. We first prove that NY-CBF maintains its security guarantees even when 
facing a fully adaptive adversary who can access the filter’s internal represen-
tation. Building o n this result, we then prove that PRP-LBF preserves these
security properties in the LBF context.

Theorem 9. Let .B be a n .(n, ε) NY-CBF. Assuming PRPs exist, then for a
security parameter . λ there exists a negligible function .negl(·) such that .B is 
.(n, t, ε + negl(λ))-secure under FAGame for any .t ∈ O (poly(n, λ)). 

Proof. By Theorem 3, we know that NY-CBF is a correct and sound CBF that
is .(n, t, ε + negl(λ))-secure for any .t ∈ O (poly(n, λ)) under ABGame. All that is 
left to show is that the additional oracle access to .O = {B1(·),B2(M, ·)} in 
FAGame does not allow a .PPT adversary . A to win in FAGame with non-negligible 
probability. We can prove this using a hybrid argument. Let .B be a NY-CBF.

Hybrid Game H0Game: This is the original game with . B. 
Hybrid Game H1Game:  L  et .B be the same construction as . B but with . PRPsk

replaced with a truly random permutation . π. 
Since .PRP is a secure PRP, i.e., indistinguishable from a truly random per-

mutation, thus .A cannot distinguish between H0Game and H1Game.  I  n H1Game,
to . A, the representation .B1(π(S)) = Mπ is indistinguishable from a repre-
sentation constructed from a random set. So .A cannot gain any information 
about set . S from .B1(π(S)) and . A’s view is identical to that i n ABGame. Hence,
.Pr[A wins H1Game] ≤ Pr[A wins ABGame] = ε + negl(λ). 

Now, in the original construction . B that uses .PRPsk, assuming PRPs exist, w e
have .Pr[A wins FAGame] = Pr[A wins H1Game]+negl(λ) = ε+negl(λ). Therefore, 
NY-CBF is .(n, t, ε + negl(λ))-secure under FAGame . . 

The following theorem shows that a PRP-LBF is .(n, t, ε + negl(λ))-secure 
under LFAGame. To prove this result, we first prove that the differences between 
a PRP-LBF and a standard LBF construction still allow a PRP-LBF to be
a correct .(n, τ, ε, εp, εn)-LBF. Put differently, if there exists a standard LBF
construction for any set .S ⊆ D of cardinalit y . n that satisfies the properties o f an
.(n, τ, ε, εp, εn)-LBF, then there also exists a PRP-LBF construction that satisfies 
those properties. We prove security by doing a case analysis that r educes the
security of PRP-LBF under LFAGame to the security of NY-CBF under FAGame.

Theorem 10. Let .B be a standard construction for an .(n, ε, εp, εn)-LBF that 
uses .m bits of memory out of which .mC bits are used for the backup CBF. 
Assuming PRPs exist, then for security parameter . λ there exists a negligible
function .negl(·) and a PRP-LBF, .BskA,skB ,  that is .(n, t, ε + negl(λ))-secure for 
an y .t ∈ O (poly(n, λ)) under LFAGame, and uses .m = m + mC + 2λ bits of 
memory.
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Proof. Standard LBF .B can be transformed into a PRP-LBF .P as follows. 
Choose random secret keys .skA, skB ∈ {0, 1}λ and u se .2λ bits of extra memory 
to store them. Use the memory budget of . B’s backup CBF to construct backup
CBF .BA.  U  se .mC extra  bits  to  construct  backup CBF .BB. Keep the l earning
model . L as is. . P’s completeness follows from .BB ’s completeness and the fact 
that for any . x such that .L(x) < τ , . P will return .x /∈ S if and only if t he query
algorithm of .BB outputs . 0. The soundness of .BskA,skB follows from the s oundness
of .BA and .BB,  and . P’s learning model soundness follows from . L’s soundness. 

Consider a false positive (FP), i.e., an .x /∈ S for whic h .BskA,skB returns . 1. 
This occurs in t wo cases:

– Case 1: .L(x) ≥ τ and .BA returns . 1, i.e., .BA2(MA,PRPskA(x)) = 1. 
– Case 2: .L(x) < τ and .BB returns . 1, i.e., .BB2(MB ,PRPskB (x)) = 1. 

In both cases, for adversary .A to induce a FP in . P, it must induce a FP 
either in backup CBF .BA or in backup CBF .BB . .BA and .BB are NY-CBFs 
and, by Theorem 9,  a  re .( + negl(λ))-secure under FAGame. Therefore, .P is 
.( + negl(λ))-secure under LFAGame . . 

We now discuss how PRP-LBF mitigate concrete attacks discussed in the 
literature, namely, the two attacks on LBFs by Reviriego et al. [23]  (which  we  
refer to as opaque-box and clear-box attacks), as well as a general poisoning 
attack on learned index structures introduced by Kornaropoulos et al. [13]. 

Opaque-Box Attack. The opaque-box adversarial model is similar to LABGame
as both allow .A to query the LBF. However, in LABGame .A chooses the LBF’s 
input set . S, whereas in Reviriego et al.’s model, .A does not choose that. The 
opaque-box attack first tests elements until a false positive or a true positive is 
found. They it mutates the positive by changing a small fraction of the bits in 
the input to generate more false positives. The attack targets the learning model 
in standard LBFs by making it generate false positives without having the input
reach the backup CBF. Unlike a standard LBF, PRP-LBF ensures both positive
and negative queries are routed to a backup CBF that is .(n, t, ε)-secure under 
ABGame. This ensures that the opaque-box attack will not induce a false p ositive
in PRP-LBF with probability non-negligibly greater than . ε. 

Clear-Box Attack. The clear-box adversarial model is similar to LFAGame. 
With knowledge of the internal state of the LBF’s learning model, .A generates 
mutations in a more sophisticated way. Reviriego et al. provide the example of
a malicious URL dataset where .A may begin with a non-malicious URL and 
make changes such as removing the “s” in “https”. Since PRP-LBF is .( )-
secure even when . A has access to oracle .O = {B1(·),B3(·),B4(·)},  which  reveals  
learning model s tate, PRP-LBF remains secure.

Poisoning Attacks. Kornaropoulos et a l. [13] discuss an attack where . A poisons 
the learning model’s training dataset by having maliciously-chosen inputs in this 
set. This poisoning attack modifies the training dataset, but not the queries sent
to the LBF. The results of our LFAGame hold even if we let . A choose . T as long as
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the challenger validates that . T satisfies Definition 4. To accommodate poisoning 
attacks, we can let .A choose a . T that is not validated by the challenger. Even 
in this relaxed version of LFAGame, PRP-LBF will prevent .A from inducing 
false positives with probability non-negligibly larger than . ε. This is because our 
security guarantees do not rely on the learning model, but on the .(n, t, ε)-secure 
backup CBFs, which do not use the training dataset . T. 

Theorem 11. In LFAGame,  for a .PPT adversary . A that outputs a guess .x∗ ∈ D, 
the probability that .x∗ is a false positive in a PRP-LBF .P storing s et . S ⊆ D
with training dataset . T and learning model . L is: 

. Pr[FPLBF (x∗, S,T,mT )] ≤ max(Pr[FP(x∗, SA,mA)],Pr[FP(x∗, SB ,mB))]

where .SA = {x ∈ S | L(x) ≥ τ}, .SB = S \ SA = {x ∈ S | L(x) < τ}, .FPLBF is 
the event denoting a false positive in . P, .FP is the event denoting a false p ositive
in NY-CBF, .mT , .mA,  and .mB are the total memory of . P,  memory  used  b  y
backup CBF .BA, and memory used by backup CBF .BB, respectively, and the 
probability is taken over the random coins of . A and . P. 

Proof. As established in Theorem 8, .x∗ can only induce a FP in .P if . x∗

also induces a FP or a TN in the learning model . L. Therefore, the proba-
bility of .x∗ inducing a FP in .P will be the probability of .x∗ inducing a FP 
in one of the backup CBFs, i.e., the probability will be .Pr[FP(x∗, SA,mA)] or 
.Pr[FP(x∗, SB ,mB)]. Thus, the upper bound above follows.3 . 

5.2 Partially Adaptive Adversary 

Recall that Theorem 1 proves that any LBF that is .(n, t, ε)-secure under 
LFAGame is .(n, t, ε)-secure under LPAGame. Since PRP-LBF is .(n, t, ε)-secure 
under LFAGame, as we proved in the previous section, it is also .(n, t, ε)-secure 
under LPAGame. Note that in both LFAGame and LPAGame, a .PPT adversary . A
outputs a guess .x∗ ∈ D. The difference between LFAGame and LPAGame is the
fraction . α of . A’s initial exploratory query budget . t. Therefore, for a guess . x∗ ∈ D
output by adversary in LPAGame, the probability of .x∗ inducing a FP in PRP-
LBF is the same as the expression we derived for LFAGame in Theorem 11. 

As discussed in Sect. 3.3, LPAGame is actually designed to capture is a mixed 
workload where a percentage of the queries are adversarial and the rest are 
non-adversarial. This is a more relevant scenario when it comes to analyzing 
real-world performance i n terms of FPR for a given memory budget under a
given workload. Thus, we analyze FPR over the . t queries .x1, . . . , xt in LPAGame, 
covering the .αt adversarial queries and the .(1− α)t non-adversarial queries. For 
clarity, we refer to these . t queries as workload queries to distinguish them from
the guess . x∗.

3 Note that if . A chooses .x∗ at random from . D, then this reduces to the n on-adversarial
case analyzed in Theorem 8. The bound in that theorem also respects t he bound
stated in Theorem 11 above. 
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Without loss of generality, let .αP of the adversarial queries generate FPs in 
the learning model that go through backup CBF .BA. Similarly, l et .αN of the 
adversarial queries generate TNs in the learning model t hat go through backup
CBF .BB . Note that .α = αP + αN . The adversary makes at most .αP t queries 
that generate FPs in the learning model and at most .αN t queries that generate 
TNs in t he learning model.

Theorem 12. In LPAGame, for a workload query .xi ∈ D, the probability that
.xi is a false positive in a PRP-LBF .P storing s et .S ⊆ D with training dataset
. T and learning model . L is 

. αP Pr[FP(xi, SA,mA)] + αN Pr[FP(xi, SB ,mB)]
+ (1 − αP − αN ) Pr[FPLBF (xi, S,T,mT )]

where .SA = {x ∈ S | L(x) ≥ τ}, .SB = S \ SA = {x ∈ S | L(x) < τ}, . FP(·)
is the event denoting a false positive in a CBF, .FPLBF (·) is the event denoting 
a false positive in . P, .αP is the fraction of . t queries chosen b y .A that induce 
false positives in . L,  and .αN is the fraction of . t queries chosen b y . A that induce 
TNs in . L. The probability is taken over the random coins used by . A, . P,  and  
the generation of the .(1 − αP − αN )t non-adversarial q ueries.

Proof. One of the following cases holds for any query .xi among the . t workload 
queries in LPAGame.

– Case 1: .xi is not adversary-generated. Therefore, as established by Theo-
rem 8, these ha ve .Pr[FPLBF (xi, S,T,mT )] to be FP. There are . (1−αP −αN )t
such queries. 

– Case 2: .xi is adversary-generated and generates a FP in the learning model
.L(xi).  Sin  ce .L(xi) generating a FP and .L(xi) generating a TN are mutually 
exclusive events, the probability of .xi inducing a FP in .P is just the proba-
bility of .xi inducing a FP in backup CBF .BA, i.e., .Pr[FP(xi, SA,mA).  Ther  e
are .αP t such queries. 

– Case 3: .xi is adversary-generated and generates a TN in .L(xi). Simi-
lar to case 2, we can derive the probability of .xi inducing a FP t o be
.Pr[FP(xi, SB ,mB)].  There  a  re .αN t such queries. 

The statement of the theorem follows by applying the law of total
probability. . 

5.3 Bet-or-Pass Adversary 

NY-CBF has only been shown to be secure under ABGame. Naor and Oved [21] 
provide compelling reasons for why NY-CBF may not be secure under BPGame. 
Whether it is possible to modify NY-CBF in a way that makes it secure under 
BPGame is an open problem. On the other hand, NOY-Cuckoo Filter is secure
under BPGame, proved by Naor and Oved [21], and we recall this result below.
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Theorem 13 (NOY Theorem). Assuming one-way functions exist, f or any
.n ∈ N, universe of size .n < u,  and .0 < ε < 1/2, there exists a Bloom filter that
is .(n, ε)-strongly resilient in BPGame and uses .O n log 1

ε + λ bits of memory. 
There exists a CBF construction .B (which is NOY-Cuckoo Filter mentioned 
above) where for any constant .0 < ε < 1/2, .B is an .(n, ε)-strongly resilient in 
BPGame and uses .O n log 1

ε + λ bits of memory .

We now show that our Cuckoo-LBF construction is secure under LBPGame. 
We prove this using a case analysis of all the decisions available to an adversary . A
in LBPGame. Our case analysis shows that all decision paths reduce the security of 
Cuckoo-LBF under LBPGame to the security of NOY-Cuckoo Filter under BPGame.

Theorem 14. Let . B be a standard .(n, ε, εp, εn)-LBF that uses .m bits of mem-
ory out of which .mC bits are used for the backup CBF and .mL bits are used 
for the learning model, such that .mC + mL = m. Assuming one-way functions 
exist, for a security parameter . λ,  any .n ∈ N, domain .D such that .n < |D|,  a  nd
.0 < ε < 0.5 there exists an LBF that is .(n, t, negl(λ))-secure under LBPGame for 
any .t ∈ O (poly(n, λ)) and uses .m = mL + O n log 1

ε + λ bits of memory .

Proof. By Theorem 13, we know that NOY-Cuckoo Filter is .(n, t, negl(λ))-secure 
CBF under BPGame for any .t ∈ O (poly(n, λ)), and uses .O n log 1

ε + λ bits of 
memory. Recall that in LBPGame, unlike BPGame, . A has oracle access to t he filter
construction algorithm .B1(·) which returns the internal representation . M .  Let  
BPGamePlus be a modified version of BPGame where . A has oracle access to .B1(·). 

We first show that NOY-Cuckoo Filter . B (that uses .PRFsk)  i  s .(n, t, negl(λ))-
secure under BPGamePlus. We define a hybrid game H1Game in which .PRFsk is 
replaced by a true random function . f . By the security of PRFs, this hybrid is 
indistinguishable from the original game that uses PRFs. W e denote H1Game’s
internal representation of NOY-Cuckoo Filter as .M .  T  o . A, the represen tation
.M is indistinguishable from a representation constructed from a random set. So
.A cannot gain any information about the input set . S from .M and . A’s view is 
identical to that in BPGame. Hence . Pr[A wins H1Game] ≤ Pr[A wins BPGame] =
ε + negl(λ). Now, in the original construction .B that uses .PRFsk, assuming 
PRFs exist, we have . Pr[A wins BPGamePlus] ≤ Pr[A wins H1Game] + negl(λ) =
ε + negl(λ). Therefore, NOY-Cuckoo Filter remains .(n, t, negl(λ))-secure under 
BPGamePlus for any .t ∈ O (poly(n, λ)). 

Let .C denote the Cuckoo-LBF construction with two backup NOY-Cuckoo
Filters .BA and .BB . . C’s completeness follows from .BB’s completeness and the 
fact that any . x such that .L(x) < τ is declared to be not in . S by .B2 (which 
is the query algorithm of the Cuckoo-LBF) if and o nly if the query algorithm
of .BB also outputs . 0. . C’s soundness follows directly from the soundness of . BA

and .BB. . C’s learning model soundness follows from . L’s soundness. Hence, .C is 
a correct .(n, τ, ε, εp, εn)-LBF. 

Now, we show that the security of Cuckoo-LBF under LBPGame is reducible 
to the security of NOY-Cuckoo Filter under BPGamePlus. Let .EA and .EB be 
the events that the query goes through backup CBF .BA and .BB, respectively. 
Based on the construction of Cuckoo-LBF, .EA and .EB are mutually exclusive
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events and that .Pr[EA ∪ EB ] = 1.  L  et .CT be the overall adversary profit. W e
denote by .CA and .CB the expected adversary profit from queries that go to
backup CBFs .BA and .BB , respectively. Based on that, w e have:

. E[CT ] = E[CA | EA] Pr[EA] + E[CB | EB ] Pr[EB ] ≤ E[CA | EA] + E[CB | EB ]

If the total profit .CT is non-negligible, it must be true that either . E[CA | EA]
or .E[CB | EB ] is non-negligible. However, since .BA and .BB are NOY-Cuckoo 
Filters, by Theorem 13 and our result regarding BPGamePlus above, w e know that
.E[CA|EA] and .E[CB |EB ] are negligible. Therefore, .E[CT ] is negligible meaning 
that Cuckoo-LBF is .(n, t, negl(λ))-secure under LBPGame . . 

The probability that the guess .x∗ that an adversary .A outputs be a false 
positive in Cuckoo-LBF is upper-bounded by the decision path where . A always 
chooses to bet, i.e., .b = 1. In this decision path, the false positive probability of 
LBPGame can be analyzed in a similar way as done for LFAGame.

Theorem 15. In LBPGame,  for a .PPT adversary . A that outputs a guess . x∗,  the  
probability that .x∗ is a false positive in a Cuckoo-LBF .C storing s et . S with 
model . L is .≤ max(Pr[FP(x∗, SA,mA)],Pr[FP(x∗, SB ,mB)]) where . SA = {x ∈
S | L(x) ≥ τ}, .SB = S \ SA = {x ∈ S | L(x) < τ}, .FP is the event denoting a 
false positive in NY-CBF, .mT , .mA,  and .mB are the total memory of . C,  memory  
used by backup CBF .BA, and memory used by backup CBF .BB, respectively, 
and the probability is taken over the random coins of . A and . C. 

Proof. Since we assume .A always bets and never passes, it always outputs
.x∗ to be tested whether it is a FP. A case analysis identical to Theorem 11 
shows that the probability of .x∗ inducing a FP is either . Pr[FP(x∗, SA,mA)]
or .Pr[FP(x∗, SB ,mB)]. The upper bound follows from the fact that .x∗ going 
through backup CBF .BA and backup CBF .BB are mutually exclusive events. . 

6 Evaluation 

We focus on evaluating FPR vs. memory tradeoffs of our LBF constructions 
in comparison with known secure CBF constructions. In Sect. 6.1 we conduct a 
numerical analysis for that in LPAGame and LFAGame based  on  our  FPR  model  
covering a large number of parameters. Note that only PRP-LBF is included in 
this analysis, as proving the s ecurity of Cuckoo-LBF under LPAGame and LFAGame
is left to future work. To emphasize the practicality of our constructions, Sect. 6.2 
evaluates PRP-LBF and Cuckoo-LBF, and compares them with Naor et al.’s 
CBF constructions NY-CBF and NOY-Cuckoo Filter, for a common use-case in
a non-adversarial setting.

6.1 Numerical Analysis 

We show performance results for real-world scenarios in both the fully (.α = 1) 
and partially (.α ≤ 1) adaptive adversarial models. The goal is to demonstrate
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scenarios where using a PRP-LBF instead of a NY-CBF yields better FPR, 
under a given memory budget, w hile maintaining security guarantees. Broder et
al. [3] show that the probability of .x ∈ D being a FP in a CBF with .nb bits 
storing a set . S using .nh hash functions, is .Pr[FP(x, S, nb)] = (1− e−nh|S|/nb)nh . 
We choose the number of hash functions .nh to be optimal .nh = ln 2 · (nb/|S|), 
as derived in [3]. 

Similar to [14,18], we let the false positive probability of a learning model,
.Pr[FPL], can be modeled as a fraction of that of a CBF storing set . S for the 
same memory budget (i.e., the learning model has a better FPR than a CBF):
.Pr[FPL(x, S,T,m)] = c (1 − e−nh|S|/nb)nh where .c ≤ 1. Learning models have 
both FPs and TNs, and we note that the probability of an entry being a TN 
in the original set is constant as we assume the input set . S does not change 
after construction. Let .QN be the fraction of TN non-adversarial queries (where 
the number of adversarial queries is .αN and so the number of non-adv ersarial
queries is .|D| − αN). Thus, we h ave

. Pr[TNL(S,T, nb)] = (1 − Pr[FPL(S,T, nb)])QN = (1 − c(1 − e−nh|S|/nb)nh)QN

We choose realistic values for our example from prior work on evaluating
LBFs [14] on Google’s Transparency Report. We pick . 2 Megabytes as our m emory
budget, . m, chosen from the range of values in Fig. 10 of [14]. We choose the 
cardinality of the stored set, .|S|,  a  s .1.7 million based on the number of unique 
URLs in Google’s Transparency Report. Kraska et al. [14] demonstrates that an 
LBF with a memory budget of . 2 Megabytes has .0.25 of the false positive rate of 
a CBF. Hence, we also use .0.25 as the value for . c in our calculations. Following 
prior work [20], we use .128 bits as the size of our security parameter, . λ. For the 
case of a PRP-LBF, we let the learning model take . 1 Megabytes while dividing 
the remaining . 1 Megabytes equally between backup CBFs .BA and .BB .  The  
backup CBFs store .SA and .SB , respectively, in PRP-LBF. Our chosen values 
are summarized in Table 1. The full numerical analysis for our model uses . 494
lines of C code and it is available at [12]. 

Table 1. Model parameters for P RP-LBF and NY-CBF.

Parameter Value 
.mT Total memory budget 2  M  B
.mL Memory budget for the learning model 1  M  B
.mA Memory budget for backup CBF .BA .0.5 MB 
.mB Memory budget for backup CBF .BB .0.5 MB 
n Cardinality of stored set .S ⊆ D 1.7 M illion
c .

Pr[FPL] of learning model
Pr[FP] of CBF for same memory budget 0.25 

.λ Security parameter 128 b its

.QN Fraction of true negative non-adversarial queries 0.5
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Varying the Fraction of Adversarial Queries. We take the fraction of adv er-
sarial queries . α to be a variable ranging from . 0 to . 1. We assume a constant 
adversarial strategy, i.e., the fraction of adversarial queries that a re FPs (so they
go through backup CBF .BA) vs. the fraction of adversarial queries that are 
TNs (so they go through backup CBF .BB) is constant. In particular, we a ssume
that adversary . A equally divides its queries between FPs and TNs, so . 

αP

α = 0.5
and .QN is .0.5. As shown in Fig. 6a, we observe that a PRP-LBF outperforms a 
NY-CBF for the same memory budget when the f raction of adversarial queries
is less than a certain cutoff of .0.5. So, as long as adversarial traffic is at most 
half of the total workload of an application, PRP-LBF will offer a lo wer FPR
than NY-CBF. Note that for all our figures, the result for LFAGame is simply the
.α = 1 point in the figure, whereas the entire spectrum of . α values shows how 
FPR varies in the weaker LPAGame.

Varying the Adversarial Strategy. In Fig. 6b, we relax the assumption that 
the adversary divides their queries equally between FPs a nd TNs. We show
results for all partitions of . α between .αP and .αN .  To  see  how  the  FPR  of  PRP-
LBF is impacted, we vary the fraction of . α assigned to .αP from . 0 to . 1. Here, . 0
means a ll .αN adversarial queries are TNs, and . 1 means that a ll .αN adversarial 
queries are FPs. In this framework, recall that our first calculation (Fig. 6a) 
sets this fraction to .0.5. The key observation here is that as .A uses more of its 
query budget directing traffic to the backup CBF that has the higher FPR, the 
performance of PRP-LBF degrades. Recall that the upper bound for the FPR 
of an adversarial query is the FPR of the “weaker” backup CBF. For brevity,
Fig. 6b only shows results when .α = 0.2, i.e., .20% of the workload is adversarial. 
We note that we observed the same trend for other values of . α, and hence, we 
do not include detailed results for that.

Varying the Dataset. In addition to Google’s Transparency Report, we also 
show results in Figs. 6c  and 6d ) for two other datasets evaluated in p rior work on
LBFs [5,24,30]. These two datasets are: Malicious URLs Dataset [25]  that  c  on-
tains .223, 088 malicious and .428, 118 benign URLs, and EMBER Dataset [1]  that  
contains .300, 000 malicious and .400, 000 benign files. We change the set’s c ar-
dinality values, . n,  in  Table 1. We use the same values listed in the table for 
all other model parameters. The figures show that, similar to Google’s Trans-
parency R eport, also for these datasets FPR increases as the fraction of adver-
sarial queries . α increases. 

Varying the Fraction of True Negatives. Recall that in Fig. 6a, we set the 
fraction of non-adversarial queries that are TNs, .QN ,  to be .0.5. Now we relax 
this assumption and show results for the entire range of values of . QN ∈ [0, 1]
with . α taking . 4 values: .0.2, 0.3, 0.5, 1.0, such that each value partitioned e qually
between .αP and .αN . The results are shown in Fig. 7. 

We observe that FPR increases with increasing .QN but the rate of this
increase, i.e., .

∂FPR
∂QN

, decreases a s .α increases. This is due to the follo wing
reason. In Theorem 12,  when .α = αP + αN → 1,  we  have . (1 − αP −
αN ) Pr[FPLBF (xi, S,T,mT )] → 0, so the overall FPR of the mixed workload
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Fig. 6. FPR comparison between PRP-LBF and NY-CBF while varying t he fraction
of adversarial queries . α and the adversarial strategy .αP /α for various datasets. Results 
for the fully adaptive model are the .α = 1 points in the figures, whereas the entire
spectrum of . α values shows the results for the partially adaptive model.

is dominated by the FPR of the backup CBFs which does not depend on .QN . 
On the other hand, when .α → 0, the overall FPR of the mixed w orkload is
dominated by .FPLBF which increases with increasing .QN (see Theorem 8). 

6.2 Use-Case Evaluation 

We evaluate the performance of our constructions within the context of a use 
case to get a sense of how they would perform i n practice. Historically, web
browsers, including Google Chrome, used a Bloom filter [9] to store a set of 
Malicious URLs. In this design, whenever a user attempts to access a URL on 
the web browser, the browser queries the Bloom filter for the URL. If the Bloom
filter says that the URL is in the Malicious URLs set, the web browser warns the
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Fig. 7. FPR comparison between PRP-LBF and NY-CBF in the partially-adaptive 
adversarial model for the Google Transparency Report with .QN ∈ [0, 1]. 

user that they are accessing a potentially unsafe website. The malicious URLs 
use case has been studied by prior works on LBFs [24,30]. Thus, we evaluate 
this use case using the same public Malicious URLs dataset [25] as prior work. 
This dataset contains around 223K malicious and around 428K benign URLs.

Implementation and Experimental Setup. We implemented PRP-LBF, 
Cuckoo-LBF, NY-CBF, and NOY-Cuckoo Filter in .903 lines of Python 3 code, 
which can be found in our open-source repository [12]. The implementation 
allows any PRP/PRF implementation to be plugged i n for internal use. Similar
to [20], we use AES to instantiate PRPs and PRFs in our implementation. In 
particular, we use AES in the ECB mode where the input size of the PRP/PRF
is 128 bits (so one block for AES encryption). Our implementation uses the
PyCryptoDome [26] library for these cryptographic primitives. Our implementa-
tion is also modular in a way that allows any machine learning model to be easily 
plugged in. We tested the correctness of our implementation on a broad range 
of common classification models, including the Random Forest model, Gaus-
sian Naive Bayes, the Gradient Boosting Classifier, Support Vector Machine-
based Classifiers, and Adaptive Boosting, using implementations provided by
scikit-learn.
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For our experiments, we use a set of .20 features to train the learning models, 
including URL length, whether the URL contains an IP address, whether the 
URL uses a shortening service, whether the URL is “abnormal”, digit count and 
letter count of the URL, and whether the URL contains special sym bols. This set
of features for the Malicious URLs Dataset is common in open-source learning
models, and similar features have been used by prior work [30]. In the case of 
Cuckoo filter-based constructions, we use fingerprints of size . 4 bits, . 2 as the 
table size constant factor, and .5000 maximum eviction attempts in the Cuckoo 
hashing tables. For Cuckoo filter-based constructions, we also skip elements that 
cannot b e inserted after the maximum eviction attempts have been reached.

We calculate FPR of all constructions by uniformly randomly sampling . 10%
of URLs that are not malicious from the Malicious URLs Dataset and counting 
how many of them are returned as FPs by these constructions. The amount of 
memory the l earning model uses is measured as the serialized size in bytes of
the trained classifier, using joblib [27]. After subtracting the memory used by 
the learning model from the memory budget, we divide t he remaining memory
budget equally between backup CBFs .BA and .BB in our c onstructions.

Fig. 8. FPR of our LBF constructions compared to NY-CBF and NOY-Cuckoo Filter, 
with varying memory budget and learning models for the Malicious URLs Dataset.
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Fig. 9. FPR of our LBF constructions compared to NY-CBF and NOY-Cuckoo Filter 
with large memory budgets a nd different learning models (for the Malicious URLs
Dataset).

Results. Figure 8a shows how FPR varies for NY-CBF and PRP-LBF as we 
modify the memory budget. This figure uses the Gaussian Naive-Bayes Classifier
as the learning model. Figure 8bshows the same results using a Linear Support 
Vector Classifier as the learning model. Similarly, Fig. 8cshow how FPR varies for 
NOY-Cuckoo Filter and Cuckoo-LBF as we modify the memory budget available 
for the Gaussian Naive-Bayes Classifier and the Linear Support Vector Classifier
as the learning model, respectively.

While our implementations are not focused on optimization, we see a consis-
tent trend of our LBF constructions having lower FPRs than CBF constructions
for the same memory budget. This is consistent with prior work [14] that shows 
a similar trend between non-adversarial LBF constructions and non-adversarial 
CBF constructions. An interesting outlier is the FPR of Cuckoo-LBF being 
slightly larger than the FPR of NOY-Cuckoo Filter in one of the data points of
Fig. 8c 

Large Memory Budgets. We explore how the trend of Fig. 8 continues  as  we  
keep increasing the memory budget to the point where it no longer becomes
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a bottleneck for FPR. To better understand this, we conduct a second set of 
experiments over a much larger range of memory budgets with the results shown
in Fig. 9. We observe that the trend from Fig. 8 continues. FPR for both our LBF 
constructions and the CBF constructions eventually approaches the same value 
as the memory budget increases. 
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