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1. Introduction
We are interested in a special case of bilevel network interdiction problems where the follower aims to maximize
the amount of flow from the source node to the sink node, and the leader aims to minimize the number of arcs
from a critical set that have positive flow on them in the maximum flow (max-flow) solution obtained by the fol-
lower. This problem setting is motivated by illicit trafficking networks where the trafficker seeks to maximize the
quantity of illicit activities (e.g., to achieve maximum profit), whereas the leader aims to minimize the number of
components in the system impacted by the illicit operations. For example, in disrupting human trafficking (HT)
networks, research has focused on disrupting the control, or, equivalently, exploitation, network of traffickers
(Kosmas et al. 2023a, 2024). The network is composed of traffickers, “bottoms” (who are often victims who are
forced to traffic other victims), and victims. Kosmas et al. (2023a) model “control” as flow in this network. They
focus on a maximum flow problem where there is an arc connecting each victim to the sink node and a unit flow
through this arc represents that the victim is being controlled by a trafficker. Clark et al. (2023) use the concept of
“flow as control” but focus on the flow representing the number of hours a victim is being forced to participate
in illegal activities by the trafficker. In these situations, the leader may wish to limit the number of victims
involved in the trafficking operation (which will carry a positive amount of flow on the corresponding arcs if this
is the case). We assume the trafficker takes a profit-driven perspective by maximizing the amount of flow sent
through the network (Barrick et al. 2023), whereas the leader aims to minimize the number of victims impacted.
We consider a directed network with source node s, sink node ¢, and capacitated arcs. Each arc has an associ-
ated interdiction cost, and there exists a set of special arcs. We say an arc is active if there is a positive flow on it.
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The leader is given a budget to remove arcs from the network and seeks to minimize the number of active arcs in
the special set from the follower’s maximum flow solution, whereas the follower seeks to maximize the flow
from s to t in the network after observing the outcome of the interdiction, that is, the set of arcs removed. The
bilevel nature of this problem arises from the fact that the objective value of the leader is determined through an
optimal solution of the follower’s maximum flow problem. However, because the follower’s problem may have
multiple optimal solutions, we investigate both the optimistic problem and the pessimistic problem, where the fol-
lower implements the most favorable and the least favorable maximum flow solution to the leader’s objective,
respectively. We provide an illustrative example in Figure 1 to elaborate this problem setting.

In Figure 1, the arc capacities are specified on each arc, and the interdiction cost is three for arcs (s,0), (0, 1), (0, 2),
(0, 3), and (0, 4), and is one for arcs (1,1), (2,1), (3,t), and (4,t). Let {(1,1),(2,t),(3,t),(4,t)} be the set of special arcs.
The maximum s-t flow value on the network is three, but there are multiple maximum flow solutions: for example,
(i) a flow of 3 units through path s — 0 —1 —#; (ii) a flow of 1.5 units through path s —0 — 1 —t and a 0.5-unit flow
through each of the paths s —0—-2—¢,5—-0—-3—¢, and s — 0 —4 — t. The choice of a maximum flow solution by
the follower may influence the objective value obtained by the leader: (i) would result in an objective value of one
whereas (ii) would result in an objective value of four. We consider an interdiction budget of two and the leader’s
decision according to the follower’s preference toward the implementation of a maximum flow solution.

In the optimistic variant of this problem, we consider the case where the leader assumes that the follower will
implement a maximum flow solution with the smallest number of active special arcs, as in (i). Without interdiction,
the maximum flow solution implemented by the follower would have only one active special arc, (1,f), leading to
an objective value of one for the leader’s problem. With a budget of two, the leader can remove up to two arcs from
{(1,1),(2,1),(3,t),(4,1)}; in any case, at least one special arc would be active in the maximum flow, and hence one is
a lower bound on the objective value of the leader, which can be achieved without interdiction. If the leader chooses
to interdict two arcs, one of which is (1,¢), then the follower would need to send one unit of flow through each of
the remaining special arcs to achieve the maximum flow, resulting in an objective value of two for the leader. Lastly,
if (1,¢) is the only arc interdicted, then the follower would send flow through each of the remaining special arcs,
resulting in an objective value of three for the leader. Therefore, in the optimistic case, any feasible interdiction plan
that does not interdict arc (1,t), including the interdiction plan where no arc is interdicted, is an optimal decision by
the leader.

In the pessimistic variant of this problem, the leader assumes that the follower would implement a maximum
flow solution that has the largest number of active special arcs, as in (ii). In this case, the leader expects that all
remaining special arcs in the network after interdiction will be active in the maximum flow implemented by the
follower, and therefore the leader would interdict as many special arcs as possible, which leads to the optimal
decision of interdicting any subset of two arcs from {(1,1),(2,¢),(3,t), (4,1)}.

In this paper, we propose a bilevel programming formulation for each variant of this problem. For both var-
iants, the leader chooses arcs to interdict and the follower solves a maximum flow problem and chooses a maxi-
mum flow solution to implement in the remaining network, and therefore also chooses special arcs to have a
positive flow on them, which leads to bilevel formulations with integer (binary) variables on both levels. We dis-
cuss a series of theoretical aspects of our problem including the complexity of both variants and properties of
optimal flow values for the pessimistic variant. We analyze a class of networks with practically important appli-
cations, including human trafficking modeling, and discuss a defining feature of an optimal solution of the pessi-
mistic variant over this class of networks. Based on this feature, we develop a solution method for the pessimistic

Figure 1. (Color online) A Simple Illustrative Example

Note. Special arcs are represented in blue.
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problem that is exact for this network class. We then discuss approaches to derive single-level reformulations for
both versions of the problem. For the optimistic variant, we apply the “dualize-and-combine” approach (Smith and
Song 2020), to derive a single-level reformulation that can be solved by state-of-the-art solvers. For the pessimistic
variant, we first introduce a valid relaxation of the integrality of a lower-level variable and then we derive two
single-level reformulations: one based on the dualize-and-combine approach, the other based on the level-set relaxa-
tion approach by Zeng (2020). To evaluate the performance of our solution approaches for both the optimistic and
the pessimistic variants of the problem, we perform computational experiments on a set of randomly generated lay-
ered networks for different interdiction budget levels. To draw domain-specific insights, we conduct computational
experiments on a set of randomly generated test instances inspired by domestic human trafficking networks. We
conclude the paper with a discussion of potential extensions of our work.

Our main contributions can be summarized as follows:

1. We propose a bilevel network interdiction problem where the follower seeks to maximize the flow from
source node to sink node, whereas the leader, who interdicts the network, seeks to minimize the number of arcs
from a critical set that have positive flow on them in the maximum flow solution obtained by the follower. To the
best of our knowledge, this is the first work to consider this problem. Our problem is motivated by applications in
disrupting illicit supply chains where the follower aims to maximize the profit obtained from illicit activity,
whereas the leader aims to minimize the number of components in the system affected by the operation.

2. We show that both the optimistic and the pessimistic versions of our problem are polynomial-time solvable
for the special case of networks with only one layer of nodes between source and sink nodes, but both versions
become NP-hard as the networks become generally structured, including when there is only a bipartite network
between the source and the sink.

3. We derive single-level reformulations for the optimistic and the pessimistic variants of our problem. For the
optimistic variant, we apply the dualize-and-combine approach to achieve a mixed-integer linear single-level refor-
mulation. For the pessimistic variant, we first introduce a valid reformulation based on the relaxation of the integral-
ity of lower-level binary variables, and then we derive two alternative single-level reformulations, one obtained by
applying the dualize-and-combine approach and the other obtained by a level-set relaxation scheme by Zeng (2020).

4. Lastly, we introduce a tailored solution method for the pessimistic variant of our problem. This solution method
is motivated by the analysis of a practically important class of networks, and we prove that for this class of networks
the method is an exact algorithm. Through computational experiments on randomly generated layered networks,
we verify that the tailored method is orders of magnitude faster than the benchmark approaches for all instances.

The remainder of this paper is organized as follows. Section 2 presents a brief literature review of bilevel opti-
mization, network interdiction, and applications of these tools in the context of human trafficking disruption. In
Section 3 we present our problem and discuss its bilevel optimistic and pessimistic formulations. In Section 4 we
discuss the complexity of our problem and other important theoretical considerations related to optimal flow
levels of the pessimistic problem as well as a class of networks with important applications; for this class we also
develop a specialized solution method. We discuss single-level reformulations for the optimistic and the pessi-
mistic versions of our problem in Section 5 and present computational experiments in Section 6. We close this
work with our conclusions and future research directions in Section 7.

2. Literature Review
In this section, we review literature related to our problem and its motivation including the topics of bilevel opti-
mization, interdicting illicit supply chains, and operations research (OR) efforts to counter human trafficking.

2.1. Bilevel Optimization

Bilevel optimization is a popular approach to model the interactions between two decision makers in various
domains from economics to engineering and natural sciences (Dempe 2002, Fischetti et al. 2017, Kleinert et al.
2021). The initial development of bilevel optimization originated in the field of economic game theory and
focused on market structure and equilibrium problems, particularly duopoly models, now known as Stackelberg
games (Dempe and Zemkoho 2020). It consists of an upper-level problem (also referred to as the outer or the lea-
der’s problem) and a lower-level problem (also referred to as the inner or the follower’s problem) where the lower-
level problem is embedded as a constraint or objective within the upper-level problem.

The flexibility of bilevel optimization in modeling hierarchical decision-making problems is often counterba-
lanced by its computational challenges. Bilevel optimization in general is a very challenging class of optimization
problems; in fact, it has been shown to be strongly NP-hard (Bard 1991, Hansen et al. 1992) even for linear upper-
and lower-level problems. Checking a point’s local optimality in a bilevel optimization problem is also NP-hard
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(Vicente et al. 1994). Bilevel optimization problems are nonconvex in general, and their feasible points violate the
constraint qualifications that are often used to verify optimality and convergence conditions (Dempe et al. 2015).

Moreover, because the lower-level problem may have multiple optimal solutions, bilevel optimization pro-
blems are not well-posed in general, which leads to the adoption of two main approaches to handle this ambigu-
ity: the so-called optimistic and pessimistic problems (Dempe et al. 2014). In the optimistic problem, the leader
assumes that the follower will implement the optimal solution that is best according to the leader’s interest,
whereas in the pessimistic problem the leader assumes that the follower will implement the optimal solution
that is worst according to the leader’s interest. Pessimistic bilevel problems are the most difficult in the bilevel
optimization field; indeed, it is often the case that an optimistic bilevel optimization problem is solvable whereas
its corresponding pessimistic version does not have a solution (Dempe and Zemkoho 2020).

Applications of bilevel optimization have been used to model problems in a variety of areas such as energy
networks and markets (Dempe et al. 2015, Kleinert and Schmidt 2019), critical infrastructure (Scaparra and
Church 2008, Johnson and Dey 2022), pricing and production decisions (Bui et al. 2022, Khorramfar et al. 2022),
and location problems (Goyal et al. 2023, Lamontagne et al. 2023).

2.2. Interdiction of lllicit Supply Chains

Network interdiction problems are among the most studied problems in bilevel optimization. Early papers such
as Wollmer (1970), McMasters and Mustin (1970), and Golden (1978) set the basis for this research field, which
gained much attention with the work by Wood (1993). In that paper, Wood (1993) introduced the maximum flow
network interdiction problem (MENIP), where a leader removes arcs from the network to minimize the maxi-
mum flow value obtained by the follower, and derived single-level reformulations for a few variants of the
MENIP. We refer the interested reader to the survey paper by Smith and Song (2020) for a broader discussion of
network interdiction models and algorithms, including network interdiction’s roots in military and defense
applications such as securing borders against smuggling of nuclear material (Morton et al. 2007, Sullivan et al.
2014) and protecting critical infrastructures against attacks (Salmeron et al. 2004, Scaparra and Church 2008).
More recently, network interdiction has received increasing attention as an effective tool to model other pressing
societal issues. Smith and Song (2020) identify illicit supply chain disruption among the emerging applications of
network interdiction. In this section, we discuss recent applications of network interdiction in the context of dis-
rupting illicit supply chain networks.

Griffin et al. (2023) consider a network interdiction problem applied to combating illicit wildlife trading. The
authors discuss models where the leader represents law enforcement authorities that allocate limited resources
to increase the probability of detecting a wildlife trafficker who aims to smuggle wildlife from an origin to a des-
tination through a network composed of airports and flights between them.

Malaviya et al. (2012) consider a multiperiod network interdiction problem that focuses on scheduling law
enforcement operations to remove criminals from an illegal drug supply chain. This network interdiction prob-
lem captures some of the characteristics reported by law enforcement agencies in the pursuit of disrupting illegal
drug networks, such as the temporal aspect of these interdictions and the need to build a strong case in order to
arrest high-ranking traffickers.

Baycik et al. (2018) extend the work of Malaviya et al. (2012) and investigate the problem of interdicting lay-
ered physical and information flow networks. Shen et al. (2021) consider the closely related problem of interdict-
ing interdependent contraband smuggling, money, and money laundering networks of a transnational criminal
organization, which models the various dependencies among these illegal networks. Kosmas et al. (2023b) con-
sider a maximum flow network interdiction problem to disrupt drug trafficking networks that allows for net-
work restructuring as the trafficker can add new arcs to the network after the antitrafficking agent has taken
interdiction actions.

2.3. Countering Human Trafficking

Network interdiction problems have also been used in the context of combating human trafficking networks.
Mayorga et al. (2019) present two illustrative robust network interdiction problems to disrupt the flow of human
trafficking victims through a network. Xie and Aros-Vera (2022) adapt and extend the work of Baycik et al.
(2018) in considering a network interdiction problem for disrupting sex trafficking networks that incorporates
mutual interdependencies between the information and physical networks. Tezcan and Maass (2023) propose a
multiperiod network interdiction problem where flow through an arc represents the desirability of a trafficker to
travel along the respective segment of the network. The work of Mayorga et al. (2019), Xie and Aros-Vera (2022),
and Tezcan and Maass (2023) tends to focus on disrupting the movement of individuals through a trafficking net-
work but does not focus on how victims are controlled or exploited by traffickers. Kosmas et al. (2023a) address
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the issues of how to generate realistic, operational sex trafficking networks and apply the model of Kosmas et al.
(2023b) to network models that use flow to model the control that traffickers have over their victims. Kosmas
et al. (2024) consider a multiperiod version of the maximum flow network interdiction problem with restructur-
ing and apply it to disrupting human trafficking networks. Clark et al. (2023) extend the concept of “flow as con-
trol” to capture that control can be viewed as the number of hours that a victim is forced to participate in illegal
activities, which helps to better connect the flow decisions to the revenues generated for the traffickers.

Our work adds to the growing field of network interdiction (and more broadly OR applications) to combat
human trafficking (Konrad 2019, Maass et al. 2020, Keskin et al. 2021, Dimas et al. 2022) in response to a call to
action made by a variety of researchers (Konrad et al. 2017, Caulkins et al. 2019, Mayorga et al. 2019, Sharkey et al.
2021) that recognized the unique potential of the OR community in providing analytical tools to address this
pressing societal problem. The value of these tools, however, is conditional on whether the process that leads to
their creation is conducted in a socially responsible manner (Konrad et al. 2023) and on whether it considers the
inputs from multiple stakeholders to identify unintended consequences and validate modeling assumptions
based on subject-matter experts’ knowledge, which requires a transdisciplinary approach toward research
(Lotrecchiano and Misra 2018, Martin et al. 2022).

Similarly to aforementioned problems, the problem we propose in Section 3 has its motivation in combating
human trafficking. However, our problem differs from previous works in the literature as the objectives of the
leader and the follower are not directly aligned with each other: whereas the follower’s objective is to maximize
the flow through the network, the leader’s objective is to minimize the number of “special” arcs with flow on
them after the interdiction. We recognize that modeling human trafficking requires a mathematical abstraction
of significant trauma and that no model can fully capture the lived experience. However, we believe such model-
ing can help understand the problem.

From an application perspective, the problem incorporates a profit-driven approach taken by the trafficker
(Barrick et al. 2023), and the perspective of a stakeholder who wants to directly minimize the number of victims
in the network as opposed to minimizing the maximum profit obtained by the trafficker. However, it is impor-
tant to note that although this objective is practically motivated, it is not the only potential objective for interven-
tions into human trafficking and that an exploration of the unintended consequences of suggested interventions
would need to be done through appropriate partnerships (Konrad et al. 2023). For example, one potential unin-
tended consequence of the objective is that the victims remaining in the network after intervention could have
their situation become significantly worse. Through appropriate partnerships and analysis, we believe that our
model could help to provide some insights into human trafficking interventions that have a broader and more
holistic approach by considering the expectations and contributions of multiple antitrafficking agents such as
nongovernmental organizations (NGOs), law enforcement agencies, researchers, social services providers, and
survivor-centered groups, among others.

3. Problem Statement

We consider a directed network G =(N,A), where N is the node set with |[N|=n, and A is the arc set with
|A| = m. There exists both a source node s and a sink node t. Each arc (i,j) € A has a positive rational capacity u;;.
For the sake of simplicity and without loss of generality, we can assume that all arc capacities are positive inte-
gers, because otherwise, we can find a factor, say p, such that pu; is integer for all (i,j) € A. By multiplying the
capacity of each arc by this factor, we obtain a positive integer capacity at each arc. Therefore, we work with inte-
ger capacities throughout this paper and address any necessary transformation when needed. There is also an
interdiction cost r;; associated with each arc (i) € A.

We also introduce a dummy arc from ¢ to s in G with infinite capacity and infinite interdiction cost. Among the
set of arcs A, we assume that there is a subset of arcs, A C A, that are of particular importance to the leader. The
leader is given a budget R to remove arcs from the network and seeks to minimize the number of arcs from A
that carry a positive flow on them in the follower’s max-flow solution, which is obtained by the follower who
seeks to maximize the flow from s to f in the postinterdiction network. This problem, without loss of generality,
can also be used to address situations where the networks have capacitated and/or interdictable nodes, and mul-
tiple sources and/or sinks by appropriate network transformations such as node splitting and artificial super-
source and/or supersink nodes; see Ahuja et al. (1993) for network transformation details.

Our problem, as stated above, suffers from the ambiguity inherent to bilevel optimization problems as men-
tioned in Section 2.1. In this specific problem, for a given interdiction decision there may exist multiple maximum
flows and each maximum flow can result in a different objective value for the leader’s problem. As defined so
far, our problem does not specify which maximum flow should be implemented in the case of multiple optimal
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solutions to the follower’s problem. We will present two variants of our bilevel optimization problem, an opti-
mistic and a pessimistic version, in Sections 3.1 and 3.2, respectively. In the optimistic version, the follower will
implement the maximum flow solution which has the smallest number of special arcs that carry a positive flow,
and therefore is the most favorable maximum flow according to the leader’s objective. On the other hand, in the
pessimistic version, the follower will implement the maximum flow that has the largest number of special arcs
that carry a positive flow, which is the least favorable maximum flow from the leader’s perspective.

We define binary variables y;; for all arcs (i, j) € A, where y;; is equal to one if arc (i, j) is interdicted. Given the
interdiction decisions, the follower solves a maximum s-t flow problem, for which we define decision variable x;
to represent the flow value on each arc (i,) € A. Lastly, we define the active flow indicator variables z; for (i,j) €
A to indicate whether arc (i, j) in the special set A has a positive flow on it according to the follower’s decision x.
The constraints needed to enforce the relationship between x and z differ based on the perspective taken by the
leader (i.e., optimistic or pessimistic) with respect to which solution is implemented in case of multiple maximum
flows. We discuss how to implement the relationship between these lower-level variables in more detail later; for
now we assume that Z(x) is a set containing all z € {0, 1}|A| such that

zj = { 1, if Xij >0, (l,]) [S A, (1)

0, otherwise.

We define the set of feasible interdiction vectors, I, the set of feasible flows parameterized by the interdiction
decision, X(vy), and the set of maximum flows with respect to the interdiction vector, S(y), as follows:

Ti={ye {01 > ryyy <R, )
(i,))eA
X(‘y) = {X:Zij—ZinZO, VieN,0 < Xij < Mi]‘(l —7/1-]»), V(Z,])GA}, (3)
j j
S(y) :=arg mxax{xtS :x € X(y)}. 4)

Given these definitions, we are ready to present the optimistic and the pessimistic versions of our bilevel opti-
mization problem.

3.1. The Optimistic Bilevel Optimization Problem

In the optimistic setting, the leader assumes that the follower will implement the most favorable maximum flow
according to the leader’s objective. In other words, the leader can choose an optimal x solution from S(y) according
to their own interests. Because of this choice flexibility for the leader, we must ensure that variable z; cannot be set
to zero when x;; > 0. This allows the constraint set Z(x) to be modeled with (5d) and (5e) in Formulation (5).

min Zji 5a
i (i’% j (5a)
s.t. yerl, (5b)
x € S(7y), (5¢)

xij < uzi, V(i,j) € A, (5d)
ze{0,1}'41 (5e)

One can observe that Constraint (5d) enforces z; = 1 if x;; > 0, for (i,j) € A, but it does not prevent z;; = 1 when
x;; = 0. This is sufficient in the optimistic version because in an optimal solution, z;; = 1 only if x;; > 0 for (i, ]) € A.

3.2. The Pessimistic Bilevel Optimization Problem
In the pessimistic setting, the leader assumes that the follower will implement the least favorable maximum flow
according to the leader’s objective. We model the pessimistic bilevel optimization problem as follows:

m;n rrxllazx Z Zijj (6a)
(i, j)eA

s.t. yeT, (6b)

x € 5(v), (6¢)

z € Z(x). (6d)



Downloaded from informs.org by [130.127.255.208] on 09 December 2025, at 12:50 . For personal use only, all rights reserved.

Lopes da Silva, Sharkey, and Song: A Bilevel Network Interdiction Problem
INFORMS Journal on Computing, Articles in Advance, pp. 1-23, © 2025 INFORMS 7

The pessimistic bilevel optimization problem has an additional “min-max” structure in the objective, given the
fact that the leader is concerned with the worst-case situation for its objective. Notice that in this case, Constraint
(5d) would fail to indicate the positive flows according to the x solutions because of the pessimistic position—the
follower would be assumed to set z;; = 1 whenever possible regardless of the value of x;;. Therefore, in the pessi-
mistic setting, we must explicitly enforce that z; = 1 only if there is a positive flow through arc (i,j) € A. We
address this issue by replacing Constraint (6d) in Formulation (6) with Constraints (7c) and (7d) for a sufficiently
large parameter M. The pessimistic bilevel optimization problem can then be formulated as

min max Z Zjj (7a)
YEOXE L hea
s.t. xeS(y), (7b)
1 .
Xij 2 Mzijr V(i j) €A, (70)
ze {0, 1} (7d)

We show that | A| is a sufficiently large M in Section 4.2.

3.3. Modeling the Motivating Applications

In this section, we discuss how our problem connects to disrupting drug trafficking networks and human traf-
ficking networks. In the work of Malaviya et al. (2012), a problem related to interdicting illegal drug supply
chains is considered. Initially, nodes model various people in the illegal drug supply chain, whereas arcs model
their connections (note that through standard node expansion techniques, the problems studied focus solely on
arc interdiction). Based on realistic features of certain drug trafficking networks, the network data considered by
this work are hierarchical in the sense that drugs flow down through different layers of these networks. Further,
the bottom layer of the network (the one closest to the sink node) captures people who are using the illegal drug
and captures that these nodes are the only ones directly connected to the sink node. The problem we consider in
this paper can be directly applied to an il