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Community Consensus: Converging Locally despite Adversaries and
Heterogeneous Connectivity
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Abstract— We introduce the concept of community consensus
in the presence of malicious agents using a well-known median-
based consensus algorithm. We consider networks that have
multiple well-connected regions that we term communities,
characterized by specific robustness and minimum degree
properties. Prior work derives conditions on properties that
are necessary and sufficient for achieving global consensus in
a network. This, however, requires the minimum degree of the
network graph to be proportional to the number of malicious
agents in the network, which is not very practical in large
networks. In this work, we present a natural generalization
of this previous result. We characterize cases where, although
global consensus is not reached, some subsets of agents V;
will still converge to the same values M, among themselves.
To reach this new type of consensus, we define more relaxed
requirements in terms of the number of malicious agents in
each community, and the number %k of edges connecting an
agent in a community to agents external to the community.

Keywords: Consensus, Distributed Model, Malicious

Agents, MCA, Communities
I. INTRODUCTION

In this work we present a new form of local consensus
in a network, that we call community consensus, that can
be achieved even in the presence of malicious agents. We
focus on the case where legitimate agents in different “com-
munities” of a network try to reach consensus within their
respective subgraph. We characterize conditions on the graph
topology such that community consensus can be reached
despite the presence of malicious agents. Importantly, com-
munity consensus can still be attained in many networks
where global consensus [1] is not possible.

The need for multiple agents to agree on a value in a
distributed manner is crucial for many real-life applications,
from systems of multiple sensors to social dynamics. The
topology and connectivity of the network, though, can im-
pede that agents receive information from any region of the
network, preventing common agreement. Conversely, there
can be scenarios where the ultimate goal is not to have an
entire network to agree on a unique value, but instead having
different regions of the network to agree on different values —
which is the focal point of this paper. We consider a network
where agents communicate in a distributed manner and they
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can query the values of all their neighbors. However, they do
not know whether other agents are malicious nor the structure
of the network outside of their neighborhood.

Many works in the literature focus on consensus problems
in networks under a graph-theoretic and stochastic perspec-
tive, from average consensus [2], [3] to opinion dynamics
[4], [5]. Even malicious agents are considered in some works
([6]-[9]), but little attention has been posed on networks
having heterogeneous connectivity and malicious agents.
Some of these works also focus on devising strategies to
identify malicious agents or exclude them from the process
of reaching consensus [10], [11]. Here, identifying malicious
agents is not a primary focus, instead, we focus on char-
acterizing conditions to reach community consensus with
unknown malicious agents in the network.

We build upon the model devised in [1], which aims
for all legitimate agents in the network to converge to the
same value. In [1], the authors require a strong notion of
robustness that may not be applicable to many practical use
cases, where these stringent connectivity constraints are not
fulfilled. We use the same median consensus algorithm, but
pose a different goal, in that we aim for legitimate agents
within a subgraph of the network to converge to a value
that is within the convex hull of their initial values, i.e.,
community consensus. Relaxing the goal also allows us to
relax the connectivity constraints. However, reaching com-
munity consensus is non-trivial for two important reasons:
1) consensus still requires sufficient robustness within a
community, but also 2) community consensus requires some
degree of isolation between communities. Specifically, a
characterization of connectivity within the community and
across communities that depends on the number of malicious
agents in each community is required.

Towards the goal of characterizing conditions when com-
munity consensus can be achieved, our work addresses
several challenges: for some community 7, legitimate agents
in a subset V; of the network need to be able to reach the
same fixed point My, € R, and they need to be robust
outliers, with respect to the values in V;. For the edge
case of the entire network being a single community, [1]
already provides necessary and sufficient conditions for this
to happen. However, with multiple communities connected
to each other, our analysis has to take into account the
effect these communities can have on each other. In this
work, we characterize the parameters of a network G such
that community consensus is attainable. As we will show in
Section VI, this is done in terms of the number of edges k;
connecting agents in subset V; to other subsets, and in terms



of the number of malicious nodes f; in V;. The strength of
our approach is that it models scenarios in which the network
connectivity is not homogeneous.

This paper is structured as follows. In Section II, we
provide the current state of the art and explain how our work
places itself in it, also recalling, in Section III, important
notions of network robustness that we make use of. Our
framework is described in Section IV and in Section V, while
in Section VI we present our theoretical results and we prove
them. Empirical results are presented in Section VII, pre-
cisely showing the necessity for the constraints in our main
theorem. We finish this work with describing some relevant
use cases in Section VIII and drawing final conclusions in
Section IX.

II. RELATED LITERATURE

Consensus problems on evolving networks have been thor-
oughly studied in many fields, from opinion dynamics (See
for example [4], [5], [12] and the references therein) to first
order distributed optimization algorithms [13], [14], where
linear matrix equations and Lyapunov functions are used.
These works present the so-called average consensus proto-
cols, where agents update their value by averaging it with the
value of their neighbors. Works on average consensus have
thoroughly developed under many points of view: From fixed
and switching topologies, [15]-[17], to a graphical approach
[3], and to a Markov Chain approach [2], [18], where worst-
case convergence rates and graph-theoretic conditions have
been examined. Aside from the average, other aggregates
prove useful and more robust to outliers. Fundamental is
the seminal work from Kempe [19], which, with probability
1—46, shows an e-convergence in the push-sum gossip-based
protocol in O(logn). In it, authors study the problems of
computing several types of aggregates through gossip-based
protocols. A follow up work is [20], where the authors focus
on an asynchronous way to find the k" smallest value in a
network of n agents. In this work, authors concentrate on
the median, which is a valuable aggregate, because of its
robustness to outliers. In the control theory community, some
works explored different robust aggregates besides median
and mean: some methods extend to tools such as Krum
and multi-Krum [21], geometric median [22], coordinate-
wise median, coordinate-wise trimmed mean [23], Bulyan
and multi-Bulyan [24]. A fundamental aspect of our work
is the presence of adversarial agents in the network. While
the presence of wrong values in a network has been pre-
viously considered, the literature around consensus models
with adversaries (i.e., the number of malicious or spoofed
agents) is still relatively understudied. Many recent works
on adversarial agents pose the attention on leader-follower
dynamics [9] where the value of one agent is taken as
reference for the other agents to follow. Our work applies to a
leaderless dynamic, where agents possibly reach a common
value but are unaware of the global status of the network
(decentralized approach) and of the fixed point. The existing
results on resilient cooperative control are, however, still
conditioned on many communication network’s connectivity

requirements. In the case of [25], the authors show robustness
of the network of size n to o(/n) byzantine agents, while
[26] looks at the case up to y/n agents can be corrupted in
the network at any time. In [27] authors design what they
call a “Stabilizing Consensus” able to tolerate f < n crash
faults and f s.t. 3f < n byzantine faults in a network of
n agents. These works leverage on asynchronous models,
and there is no focus on the underlying network topology,
but instead, interaction among agents is modeled as random
matchings. Our work compares to the work of Zhang and
Sundaram [1] and builds from that. The authors look at a
synchronous, distributed, median consensus model where f
malicious agents can be present in a network of n agents. To
show the validity of the model, authors devise a new notion
of robustness, namely (7s)-excess robustness and pair it with
the requirement that the minimum degree of the network be
dmin > 2f 4+ 1. Their work is a further development from
previous work in [28] and [29].

III. BACKGROUND: ROBUSTNESS
A. The Median Consensus Algorithm (MCA)

The authors of [1] present a consensus protocol where
agents in a network follow a synchronous, distributed con-
sensus algorithm called MCA. We refer to it as median-based
consensus protocol. In the MCA, every legitimate agent u
in a graph G holds a value. At every step t, this value is
averaged with the median of the values from u’s neighbors.
The algorithm iterates perpetually and the authors prove
that the agents will eventually reach a type of consensus
they call Resilient Asymptotic Consensus (RAC) (defined
in Definition 5). Due to the presence of malicious agents,
legitimate agents can only reach consensus under certain
assumptions of robustness of the graph. To this end, [1]
introduces (r, s)-excess robustness, building from the notion
of r-excess robustness in the previous works. The notion of
r-excess robustness conveys the idea that, for any partition
of the network, at least one agent in the partition has r
more neighbors outside the partition than inside; (r, s)-excess
robustness asks that there always be at least s of such agents.
We recall here the notions of robustness presented in [1]. In
our approach, we use the same notions and observe their
application to sub-graphs induced in the original graph.'

B. r-excess robustness and (v, s)-excess robustness

The median is a robust statistic that is not influenced by
outliers. However, this also means that legitimate values at
the extremes of an ordered vector of values may never be
selected as the median. Consider the example of a graph
G where agents can be partitioned into two sets .4 and
B, such that, at time ¢ = 0, any agent © € A holds a
value ¢ and any agent v € B holds b # a. Assuming
agents share and update their values following the MCA,
they will not reach convergence if every agent has more
neighbors in its own subset than neighbors in the other
subset — no agent will change its opinion, regardless of the

'We recall here that an induced sub-graph on G = (V, E) is a graph
G[V*] = (V*,E*) where V* C V and E* contains all of the edges,
from the original graph G, that connect the agents in V' *.



connectivity in other parts of the graph. Stronger assumptions
on connectivity are hence needed, as provided by the notion
of r-excess robustness, from [28] and [1]. Let \V,, denote the
neighborhood of agent w.

Definition 1 (r-excess reachable set) Given a graph G =
(V,E) and a nonempty subset S of agents of G, we say
S is an r-excess reachable set if Ju € S such that (N, \
S| = NunNS| > r, where r € Z>o. When clear from the
context, we will also say that agent u (with regard to set S)
is r-excess reachable.

Definition 2 (r-excess robust graph) A graph G = (V, E)
is r-excess robust, with r € Zso, if for every pair of
nonempty, disjoint subsets of V, at least one of the subsets
is r-excess reachable.

However, it might happen that all the reachable agents are
also malicious, resulting in the network being disconnected
and preventing its legitimate agents from reaching consensus.
To address this case, in [1], robustness is expanded to (7, s)-
excess robustness, with the idea to ensure that there always
are more reachable agents than malicious agents.

Definition 3 ((r, s)-excess robustness) Take r € Z>( and
se€{l,...,n}. A graph G = (V, E) is (r, s)-excess robust if
o For every pair of nonempty, disjoint subsets S1,S2 CV
o Given the set Xg = {u € S; : IN,\Si|—|N.NS;| > 7}
forie {1,2}
At least one of the following holds: |X§ | + |Xg,| > s;
X5, [ = [S1]; |Xg, | = [S2].

>

IV. PROBLEM FORMULATION

The previous definitions leverage on the property that all
the agents in the graph need to be somewhat connected
enough in order for the MCA to work. In other words,
this means assuring that any subset of agents S C V, as
defined in Definition 1, is able to incorporate values from
agents in V' \ S in the update step. In this section, we
apply the notions of consensus and robustness from [1] to
more general networks, where robustness properties pertain
to induced sub-graphs of the starting graph G, rather than its
entirety. We formalize the case of a graph with heterogeneous
connectivity, where more connected agents belong to subsets
that fulfill (r, s)-excess robustness criteria. In these subsets,
legitimate agents can reach consensus and not only are
they robust to malicious agents in the same subset, but to
malicious agents in the whole G as well.
A. Graph Structure and Additional Notation

We consider a graph G = (V, E). Let n = [V|. In G, we
denote by legitimate the agents that follow the MCA and by
malicious all the others. We call L the set of legitimate agents
in G and F’ the set of malicious agents, such that FUL =V
and F'N L = (). We define a partition of V: {V1,Vs,..., V.}
into ¢ subsets, where V; indicates the generic ith subset. For
any subset V; C V and an agent v € V;, we call N, =
{v| (u,v) € E} and k; = max,{|N, \ V;i|} > 0. We use
the notation G[V;] to indicate the sub-graph of G induced
by the subset of agents in V;. Further, an agent u has degree
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Fig. 1: Example of graph where two subsets of agents 1}
and V5 are visibly more connected within themselves. Lower
connectivity between V) and V5 is represented by the orange
edges.

dy, G’s minimum degree is denoted by d;;,, = min,{d,},
and the minimum degree of G[V;] is denoted by d’ .

The process unfolds in discrete rounds, starting from ¢ =
0. We represent with &,(¢t) € R the value of an agent u
at time ¢, let it be legitimate or malicious. We assume that
legitimate agents do not know which agents are malicious,
nor which values they can take. However, malicious agents
may know each other and, therefore, distinguish between
legitimate and other malicious agents.

We do not make assumptions on the malicious values,
allowing us to account for the fact that malicious agents can
be able to coordinate their values in such way that their action
is the most disruptive. This includes being able to potentially
update their value in later stages. Recall that N, indicates
the neighborhood of u, we call £ (t) = {&,(t) : v € N}
the ordered vector of values held by the neighbors of u at
time ¢. When there is no ambiguity, we will omit the time
reference ¢. Finally, using the notation 5[(;]” to indicate the

it" entry of the vector £(*), we consider the median operator

() -

() (w)
Slaw/2 o lauszen)  gor d,, even
2

(u) :
E[(du+1)/2] otherwise.

B. Fault Model

We recall that F' is the set of malicious agents. Similarly
to V, we define a partition of F' C V:

F = {Fl,FQ,...,FC|Fl‘ C V; and |Fl| = fl,VZ S [1,0]},

Where we use f; to denote the number of malicious agents in
the specific subset V;. From the literature, we present three
types of fault models: F-fotal, F-local and Byzantine models.
The first two models require that at most | F'| malicious agents
be present in the whole network (F-total) or in an agent’s
neighborhood (F-local) at any point in time. In the latter case,
agents are still organized under an F-total or F-local scheme,
though they are Byzantine agents. Our malicious agents are
Byzantine, in that they can coordinate to strategically send a
specific set of values to their neighbors. Our model is F-rotal
with respect to the whole agent set V.
C. Community Structure

As mentioned above, we look at a graph G within which
there can be multiple regions satisfying specific connectivity
constraints. We call these regions communities and formally
introduce them in Definition 4.



Definition 4 ((k;, f;)-community) Consider a graph G =
(V, E) and a subset of agents V; C V. For k;, f; > 0, the
induced sub-graph G[V;] is a (k;, f;)-community if:

o G[Vi] is (k4 fi + 1)-excess robust;

o Iis minimum degree is d'. > 2fi + k; + 1

Definition 4 characterises a sub-graph of G that is (r, s)-
excess robust, however it does not imply anything about
the robustness of G. Note that, if G is (r, s)-excess robust,
then V; = V, as well as the fact that communities can
contain smaller communities within themselves. Further-
more, if G[V;] is a (k;, f;)-community, for V/ C V;, not
necessarily is G[V/] a (k;, f;)-community. For example, take
fI = 0,7 > 0. There might exist a subset V; = {u,v}
such that (u,v) ¢ E: in this case, G[V/] is clearly not
(r,1)-excess robust, however, v and v may be connected
to other agents in V; so that robustness of G[V;] may be
guaranteed all the same. Conversely, for Vi, Ve C V such
that V1 NV, = 0 and for G[V4] and G[V2] two communities,
G[V1 UV4] is not necessarily a community. A trivial example
is two (k;, f; + 1)-excess robust graphs being disconnected
from each other.

V. THE MEDIAN CONSENSUS ALGORITHM AND RAC

We apply the same algorithm presented in [1] to the graph
G as described in Section IV-A. Every agent u € V starts
with a value &, (0) € R, such that, at any subsequent timestep
t, the value &, (t) follows the same update step presented in
the MCA introduced in [1]. Namely, for o € (0,1)

Eult+1) = alu(t) + (1= )M (€M) ifuel (1)

This update step dictates that all the legitimate agents in the
network will update their value to an average between their
current value and the median of their neighbourhood. This is
done synchronously for every agent u € L. No assumptions
are made on the update of the values for the malicious agents,
nor on the value that they communicate to legitimate agents.

We define &,,, and £y, as, respectively, min{&,,(0) | v €
Vi} and max{&,(0) | u € V;}. We therefore recall the
definition of RAC from [1] and expand it to account for this
new notation.

Definition 5 (Resilient Asymptotic Consensus) Under
any of the fault models and for a subset V; € V, the
legitimate agents in V; are said to achieve RAC if both
of the following conditions are satisfied for any choice of
initial values &,(0) € R.

o Agreement Condition: there exists M, € R such that
o Safety Condition: The values of agents are throughout
between the minimum and maximum values of the
legitimate agents, i.e., for t € Z>o, {u(t) € [Em,, €]

VI. THEORETICAL RESULTS

The framework we introduced in the previous sections
allows us to now present the results of our work . We start by
stating the core result in Theorem 1, followed by an insight
on the structure of its proof. Proposition 1 follows, providing

us with all the elements needed to later prove Theorem 1.
For u € V;, recall that k; = max,{|N, \ Vi|} > 0 is the
number of edges going from the node u to a set outside of
Vi. We call these “external edges.”

Theorem 1 Tuke G = (V,E), and the partition of V in
c subsets Vi,Va,..., V.. For a given V; with f; malicious
agents, and where each u € V; has at most k; > 0 external
edges, if G|V;] is a (ki, f;)-community, i.e.,

1) G[Vi] is (ki, fi + 1)-excess robust

2) GV;] has )i, > 2fi + ki +1
holds, and

3) All legitimate agents in G[V;] run MCA
Then, every legitimate agent in V; will reach Resilient
Asymptotic Consensus (cf. Definition 5).

Remark 1 Agents of different communities may converge to
different values.

Remark 2 If k; = 0 and ¢ = 1, which means that the
graph consists of one single big community, this theorem
is equivalent to Theorem 1 in [1].

Theorem 1 shows that the use of MCA allows for the
relaxation of two core prerequisites needed when applying
it to reach community consensus. First, G does not need
to be (r, s)-excess robust in order to have subsets of agents
reach consensus within G[V;] through MCA; instead, it needs
to have subsets of agents to be connected enough by their
induced sub-graphs being (k;, f; + 1)-excess robust. Second,
the minimum degree requirement for a node ©v € V; is
only dependent on the number of malicious agents that are
in V; and the number of neighbors u has outside of its
community. This is much less restrictive than the degree
requirement for global consensus, which is dependent on
the total number of malicious agents in the entire network.
This implies that communities with fewer agents can also
have a lower minimum degree. Simulations in Section VII
further confirm the theoretical results and the necessity of
our assumptions.

A. Proof Idea

The full proof of Theorem 1 can be found in Section VI-
C and is structured as follows. We consider a graph G, as
formalized in Section IV-A, and an induced sub-graph G[V;].
We show the following (Proposition 1). Consider V;: The
agents within V; that are highly connected to other agents
within the same subset still have more connections to agents
within V; compared to outside V; if we look at GG instead
of G[V;]. More formally, if G[V;] is a (k;, f;)-community,
then we show that agents that are k;-excess reachable in
G[V;] maintain high-enough reachability in G — even when
connected to k; new neighbors outside V;. Therefore, we can
apply the results from [1] (cf. Theorem 1 [1]) to show that
agents in the community G[V;] will reach resilient asymptotic
consensus.

B. Formal Analysis

We start by defining the isolation property of a commu-
nity: it characterizes the case where agents in V; can be con-



Then:

o G[V;] is isolated

o ki-e.r. agents wr.t. G[V;]
are 0-er. wart. G

GV
oHas d) > 2fi+ki+1

o Is (ki, fi + 1)-excess robust

_
Prop 1.1

[ W],

In G:
Robustness properties satisfy
the conditions in [1] (Thm 1)

For MCA on G:
Legitimate agents u € V; reach
Resilient Asymptotic Consensus.

[1] (Thm 1)

Fig. 2: Flow of the proofs.

nected to agents outside of V;, i.e., v, w, ... € V\V;, without
resulting in the induced sub-graph being a community (cf.
Definition 4).

Definition 6 (Community Isolation) Consider a commu-
nity G[V;], an agent uw € V; and a neighboring agent
v € Ny \Vi. G[V;] is isolated if; in the update step in Eq. (1)
foru, any &,(t) that does not satisfy the safety condition does
not influence the median operator.

Making use of this, the following proposition characterizes
how the excess reachability of agents within a community
compares to the excess reachability within the graph.

Proposition 1 Tuke G = (V, E) and a partition of V into ¢
subsets {V1,Va, ..., V.}. Let the induced sub-graph G|V;] be
a (ki, fi)-community. Let u be a k;-excess reachable agent
in G[V;] w.rt. a set S C V;. Then, u is 0-excess reachable
in G w.rt. all sets SUN, where N C N\ V;. Furthermore,
G[V;] is isolated.

Before we prove this formally, it is worth emphasizing that
the statement is non-trivial: First, agents in V; do not neces-
sarily maintain the same reachability when looked at w.r.t.
the whole graph G. Even in the absence of malicious agents,
new edges connecting to external values could influence an
agent © € V; by making it diverge from the M,. Second,
having more edges potentially means more malicious agents
influencing a legitimate agent. It is therefore paramount that
the cross-community edges do not expose any agent in a
community to too many malicious agents.
Proof: [Proof of Proposition 1] In the first part we prove
that the agents that are O-excess reachable w.r.t. G[V;] are 0-
excess reachable w.r.t. G. In the second part, we show that
G[V;] is isolated.
a) Robustness Property
Without loss of generality, we exclude the trivial case for
which V; = V and k; = 0, and consider the community
G[Vi], Vi C V. We take an agent u € V; and an agent
v € V\'V;, and observe the connectivity of the induced
sub-graph G[V;*] = G[V; U{v}]. By definition, any r-excess
reachable agent is also 0-excess reachable. Key in this part
is to show that any change in the connectivity of G[V;*] will
not lead to the number of 0-excess reachable agents in V; to
decrease. We therefore take a subset of agents S C V,*, such
that € S and that SNV; # (). Without loss of generality, we
assume that u is a k;-excess reachable agent in G[V;], given
the choice S, and that v and v are connected by an edge. We
observe that there are 2 cases of interest: 1) v ¢ S 2) v € S.
In the first case, v being external to S increases the count of

Fig. 3: Example of Casel (left) and Case2 (right) in Propo-
sition 1. With respect to S and selecting the subset V;, agent
u is 3 — 2 = 1-excess reachable. When considering V;*, one
agent more is outside S and u becomes 2-excess reachable.
In Case2, u becomes 3 — 3 = 0-excess reachable.

external neighbors, leading to k; +1 > k; and maintaining 0
reachability. In case 2) both w and v belong to S, therefore
the count of internal neighbors is increased by 1. This yields
k; —1 > 0, since the exclusion of the case V; = V implies
k; > 1. Extending to the case where k; agents external to V;
are connected to u, we observe that, at worst case, S contains
all k; external agents, yielding k; — k; > 0. Any set of k;
additions is independent of each other, thus not affecting
the reachability of the agents in V; with respect to each
other. Additionally, for any agent v belonging to a different
community G[V},]|, the same reasoning applies from v’s
perspective, in this way proving the robustness property. See
Fig. 3 for a graphic representation the two cases.
b) Isolation property

Consider again the community G[V;] and k; external
agents connected to u € V;. For G[V;] to be isolated, we need
to guarantee that the value &, (t) € [{m,, &, ], Tespecting the
safety condition. It is sufficient to show that the median of
the values from u’s neighbors is M (€ (t)) € [€m,, Enr]-
We prove this in the following. By hypothesis, we know that
dYi > dYi. > 2f; + k; + 1. By our model assumptions on
the structure of GG, any agent u € V; can be connected to at
most k agents that are external to V;. Thus, the degree of u
with respect to the whole G is d,, = dY + k; yielding

dy = dy + ki > dYi, + ks

The lower bound on d,, in Eq. (2) guarantees that the median
operator will not be affected by any value &,(¢) & [Em,, Enr,]-
This includes both values from legitimate agents that are
outside the interval [{,,,,&n,] and any value from external
malicious agents. This proves isolation and the proposition.

|
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C. Proof of Theorem 1

Take a subset V; C V for which G[V;] is a (K, fi)-
community with d)?, > 2f; + k; + 1. From Proposition 1
we know that G[V;] is isolated and that, the f; + 1 k;-
excess reachable agents in G[V;] will all be at least 0-excess
reachable in G. This means that all of these agents still
connect to at least as many agents outside a chosen subset
S, s.t. SNV; # (), as agents inside it. Isolation guarantees
that no outliers from agents outside of V; are selected. This



satisfies the reachability conditions required from Theorem
1 in [1], with respect to subset V;. Precisely, that result
leverages on the fact that (0, f; + 1)-robustness of the graph
implies that there is always a combination of subsets S, S2
for which enough agents are at least 0-excess reachable. This
concludes that MCA on G will lead agents in V; to reach
resilient asymptotic consensus and concludes the proof. W

Implications — The implications of Theorem 1 and Propo-
sition 1 is twofold. On one hand, these results show that,
even if consensus via MCA is not achieved globally, sub-
graphs in the network which are connected enough can still
agree on a common value. On the other hand, they give
sufficient conditions to have a network of (r, s)-excess robust
sub-graphs whose agreement to a value will not be hindered
by being connected to each other. This is invaluable in many
cases where several networks want to communicate with each
other, yet still retaining the local information they converged
to within themselves, and without compromising it, nor
having it corrupted by further malicious agents. Observe that
these results do not imply anything about agents that do not
belong to a community. In that case consensus may or may
not be reached.

VII. SIMULATION RESULTS

In this section we complement our theoretical findings
with simulations, and highlight cases where our conditions
on the connectivity and degree are not met, resulting in
community consensus failing. We show the successful case
of community consensus when both the robustness and
degree conditions are met, and two failure scenarios where
one of these conditions is violated, respectively.

A. Setup

We start by describing the initial graph G that we then
slightly modify to get the three cases. To obtain GG, we start
from two complete graphs Gy = (V1, E1), Go = (Va, Es)
with sizes n; and ns, (n1 > ny w.l.o.g.), and we set k1 =
ko = k. Furthermore, we sample each &, (0) such that

N(2,1) if ueWVinL
£.(0) ~ ¢ N(30,5) if weVonL
60 if uekF,

where N(u,0?) is the normal distribution with mean g
and variance 2. As an example of an effective disruptive
behaviour, we assign the same value to all the malicious
agents and keep that value constant. We consider three
different setups:

o G[V1] and G[V3] are (k, f;)-communities, this is our
nominal case;

o At least one of the subgraphs G[V;] does not respect
robustness constraints, that is, it is not (k;, f;+1)-excess
robust;

o At least one of the subgraphs G[V;] does not respect
the minimum degree condition d"/, > 2f; + k; + 1.
a) Examplel: Constraints Respected

We take f1 = 20, f2 =10,and nq = 6f1 +3,n0 = 3f2+5.

We set k& = 2. It can be verified that each complete graph is

(2, fi)-excess robust and the graph G obtained in this way
respects the constraints in Theorem 1. Note that the choice of
n;, as well as the parameters of the distributions and the value
for the malicious agents, is completely arbitrary, as long as
the minimum degree condition d,,;, = d > 2f; +2 + 1 is
respected.

b) Example2: Robustness not Respected

We set here f1 = 6, fo = 1, ny = 2f; +4 = 16
and no = 4fo +5 = 9. In this case we set £ = 1. By
removing a number of edges from the 9-clique, we obtain
the sub-graph G[V3] shown in Fig. 5. This network is not
(1, 2)-excess robust, and one selection of subsets S; and Sy
that breaks the conditions for robustness is the subsets S; =
{uy, u2,us, ug,us} and Sy = {ug, ur, us, ug}, highlighted
in Fig. 5 by the dashed line. Nevertheless, the minimum
degree condition is respected, since every agent in G[V5]
has at least degree 4.

c) Example3: Min Degree not Respected

We set fi =6, fo =3, n =2f1+3 =15 and ny =
2fs + 5 = 11 agents each, and set k = 2. The minimum
degree condition for G[V;] would be d\’, > 2f) +k+1=
15, which however cannot be respected since every node in
G[V1] has degree d = 14. On the other hand, the reader can
verify that G[V4] is (2, 7)—excess robust.

d) Code
The code for our experiments (Phasel.py) can be
found here: https://bitbucket.org/CrissGava/
majorityconsensuscode/src/master/
B. Findings

The three plots in Fig. 4a—Fig. 4c show the outcomes of
each example. Each line in the plot represents the value of an
agent. Note, that the convergence rate is intentionally set to
be very slow by setting a = 0.9 in the consensus update rule.
This is done to provide more insight into the convergence
process.

Successful community consensus — When the conditions
of Theorem 1 are met, community consensus is reached, as
shown in Fig. 4a. At ¢ = 0 all the agents start with different
values, and they quickly converge within their communities.

Failure due to violation of robustness — Not respecting
the robustness condition means that if the malicious agents
are positioned strategically in important nodes of the graph,
they can prevent information flow between some subsets of
the legitimate agents. Consequently, those subsets — depend-
ing on their initial values — might converge to different values
from each other. This is exactly what happens in G[V5] in
Fig. 4b. Notice, that since the degree condition is respected,
all of the values of the legitimate agents stay within the
convex hull of their initial values.

Failure due to violation of minimum degree — When
the minimum degree condition is not respected in G[V;],
legitimate agents can include values of malicious agents,
or legitimate agents from outside G[V;] in their update
rule. Whether this happens or not is dependent on both the
initialization of all agents and the placement of the malicious
agents. The effects of such inclusion can result in legitimate
agents in G[V;] possibly converging to values outside the


https://bitbucket.org/CrissGava/majorityconsensuscode/src/master/
https://bitbucket.org/CrissGava/majorityconsensuscode/src/master/
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Fig. 4: Plots of our simulation results (cf. Section VII). (a) - Examplel: Constraints from Theorem 1 are respected, (b) -
Example2: Robustness constraint is violated: agents in G[Va] converge to two different values, (c) - Example3: Minimum
degree constraint is violated. Only in (a) do legitimate agents reach community consensus. The value of 60 belongs to

malicious agents and that the x-axis uses logarithmic scale.
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Fig. 5: Graph used to simulate the case where robustness
constraints are not met. The dashed line separates V5 in two
subsets of agent: S; = {u1,...,us} and Sy = {ug, ..., ug}.
Recall that, in this case, it is fo = 1 and ko = 1. Therefore it
has to be dx;n > 2fo+ko+1 = 4. In this example, no agent
in V4 is 1-excess reachable under the partition {S7, S2}, thus
G[Va] is not (1,2)-excess robust.

convex hull of their initial values. This is showcased in
Fig. 4c, with agents in G[V;] converging to the values of
the malicious agents.

VIII. PRACTICAL USE CASES

We argue that Community Consensus can be applied to
several real-life use cases. Heterogeneous connectivity in net-
works is a common occurrence, and many theoretical models
account for it, from scale-free, or assortative networks, to
different agent centrality measures and clustering criteria. We
now present here two use cases

Distributed Sensing — Multiple sensor networks are im-
plemented for various applications: from autonomous ve-
hicle coordination, to energy infrastructure, or seismic and
geothermal monitoring. These have steadily evolved to large
swarms of micro-sensors and Internet of Things (IoT) [30],
creating new challenges in the handling of the big amount of
data subject to infrastructure constraints, such as bandwidth
limitations and processing power. Different solutions are
being explored, from mobile-agent-based Distributed Sensor
networks (DSN) and sensor fusion algorithms [31], to Dis-
tirbuted Acoustic Sensing (DAS) to map ocean floors [32].

Because of the extensive surface that a DAS application to
environmental sensing covers and the extreme diversity of
the maritime ecosystem, one might want to segregate the
data related to different regions of the ocean floor.

Blockchain Sharding — The blockchain technology is ex-
tremely powerful when it comes to approving transactions
in a decentralized way and while guaranteeing security. This
concept is being used in many applications, from finance to
large scale IoT [33]. Nonetheless, it is still computationally
expensive and poorly scalable. A solution comes with shard-
ing, an approach to allocate different parts of a blockchain
transaction to different shards, or communities [34], [35].
Shards are connected to each other, so to communicate
their result and therefore complete the entire transaction.
However, issues like shard invalidation can be caused by
malicious agents in an even smaller number than what the
entire blockchain would be robust to. Few works focused
on optimizing related consensus algorithms yet, and even
fewer focused on detailing the robustness of the model given
by the network structure. We believe that there is room for
exploration and application of our work in these scenarios,
reinforcing its versatility and power.

IX. CONCLUSIONS

In this work we presented a novel distributed framework,
called community consensus, and gave conditions under
which the MCA allows agents to reach consensus within their
communities, even if some malicious entities are present.

We show the importance of our conditions by providing
settings which do not respect said conditions resulting in the
agents failing to reach community consensus. This approach
finds a place in practical applications and realistic scenarios,
where a lower or heterogeneous connectivity is expected, or
where it is in fact necessary to maintain regions of a network
connected, and at the same time have them able to converge
independently of each other.
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