

https://orcid.org/0000-0001-5668-4251
https://doi.org/10.1371/journal.pdig.0000244
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pdig.0000244&domain=pdf&date_stamp=2023-10-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pdig.0000244&domain=pdf&date_stamp=2023-10-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pdig.0000244&domain=pdf&date_stamp=2023-10-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pdig.0000244&domain=pdf&date_stamp=2023-10-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pdig.0000244&domain=pdf&date_stamp=2023-10-12
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pdig.0000244&domain=pdf&date_stamp=2023-10-12
https://doi.org/10.1371/journal.pdig.0000244
https://doi.org/10.1371/journal.pdig.0000244
http://creativecommons.org/licenses/by/4.0/

PLOS DIGITAL HEALTH

Exploring the role of bias from digital determinants of health in technologies

and management roles in Ataia Medical. JD isa
scientific advisor to Veri, Inc.

Conclusions

Many of the DDoH mechanisms encountered in medical technologies and formulae result in
lower accuracy or lower validity when applied to patients outside the initial scope of develop-
ment or validation. Our clinical recommendations caution clinical users in completely trust-
ing result validity and suggest correlating with other measurement modalities robust to the
DDoH mechanism (e.g., arterial blood gas for pulse oximetry, core temperatures for NCIT).
Our research recommendations suggest not only increasing diversity in development and
validation, but also awareness in the modalities of diversity required (e.g., skin pigmentation
for pulse oximetry but skin pigmentation and sex’hormonal variation for NCIT). By increas-
ing diversity that better reflects patients in all scenarios of use, we can mitigate DDoH mech-
anisms and increase trust and validity in clinical practice and research.

Introduction

Novel medical technologies have arisen to assist clinical teams and facilitate diagnosis by phy-
sicians, especially under budget constraints: Since 2010, 523 new medical devices have been
approved for commercialization by the Food and Drug Administration (FDA). In parallel with
this development, retrospective studies have revealed evidence of disparities in access to medi-
cal technology and of bias in the measurements resulting from such devices.

While previous articles have focused on social and economic determinants of health, this
narrative review investigates digital determinants of health, as defined earlier in this collec-
tion [1]. Specifically, it identifies digital technologies and medical formulae that demon-
strate evidence of bias or suboptimal performance. Such pitfalls generally arise from
insufficient consideration of patient diversity. Herein, we describe some known physical or
biological mechanisms underpinning differences among patients—including those based
on sex (either current or at birth), race, and ethnicity—and identify ways in which these
characteristics affect the accuracy of digital medical technology for some populations. One
such example is pulse oximetry: disparities in its performance among racial groups are
thought to result from a lack of patient diversity in clinical trials [2]. Another example is
body temperature measurement: Differential thermoregulation among females affects the
estimates provided by some thermometers. Further, we explain possible repercussions of
these biases on digital determinants of health, formulate potential reasons why inadequate
patient sampling has resulted in such impacts, and derive implications for clinical care.
Finally, when applicable, we present existing solutions to mitigate these biases or suggest
ways that corrections may be developed.

This review does not cover the impact of medical technologies relying on artificial intelli-
gence and machine learning, such as algorithms for clinical decision-making. Indeed, insuffi-
cient diversity in patient sampling—commonly due to selection bias, inequitable decision-
making, or systemic racism—has already been well documented as influencing the perfor-
mance of these models [3]. This review also excludes the direct impacts of social determinants
of health, such as the underdetection of diabetes among patients of color due to factors affect-
ing their access to medical care, which is also a topic well documented in the literature.

Based upon the framework by Kadambi and colleagues [4], we organize this review as fol-
lows. First, we describe biases based on characteristics that patients were born with and that
are immutable without active intervention, e.g., biological sex at birth or skin tone (Physical
and biological bias section). Then, we transition to discuss biases that can result from the
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scale to categorize patients into 6 different skin tone categories. However, the Fitzpatrick scale
was created to estimate the response to ultraviolet exposure across skin types in dermatological
research and was not intended for medical device testing. Additionally, it was developed based
on a patient cohort that only included Caucasians [48]. With only 2 categories capturing
darker skin tones, the Fitzpatrick scale does not equally represent all racial subgroups and may
thus lead to biases when validating medical devices. To address the issue of the limited number
of skin tone categories, other scales have been developed, including the CIELAB system
(1976), CIECAMO2 (2002), and, more recently, the Monk skin tone scale [49]. Interestingly,
although the 3D CIELAB framework was not specifically designed for dermatology but instead
part of alarger initiative to standardize color ordering systems, it was later found to correlate
skin tone well, with 1 parameter capturing pigmentation level and the 2 others defining
chroma and hue. In contrast, the Monk scale was intentionally created by sociologist Dr. Ellis
Monk in partnership with Google Research to provide a more inclusive spectrum of skin
tones. Now incorporated into Google’s products, it can be leveraged to enhance representation
and labeling in computer vision datasets and improve the evaluation of machine learning
models concerning fairness metrics. Historically, attempts to define richer skin tone scales and
colorimetric color spaces beyond dermatology had been made prior to Fitzpatrick’s research.
In the early 1900s, von Luschan had proposed the 36-category scale subsequently used in race
studies and anthropometry, while Munsell created the general-purpose 3-category colorimet-
ric color space later selected by the US government for soil and geological research. Yet, they
presented some pitfalls, including the inconsistency of their measurements at the time based
on human perception. In the continuity of these pioneering inventions, advancements in com-
puter vision and recognition systems made over the past decade have alleviated the limitations
of human perception and unlocked the use of broader scales. However, using richer skin tone
scales and reporting medical device performance based on such a spectrum rather than on dis-
crete categories may require larger patient study cohorts. Furthermore, standardized skin tone
scales alone are insufficient. While technologies are now available to more objectively assign a
continuous numerical value corresponding to the skin tone of a given individual [50], their
adoption in research and clinical practice would benefit from policies imposing the inclusion
of a more representative set of skin tones in prospective studies. For example, objective skin
tone measurements can be obtained using reflectance spectrometry with multiple wavelengths
or cutaneous colorimeters based on general-purpose color systems such as the CIE color
space. Spectrophotometers measure the transmittance and reflectance of light through a
medium as a function of wavelength in all regions of the electromagnetic spectrum. In con-
trast, colorimeters measure absorbance, i.e., the extent to which a medium absorbs a specific
color of visible light. Since cutaneous colorimeters measure the skin tone by reflecting the
absorbed wavelength into trichromatic filters of red, green, and blue, subjective biases owing
to arbitrary boundaries of skin tone categories set by humans can be avoided. Most impor-
tantly, the self-reporting of skin tone should be strictly limited. Instead, NIH and FDA policy-
makers should establish and enforce a standardized method to measure skin tones. In addition
to promoting the harmonized measurement of skin tone, regulations could more closely moni-
tor the release of medical technologies relying on light to ensure that they are not biased
towards patients with specific skin tones. On the manufacturing side, for skin tone determina-
tion and other biometric measurements, making health devices more accessible and equitable
across racial and ethnic subgroups will require the convergence of hardware and algorithms.
Nevertheless, this would have to happen in tandem with standardization and documentation
of measurement types used in research studies and prospective trials.
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still emerge with new or homemade wearable devices and thus continued vigilance and evalua-
tion is needed.

Moreover, we focused on domains with clinical utility. Biases also arise in other areas of
biology and medicine. For example, analyses performed in genetics often use a reference
genome obtained from averaging across individuals that do not reflect the diversity of the
world’s population—the vast majority having European ancestry, thus making their applica-
tion in other populations less effective [86]. Additionally, currently available genomic data-
bases [87] still suffer from alack of diversity, despite certain populations having higher genetic
heterogeneity [88].

This narrative review is the first step toward identifying biases and inaccuracies in the medi-
cal technology we build and the clinical knowledge we generate. It is certainly not a complete
review; instead, it should be considered as a compilation of examples illustrating how subtle
omissions and considerations can result in a significant real-world impact on patients. As with
pulse oximetry, research findings are often not rapidly translated into practical considerations
for clinical care: Studies had documented the existence of discrepancies in estimated blood
oxygen saturation measured by pulse oximeters among racial-ethnic subgroups long before
the topic made the headlines. In addition to faster translational science, from the lab to the
bedside, we must consistently reevaluate the practice of clinical care itself and revise how
health services are being delivered.

Limitations

Some of the studies discussed in this review, including research comparing body temperature
measurements from NCIT and TAT devices, utilize convenience sampling methods to recruit
participants. Thus, the resulting cohort of patients may not represent the target population, in
which differences may ultimately be more significant than those reported in published work.
In addition to limitations related to sampling methods, some studies have small sample sizes,
such as Foglia and colleagues with 35 patients, which may limit the strength of conclusions [2].
As evidenced by other research groups, these publications can be inadequately used to justify
the current state of affairs [16]. For example, there is a presumption of accuracy with insuffi-
cient statistical power when there may not be. We believe small studies should only be used to
identify bias, but not to rule out the existence of bias.

Practical implementation of solutions to address the existing and documented digital deter-
minants of health affecting medical devices that are already on the market will be a phased pro-
cess. Fortunately, insufficient statistical power is no longer an issue for certain technologies,
e.g., pulse oximetry. Yet, in light of recent publications [13-15], the next challenge for these
technologies is to develop equivalent performance across all populations. As new digital prod-
ucts are being developed, research labs and manufacturers alike should exercise caution and be
proactive to mitigate the potential for bias, both by determining optimal trial sample sizes and
seeking sufficient representation in patient cohorts.

There is significant debate regarding the use of studies based on observational data to iden-
tify the presence of bias. For example, in his letter to the Orange County Business Journal [16],
Joe Kiani, the CEO of Masimo, states that some studies contradict internal Masimo calibration
data. However, device calibration data as measured by manufacturers are often kept private
and not openly accessible to external research teams investigating sources of bias affecting
medical technologies. Going forward, enforcing the release of tests conducted to assess device
performance would help build trust in their reliability across patient subgroups.

Finally, device manufacturers should follow data interoperability standards (e.g., DICOM,
Open mHealth, HL7 FHIR), unrestricted downloading capabilities, and harmonized data
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