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ABSTRACT: Modern saciety, revolutionized by the Internet of
Things (IoTs), is witnessing exponential growth in the number
of connected devices and the volume of data being generated
and shared, raising significant concerns about safegnarding
classified information against various cyber threats. Here, we
introduce a lightweight, robust hardware security primitive
based on the electromagnetic physical unclonable function
(PUF) for cryptographic identification and authentication of
wireless devices. Unlike traditional digital-based PUFs, the
proposed electromagnetic PUF keys are generated using
graphene-based harmonic transponders, of which the inherent
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variations in electronic properties of ambipolar graphene field-effect transistors (GFETs) result in highly stochastic, mixed
modulations of radio frequency (RF) signals (i.e., unique electromagnetic fingerprints). Our experimental results demonstrate
that this electromagnetic PUF exhibits excellent PUF performance metrics in terms of randomness, uniqueness, reliability, and
resistance to machine learning-based modeling attacks. Moreover, the PUF keys can be reconfigured by altering the RF
excitation frequency or through the electrostatic gating effect, further strengthening the security and resilience against
modeling attacks. The proposed electromagnetic PUF may be well-suited for a variety of wireless authentication, encryption,
and anticounterfeiting applications, and supports cryptographic key generation.

KEYWORDS: low-dimensional nanomaterials, graphene field-effect transistors (GFET), radio frequency (RF) oscillator,

physical unclonable function (PUF), hardware security

INTRODUCTION

The advancement of 5G and beyond-5G (B5G) technologies
has given birth to the Internet-of-things (IoTs) and machine-
to-machine (M2M) networks, creating massive flows of data
amid numerous wireless sensors, edge gateways, and infra-
structures. As IoT devices gain popularity across various
sectors, there are increasing concerns about how to protect
these devices against more frequent and sophisticated
cyberattacks that leverage artificial intelligence (Al) algorithms
to automate or accelerate the malicious process_1 This has
raised an urgent demand for more robust security measures to
authenticate and safeguard wireless devices, ensuring the
trustworthiness and dependability of IoT ecosystems. In
today’s software-based encryption mechanisms, cryptographic
keys, derived from passwords stored in digital memories,
provide users with accessibility to the encrypted data
underlying the locks. However, this key-and-lock form has
been proven vulnerable against adversarial attacks powered by
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machine and deep learning a]gorithms.1 To address such
challenges, tremendous research efforts have been devoted to
hardware-enabled cryptographic alternatives over the past
decade.®* Yet, existing hardware-based physical layer security
solutions, such as low-cost chipless radio frequency identi-
fication (RFID),” remain vulnerable to exhaustive mining
attacks due to the limited key space or lack of signal
unpredictability. Recently, physically unclonable functions
(PUFs) have emerged as a promising new class of hardware-
based security primitives, which leverage physical variations
occurring naturally during chip manufacturing (i.e., low-cost
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Figure 1. GFET-based RF PUF for cost-effective, low-latency, and reliable wireless identification and authentication. (a) Schematic of the RF
PUF primitive based on a GFET harmonic transponder. (b) Cryptographic process of the proposed RF PUF: n-th challenge (C,), achieved
with different interrogating signals and electrostatic gating conditions, are applied to the m-th PUF devices to generate unique responses
(R,,,). The responses are then discretized and digitized into binary bit strings, forming digital cryptographic maps for PUF applications.
Schematics of (c) single-GFET (d) and dual-GFET RF signal modulators. (e) Measured drain current-gate voltage characteristics (Ipg— Vi)
of 60 single-channel GFETs with their device structure depicted in (c). (f) Is similar to (e), but for dual-channel GFETs depicted in (d).
Statistical results for (g) residue density ny, (h) charge neutrality point V,, (i) hole mobility s, and (j) electron mobility g, of 60 single-

channel GFETs.

entropy source) to produce highly unpredictable and device-
specific encryption keys. A PUF instance can translate input
challenges to unique output responses so as to build a database
of challenge—response pairs (CRPs) for authentication.®” In
this regard, each CRP produced by a specific hardware instance
must be unique and unclonable, which can be characterized by
predefined randomness, uniqueness, and unclonability func-
tions.” By far, the majority of PUFs are based on
complementary metal-oxide-semiconductor (CMOS) inte-
grated circuits (ICs) due to their low cost, high integrability,
and digital compatibility. For instance, the static random-
access memory (SRAM)-based PUF, as one of the most
common types, exploits the unique startup values of SRAM
cells, which are rather random between devices, to create a
unique pattern of 0s and 1s for each SRAM cell.” Similarly, the
arbiter PUF measures the difference in delay between two
identical but physically slightly varied logic paths within a
circuit to generate a 1 bit PUF 1'esponse.g Although these
digital PUFs benefit from the mature CMOS fabrication
technologies, on the flip side, they also suffer from the
relatively low device-to-device variation, as improving the
manufacturing yield is prioritized in the semiconductor

422

industry. To make things worse, due to this paradox, some
recent studies have reported that conventional CMOS-based
PUFs may still be susceptible to machine learning-based
modeling attacks.!” In addition, CMOS-based PUFs, which
rely on threshold voltage or delay variations across cells in an
array, often encounter limitations in scalability, cost, and power
consumption. Due to their restricted number of CRPs, these
digital PUFs are typically classified as weak PUFs.’ By contrast,
a strong PUF capable of generating enormous CRPs is always
desirable to better secure wireless identification and
communication in dynamic environments."

In recent years, many efforts have been dedicated to
exploring new materials, devices, and system architectures to
enhance the reliability and unpredictability of PUFs. Very
recently, digital PUFs realized with electronic devices based on
graphene and low-dimensional materials have been pro-
pos.ed.lz’13 Graphene field-effect transistors (GFETs) have
been enormously studied in the past decade for their unique
ambipolar transport properties and shiftable charge neutrality
point VCHP (via the electrostatic or chemical dopingH’lS}.
Although graphene’s exotic monatomic structure makes the
characteristics of GFET very sensitive to nanomanufacturing
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Figure 2. Surface roughness, electrostatic potential, and Raman characterization of CVD-grown graphene channels. (a) AFM and (b) KPFM
images of a graphene channel, comprising the regions of graphene covered by resist residues (Zone 1), clean graphene (Zone 2), and
exposed bare $i0, substrate (Zone 3). The top-left and top-right insets in (b) highlight the CPD differences between zone 1 and zone 2, and
Dbetween zone 2 and zone 3, respectively. (c) Histogram of CPDs measured by the KPFM across the entire sample area for a representative
graphene channel. (d) Distribution of the mean CPD values over the graphene channels of 20 GFETs. (e) Raman spectra of 20 graphene
channels, with the corresponding distributions of the obtained 2D- and G-band peaks displayed in (f) and (g), respectively. (h) Distribution

of the 2D/G intensity ratio.

imperfections (e.g.,, variations in graphene’s number of layers,
strains, and defects) and random dopant fluctuation, such
properties may be ideal for implementing the tamper-resilient
PUF instances.'®"” So far, several GFET-based digital PUFs,
such as resistive random access memory (RRAM) PUFs'® and
straintronic PUFs,"” have been proposed and demonstrated to
be robust against cloning and tampering. Here, we
conceptually introduce a lightweight and robust PUF primitive
based on a single-GFET or dual-GFET, as depicted in Figure
la, which can be seamlessly integrated with RF front-end
components in wireless identification and communication
systems. A single GFET, which exhibits the “V-shape” transfer
characteristics (drain current Ipg v.s. gate voltage Vi), can be
regarded as a lightweight multifunctional signal modulator
(Figure 1c). When it is operated at the Vcan it can act as a
simple, yet effective frequency doubler in RF and mixed-signal
circuits.”**! On the other hand, when the same device is
operated in the linear Ips— Vs regions aside from Vengs it can
act as an amplitude or phase modulator.” Furthermore, a dual-
GEET circuit with the “W-shape” Ipg—Vgg curve has been
proposed to build a frequency tippler (Figure 1d).*

The unclonable, device-specific electronic properties arising
from stochastic material characteristics are evident in the
transfer characteristics of GFETs shown in Figure le—j. The
Dirac point shift, asymmetricity, and nonlinearity, appearing in
the ambipolar transport characteristics of GFETs (Figure lef)
result in the complex mi.xt::d (frequency/amp]itude/phase)
modulation of RF signal,n’h producing unique yet reconfig-
urable (i.e., via the gating effect) electromagnetic fingerprints
that can be converted into PUF-based cryptographic keys for
wireless identification and authentication applications, as
illustrated in Figure 1b. When compared to those digital
PUFs based on arrayed nanomaterial transistors and memory
cells,l'z’lﬁ the proposed RF PUF offers several advantages, such
as scalability, energy efficiency, low latency, and compatibility
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with wireless systems. For instance, in wireless authentication
applications (see Figure lab), an identification (ID) tag
comprising the GFET-based PUF core can backscatter a
unique, unpredictable, and repeatable RF signal when
interrogated by a wireless reader via an inductive or radiative
link. Once the backscattered RF response is validated by the
reader connected to the database in IoT gateways or edge
devices, the ID tag’s access request is authorized. As illustrated
in Figure 1b, the reader launches a monotonic RF signal as the
challenge C, to the m-th PUF instance; a unique mixed-
modulation product will be obtained as the response R, ,. On
the reader, responses can be discretized and digitized into
binary encryption keys through a proper analog-to-digital
conversion (ADC) process, and they are ultimately stored in
the cryptographic bitmap K,. Moreover, PUF keys, derived
from the modulated RF signals, can be reconfigured by varying
the carrier frequency of RF excitation or be self-reconfigurable
by altering the GFET’s gate bias, resulting in a large CRP space
formed by multiple bitmaps. When the RF PUF is used for
secure wireless communications, the GFET-based PUF core is
placed on the transceiver side and integrated with, for example,
an amplitude-shift keying (ASK) modulator. In this case, the
PUF signal embedded in the on-state of the on-off keying
signal is first certificated by the receiver with the predefined
authentication. After verification, the encrypted information
stored in the receiver is authorized to be transmitted to the
transceiver, thereby avoiding privacy leakage and guaranteeing
secure communications. The integration of this PUF technique
with wireless identification and communication systems is
discussed in Supporting Information SI1. In this work, we
experimentally study RF PUFs based on the single-GFET and
dual-GFET modulators sketched in Figure lc,d, and report
their PUF performance metrics in terms of randomness,
uniqueness, reliability, and resilience to machine learning
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Figure 3. Reconfigurable RF PUF primitive based on a GFET signal modulator. (a) Circuit diagram and (b) photograph of a compact RF tag
equipped with a GFET-based PUF core for wireless identification and anticounterfeiting applications. (¢) Drain current-gate voltage
characteristics of a single-GFET modulator and its RF output responses under various modulation schemes: (d) amplitude modulation at
the gate bias voltage Vg = 0.5 V, (e) frequency modulation at Vgg = — 0.25 V, and (f) phase modulation at Vgg = — 0.6 V.

assisted attacks using generative adversarial neural network

(GAN) model.

RESULT/DISCUSSION

Atomic Force Microscopy, Kelvin Probe Force Spec-
troscopy, and Raman Spectroscopy Characterization of
Graphene Channels. The electronic properties of atomically
thin 2D materials such as graphene are known to be highly
sensitive to manufacmring variations during the material
growth and device fabrication I:n'ocesse:;.”’28 Possible factors
that can cause variations in electronic properties include grain
boundaries, wrinkles, edge roughness, charge puddles, strain
fluctuations, and substrate/oxide-induced traps,” = among
others. Here, Kelvin probe force microscopy (KPFM; Park
Systems XE 70) was utilized to elucidate the origins of the
Dirac point shift, asymmetry, and nonlinearity in the ambipolar
transport of GFETs under ambient conditions. Figure 2
presents the structural and surface characteristics of the
chemical vapor deposition (CVD)-grown graphene channel.
As a representative example, Figure 2a,b shows the nanoscale
surface morphology and local potential difference of a
graphene channel. The three-dimensional (3D) atomic force
microscopy (AFM) topography in Figure 2a resolves regions of
graphene covered by resist residues (Zone 1), clean graphene
(Zone 2), and the exposed SiO; substrate (Zone 3), which are
outlined in red, blue, and green, respectively. The residue-
covered graphene exhibits the largest root-mean-square
roughness (Rq = 1.279 nm), while the clean graphene and
bare substrate show significantly lower roughness values (Rq =
0.507 nm and 0.548 nm, respectively). The surface roughness
correlates with fluctuations in local contact potential difference
(CPD) between the clean graphene and the residue-covered
graphene, as illustrated in the KPFM images in the insets of
Figure 2b. Figure 2c reports the histograms that quantify the
distributions of CPD for the graphene channel in Figure 2ab,
across the entire sample area. Figure 2d reports the histogram
of the mean CPD values for the graphene channels of 20
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GFETs, revealing pronounced device-to-device variations that
contribute to the randomness observed in ambipolar transport
characteristics of GFETs; detailed CPD histograms for all 20
GFETs” channels are provided in S1 of the Supporting
Information. The CPD measurement results can be used to
extract variations in work function on the graphene surface.
The results indicate a Fermi-level shift of approximately 0.30
eV away from the Dirac point,]D corresponding to a carrier
density of approximately 6.5 X 10'* cm™. The same analysis
reveals that photoresist residues contribute only an additional
~30 meV work function shift relative to clean graphene,
indicating that the dominant Fermi-level modulation originates
from substrate-induced charge inhomogeneity, with possible
contributions from local strain and nonuniform graphene layer
thickness (see S1 of the Supporting Information for a more
detailed analysis). Furthermore, the 532 nm Raman spectros-
copy was employed to analyze variations in the structural and
electronic properties of the CVD-grown graphene. For each
device, the Raman measurement was conducted at the center
of the graphene channel to ensure a fair comparison across all
samples. Figure 2e reports the Raman spectra from 20
graphene channels, showing that all of them exhibit the
characteristic G (~1580 cm™") and 2D (~2680 cm™') bands
with minimal D-band intensity, which infers a low defect
density.ql Despite identical manufacturing processing, the
extracted 2D- and G-band peaks display clear statistical
spreads, as shown in Figure 2f,g, respectively. Such fluctuations
may originate from nanoscale variations commonly observed in
CVD-grown graphene transferred onto $iO, substrates such as
local strain, charge—do})ing fluctuations, and transfer-related
2=3% The distribution of the 2D/G ratio
(Figure 2h) further indicates the presence of nonuniform
graphene layer thickness, where higher values correspond to

. . 32—
chemical residues.”

S

monolayer regions and lower values to multilayer domains.
These Raman results highlight the inherent material variability
of CVD graphene, which contributes to the variant electronic

https://doi.org/10.1021/acsnano.5¢13119
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Figure 4. Measured performance metrics of GFET-based PUF instances. Measurement results for single-GFET PUF instances: (a) inter-HD,
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for dual-GFET PUF instances. (g) Mean of inter-HDs, (h) standard deviation of inter-HDs, and (i) key size as a function of the sampling
rate (the number of samples taken per 0.5 ms window) that is proportional to the number of bits; here, Vg = 0 V and f, = 10 kHz.

responses that serve as the entropy source of our graphene-
based PUF.

Characteristics of Graphene-Based RF Modulators.
The proposed RF PUF is based on a harmonic transponder
comprising the single or dual top-gated GFETs. A native oxide
layer (Al,O,) adherent to the aluminum surface is used as the
gate dielectric between the aluminum top gate and the
graphene channel. Since native oxide exhibits random doping
and gating effects (e.g., trapped charges induced by surface
defects), the electronic properties of GFETs follow a Gaussian
distribution. Figure le reports the measured transfer character-
istics of 60 fabricated top-gated GFETs. It can be observed that
each device possesses a unique transfer characteristic. Figure
1g—j reports the distributions of charge residue density ny,
charge neutrality point Vi, hole mobility Hps and electron
mobility p, extracted from the transfer characteristics of top-
gated GFETSs, respectively; see Supporting Information S1 for
details. It is evident that all these physical quantities follow the
Gaussian distribution. Figure 1f is similar to Figure le, but for
the static characteristics of dual-GFET modulators in Figure
1d. A dual-GFET modulator is formed by a pair of series
connected GFET's that share one gate electrode. Due to the
random dopant and gate oxide variations, the two channels in
the dual-GFET modulator generally have dissimilar V,,
leading to the “W-shaped” transfer characteristic and thus
generation of third and higher harmonics.”? Since dual-GEET
modulators typically generate more complex RF output
responses (ie., a mix of multiple harmonics), they are expected
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to provide improved PUF’s randomness and unpredictability
compared to their single-GFET counterparts.

Here, we have built a single-GFET harmonic transponder to
illustrate the mixed modulation of RF signals. Figure 3ab
presents the circuit schematic and photograph of a PUF-based
anticounterfeiting prototype, of which the GFET-based RF
modulator is connected to a power management unit and
receiving (R,) and transmitting (T,) coil antennas. This setup
is compatible with near-field communication (NFC) and RFID
technologies, and the overall size is comparable to that of a
credit card. The challenge and response correspond to the RF
monotone received by R, antenna and the modulated signal
transmitted through the T, antenna. Notably, different types of
modulation, including phase modulation, amplitude modu-
lation, frequency modulation or a combination of these, can be
achieved by applying different gate voltages (Vis), as
illustrated in Figure 3c; here, the drain bias voltage Vpg = 4
V, and the amplitude and carrier frequency of the input RF
signal are vgg = + 0.5 V and f = 20 kHz. Figure 3d—{ presents
the wireless measurement results for the amplitude modulation
(Vgs = 0.5 V), frequency modulation (Vg = —0.25 V), and
phase modulation (Vg = —0.6 V). We note that although Vg
is carefully chosen to achieve the optimum modulation
characteristics, the output signal is more or less mixed with
residual harmonics or experiences unwanted a_mplitude and/or
phase modulations. In general, the GFET-based modulator
provides a mixed modulation. The experimental results
presented here show that the gate-tuned ambipolar electrical

https://doi.org/10.1021/acsnano.5¢13119
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characteristics of GFETs may unleash their potential to
produce dynamically reconfigurable PUF keys and thus a
large CRP space.

Encryption Quality of RF PUFs. In the following, we will
evaluate the PUF performance and reconﬁgurnbility of single-
GFET and dual-GFET modulators that act as the core
component for the cryptographic key generation. The output
RF signals shown in Figure 3 of the GFET modulators are
digitized into 192 bit binary strings, following the analog-to-
digital conversion process described in Supporting Information
$2. Measured output signals from fabricated GFET modulators
and the corresponding bitmaps are reported in Supporting
Information §3. The PUF performance is typu:ally evaluated
through uniqueness, randomness, and reliability.” 26 Uniqueness
measures the degree of difference between responses generated
by different PUF instances when queried by the same
challenge. Randomness or uniformity indicates the degree of
balance between occurrences of 1 bit or 0 bit states in the
binary response of PUF, for which 1s and Os must be equally
distributed. Reliability refers to the consistency and stability of
the response for a given challenge under different environ-
mental conditions (e.g, temperature and humidity) and can
also be verified by repeatedly measuring the response under
identical conditions and confirming minimal variation among
each measurement. Uniqueness is usually evaluated by the
average inter-device Hamming distance (inter-HD) calculated
between the response bitstrings of different PUF instances:

— NZ‘ i HD(R,,R)
inter —
V(Ni 1) i=1 j=i+l (1)

where N stands for the total number of CRPs, L represents the
length of the bit string, R; and R refer to the i-th and j-th PUF
key in the bitmap for a specific challenge. The ideal average
inter-HD value should be 0.5. Figure 4a,b plots the histogram
of average inter-HDs and the Pearson correlation coefficient
(PCC) for the single-GFET modulators under the challenge
Vs = 0V and fy = 10 kHz.”” By fitting the histogram to a
Gaussian distribution, we observed a peak centered at y =
0.4643 with a standard deviation & = 0.0913. The mean PCC
value g = 0.0458 + 0.1869 also suggests that there is a very
weak correlation between the different PUF responses. The
uniqueness of the PUF system can also be illustrated by a
pairwise HD map, which compares the response bit strings of
all devices. Each entry on the map shows the inter-HD
between two PUF instances, and all diagonal elements on the
pairwise map (i.e, selfHD) are zero. Figure 4c presents the
pairwise comparison of inter-HDs across 60 PUF devices,
showing that the off-diagonal elements are close to 0.5. Figure
4d—f is similar to a—c, but for PUF keys generated by dual-
GFET modulators. As seen in Figure 4d, PUF keys generated
by dual-GFET meodulators exhibit improved uniqueness (4 =
0.4972 + 0.0547), compared to those obtained from single-
GFET modulators. Additionally, the mean PCC value
extracted from Figure 4e is only u = —0.0012 + 0.1122,
revealing that there is almost no correlation between the
output responses of dual-GFET modulators. Overall, our
results show that RF PUFs based on GFET medulators can
exhibit outstanding uniqueness. Moreover, dual-GFET modu-
lators can produce more sophisticated and unpredictable RF
responses than single-GFET counterparts, thereby showing
further improvement in all uniqueness measurements. Figure
4g—i presents the evolution of the mean value and standard
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deviation of inter-HDs and the key size y as a function of the
sampling rate (the number of samples taken per 0.5 ms), which
is associated with the number of extracted from the RF
temporal characteristic.’® The bit depth, which is the number
of bits used to represent the amplitude of each data point in
the temporal response, is fixed to 3 bits. The total key size is
the product of bit depth and the sampling rate. Here, the
sampling rate is varied until the mean value of the inter-HDs
converges, in order to analyze the maximum key size
(encoding capacity) and its uniqueness. The encoding capacity
is given by ¢*, where ¢ = 2 denoting “0” and “1”, y = u(1-pu)/
(0’2} standing for the key size,”**" and # and & represent the
mean and standard deviation of inter-HD, respectively. In this
case, the encoding capacity converges at approximately 2 83
which may be further enhanced by increasing the number of
GEET per modulator. “

Reliability, which measures how consistently the responses
can be generated against varying operating conditions for a
given challenge, can be evaluated by the average intra-HD:" 3

1 i HD(R, R, )
M L ’

p=1

HD,

intra —

@

where M stands for the number of repeated measurements
under the same environmental situations. In our work, one
measurement is designated as the reference, and each
additional repeated measurement (9 additional measurements
in total) is compared against this reference outcome to
produce one intra-HD value per repetition. The measured
stacked transient responses under the same challenges imposed
are shown in Supporting Information S4. Our intra-HD
measurement results presented in Figure 4a,d demonstrate that
both single- and dual-GFET PUF instances can display
outstanding reliability, with the mean and standard deviation
of intra-HDs close to the ideal value of zero (i = 0.0575 +
0.0176 for single-GFET PUF instances and p = 0.0546 +
0.0215 for dual-GFET counterparts).

Uniqueness and reliability are additionally characterized by
false rejection rate (FRR) and false acceptance rate (FAR).
FRR is defined as the probability that the verifier erronecusly
denies the authorized PUF instance, while FAR is defined as
the probability that the verifier incorrectly accepts an
unauthorized device (any PUF instance other than the selected
one). FRR and FAR can be calculated as the fraction of intra-
device comparisons with Hamming distances above the
threshold (T) and as the fraction of inter-device comparisons
whose Hamming distances fall below or equal to T,
resgechvely The two critical parameters can be expressed

FRR = Pr(HD,, > T), FAR = Pr(HD,y,, < T). The
probab]]ltg of clonmg P one under Q independent attempts is
given by #* Pione = 1 — (1 — BAR)Y here, T = 0.121 and
0.178 are respectively used for the single-GFET and dual-
GFET PUF instances to balance the usability and security (see
S5 of Supporting Information for the zoomed-in view of inter-
and intra-HDs). For the dual GFET-based PUF, FRR = 2.38 X
1075, FAR = 2.35 X 1075, equal error rate EER = 2.366 X 1075,
and P,,,~2.35 X 107° under Q = 100 are obtained.™ Such
remarkably low FAR, FRR, and cloning probability observed in
comparison to current PUF techmque.tsJ.42 5 further validating
the high security and applicability of our RF PUF-based
authentication approach.

We should emphasize that the proposed RF PUF can be
reconfigurable, as PUF keys generated from the same instance

https://doi.org/10.1021/acsnano.5¢13119
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Figure 5. PUF reconfigurability and 3D bit cube. (a) 3D data structure (PUF cube) composed of binary encryption keys from a dual-GFET
PUF instance, which can be reconfigured via gate bias voltages and the frequency of the interrogating RF signal. Evolution of (b) inter-HD
histogram, (c) entropy E,, and (d) entropy E, of the two-dimensional bitmap at Vgg varies (here fo = 10 kHz). (e—g) are similar to (b—d),
but for evaluations as a function of f, (here Vg = 0 V) in (f) and (g), respectively.

can be dynamically refreshed by altering the carrier frequency
of the input signal or the gate voltages. As illustrated in Figure
5a, each dual-GFET modulator can produce a 3-D “bit cube”
formed by CRPs generated using different sets of (fq, Vgs);
here, Vi is varied from 0 to 0.2 V, and f,, is varied from 10
kHz to 50 kHz. Each row in the bit cube signifies a unique 192
bit PUF key that differs between horizontal and vertical cross
sections, as can be seen in Figure 5a. Next, we will analyze the
uniqueness and randomness of this reconfigurable PUF. Figure
5b plots histograms of the fractional inter-HDs for the dual-
GFET RF PUFs operating at different gate voltages (Vg = 0,
0.05, 0.1, and 0.2 V) and a fixed operating frequency (f, = 10
kHz); see Supporting Information $3 for the reconfigurable
bitmaps corresponding to different operating states. We
observe that in all cases, peaks of inter-HDs are centered at
0.5, with a ~5% standard deviation, demonstrating the
excellent uniqueness of these reconfigurable PUF keys.
Notably, the mean value p = 0.494 + 0.0637 can be obtained
from inter-HDs of a bitmap that combines seven bitmaps
obtained under different conditions (fy, Vis). Here, we also
examine the randomness of the proposed RF PUF, which can
be characterized by the Shannon entropy defined as follows:*®

E, = —[pxlogz};c + (1 — };)lngz(l — px)],

Ey = —[}}logz}} + (1 — }E)logz(l — py)], 3)
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where p, and py are probabilities of identifying “1” on the x-axis
and y-axis of a bitmap, respectively. Figure 5c,d presents the
distributions of E, and E, at fy = 10 kHz under different gate-
bias conditions. It can be seen that when the PUF is
reconfigured, E, and E, remain close to the ideal value of
unity, showing great randomness and reconﬁgurability.
Remarkably, the average entropy is found to
(E, Fy) = (0.9398, 0.9826) Figure Se plots histograms of
inter-HDs for the dual-GFET RF PUFs at Vs = 0 V and
different operating frequencies f, = 10, 20, 30, 50 kHz. Our
results indicate that, regardless of operating frequency, the
average inter-Hamming distance remains near 0.5. The mean
value of inter-HDs for the merged bitmap (which consists of
bitmaps at different reconﬁgurable states) is u = 0497 £
0.0628, indicating the excellent unpredictability, stability, and
reconfigurability of the proposed RF PUF. Figure 5fg shows
the evaluation of E, and E, as f; increases from 10 kHz to 50
kHz, showing that near-unity entropy can be achieved with
average entropy (E,, E) = (0.9406, 0.9855). The randomness

can also be further evaluated using the National Institute of
Standards and Technology (NIST) randomness test suite. The
reconfigurable dual-GFET RF PUF can pass all the statistical
tests in the NIST test suite, and all NIST subtests are satisfied
by both pass-rate and p-value uniformity criteria; the detailed
analysis and results for the NIST randomness test can be found
in Supporting Information S6. Our randomness test results

https://doi.org/10.1021/acsnano.5¢13119
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Figure 6. Resilience of PUF against machine learning-based modeling attacks. (a) Schematic of the GAN, comprising a generator and a
discriminator. For the modeling attacks, 5000 CRPs were generated through simulation, of which 4000 were used for training and the
remaining 1000 were used for testing. Due to the large number of CRPs, probability mass functions (PMFs) are employed to better illustrate
the results. Evolution of (b) ACC histograms and (¢) CC histograms as PUF keys are reconfigured, demonstrating the system’s strong

resilience against machine learning-based modeling attacks.

indicate that the GFET-based RF PUF can exhibit high
unpredictability and reconfigurability, thus ensuring strong
cryptographic strength in wireless identification and authenti-
cation.

Resilience Evaluation of GFET-Based RF PUF against
Adversarial Attacks. The rapid advancement of artificial
intelligence and machine learning has significantly enhanced
the ability to break large encryption keys, including those
generated by digital PUF instances. Machine learning-aided
password-guessing tools have demonstrated a clear advantage
over traditional methods, underscoring the need for alternative
hardware-based security solutions.*® Particularly, most silicon-
based PUFs with insufficient randomness and uniqueness have
been found to be vulnerable to those modeling attacks based
on logistic regression algorithms and GAN models.” To
evaluate the robustness of the proposed PUFs against machine
learning-based modeling attacks, we have conducted simu-
lation experiments exploiting PassGAN model attacks on the
GFET-based RF PUFs, as shown in Figure 6a*"* The
detailed architecture of the PassGAN model is presented in
Supporting Information §7. The general structure of PassGAN,
as illustrated in Figure S9, consists of a generator and
discriminator network, both utilizing residual blocks. The
generator, composed of four linear layers with hyperbolic
tangent activation functions, attempts to generate fake PUF
keys that resemble real ones, while the three-layer discrim-
inator network distinguishes between real and generated keys.
Training occurs over 1000 epochs using the AdamW
optimizer, with the discriminator and generator trained at
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learning rates of 0.001 and 0.0001, respectively. Input vectors
of length 100 are fed into the generator, producing CRPs,
which are then binarized based on their sign bits. In our
simulation experiments, 5000 dual-GFET CRPs were
randomly generated, with their Ve carrier mobilities, and
impurity concentrations following the Gaussian distributions
depicted in Figure 1. The physics-based compact model was
integrated with the circuit simulation to compute the output
RF responses under different input challenges (See Supporting
Information S1 for details of the physics-based compact model
for G]?]E’,']"s).z6 For training, 4000 out of the 5000 PUF keys
were used to train PassGAN, while the remaining 1000 were
reserved for testing its attack efficacy. Figure 6b,c presents the
PassGAN-based modeling attack results. Instead of conven-
tional silicon based PUFs attacked by GANs, which typically
have a mean accuracy (ACC) of over 90%, """ our PUFs with
various Vg and f, values (Vs = 0V, f = 10 kHz; V5 = 0.05
V, fo = 10 kHz; Vs = 0.1V, fo = 10 kHz; Vg = 02V, fo = 10
IHz; Vgs =0V, fo=20kHz; Vgs =0V, fu =30 kHz; Vg =0
V, fo = 50 kHz) achieved a mean ACC close to 50% and a
correlation coefficient (CC) near 0. The significantly reduced
ACC and CC values clearly demonstrate the improved
robustness of the proposed PUF against PassGAN. Detailed
results of means and standard deviations for different
reconfigurable states are summarized in Supporting Informa-
tion S7. The strong resistance of our dual-GFET RF PUF
against the modeling attack highlights the effectiveness of our
approach in mitigating Al-driven security threats. Despite these
optimizations, the reconfigurable dual-GFET RF PUF

https://doi.org/10.1021/acsnano.5c13119
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maintained high resiliency against the modeling attacks,
demonstrating that the reconfigurable RF PUF can effectively
withstand Al-aided/based adversarial attacks.

In short, we have compared the performance of our GFET-
based RF PUF with other PUF techniques in terms of
randomness, uniqueness, encoding capacity, reconfigurability,
and resilience to Al-assisted attacks (See S8 of Supporting
Information for the detailed comparison). Conventional
silicon-based PUF techniques (e.g, SRAM PUF and RO
PUF**!) offer good uniqueness and reconfigurability, but
suffer from low encoding capacity and lack reported ML-attack
evaluations. Optical PUFs based on 2D nanomaterials, such as
graphene Raman PUF and MoS, Raman PUF, although
exhibiting large encoding capacity, require bulky and costly
experimental setups and lack reconﬁg‘urabilit‘y.hz‘“ The
proposed GEFET PUF offers on-device and on-demand
reconfigurability tuned via carrier frequency and gate bias,
along with low-latency generation of RF PUFs via a mixed
modulation, resulting in a compact and lightweight design
compatible with RF front ends. Such advantages are not found
in graphene-based straintronic PUFs and memory PUEs.'**
Moreover, the proposed RF PUFs also exhibit robustness
against advanced ML attacks (PassGan model), further
demonstrating their applicability to wireless identification
and authentication. In short, the proposed GFET-based PUF
simultaneously offers high encoding capacity, reconfigurability,
resilience against Al-aided attacks, compactness, cost-effective-
ness, and compatibility with front-end RF circuits and wireless
systems. On the other hand, conventional PUFs usually fail in
one or more of these PUF specifications.

CONCLUSIONS

We have proposed a new class of RF PUF that utilizes the
virtue of the GFET modulators to generate unpredictable and
unclonable mixed modulations with exceptional reconfigur-
ability. We have experimentally demonstrated that this PUF
can possess remarkable encryption quality in terms of
uniqueness, randomness, and reliability when reconfigured to
different operating states. Moreover, the PUF performance
metrics can be enhanced by the dual-GFET device
architecture, which inherently outputs more complicated and
randomized signal waveforms. We have conducted simulation
experiments to demonstrate that this PUF exhibits excellent
resilience against machine learning-based modeling attacks
based on generative adversarial networks. We should
emphasize that the proposed RF PUF can be readily
implemented and compatible with current wireless identi-
fication and communication systems since the input challenges
and output responses are encoded primarily in radio signals.
Our results may open a new avenue toward reliable and
scalable physical security primitives that address emerging
security challenges in wireless systems and networks.

METHODS

Fabrication of GFETs. The graphene layer was grown on the
copper foil via CVD. A thin layer of poly(methyl methacrylate)
(PMMA) was first coated on the graphene/Cu foil and then baked on
a hot plate at 60 °C for 10 min. This PMMA layer served as a support
layer to prevent graphene from curling up and breaking up during the
Cu etching process. FeCl; was used as an etchant to etch out Cu foil
underneath the graphene monolayer. After the Cu foil was fully
etched, the PMMA/graphene film was rinsed using the deionized
(DI) water to remove the residue of FeCl;. Subsequently, the
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PMMA/graphene film was scooped up by the target substrate and
baked on a hot plate at 50 °C for 30 min. Finally, the sample was
soaked in the MICROPOSIT Remover 1165 for 6 h to remove the
PMMA. The p-doped silicon (Si) substrates have a 90 nm thermal
oxide layer as the dielectric insulator between doped Si and graphene.
Maskless photolithography was conducted by the MLA150 Maskless
Aligner to pattern graphene and electrodes. First, a layer of S1813
resist was coated on the graphene/Si substrate. After the exposure of
the designed pattern and development of resist, the unwanted area of
graphene was exposed to the environment and was then etched with
oxygen plasma. The resist was removed by soaking the graphene/Si
substrate in the MICROPOSIT Remover 1165, leaving only the
patterned graphene on the Si substrate. Both source and drain
electrodes are made of gold (Au) with a thickness of 50 nm. Maskless
photolithography was implemented to define the geometry of source
and drain electrodes, following the metal deposition and lift-off
processes. The same lithographic patterning procedures were applied
to make the aluminum (Al) gate electrode with a thickness of 10 nm.
Both Au and Al films were deposited using the e-beam evaporation at
a deposition rate of 1 A/s. Following the deposition and lift-off of the
Al gate, the devices are exposed to ambient conditions for 10 days,
which allows for the natural formation of native oxide (ie., gate
dielectric) between the Al gate and the graphene surface.

Design of NFC Tag Equipped with the GFET-Based RF PUF.
The diagram of the NFC tag shown in Figure 3a consists of three
buffer stages and two bias networks. The receiving and transmitting
coils are WE-WPCC wireless power transfer coils from Wiirth
Electronics. The proposed system is powered up by 8 solid-state
batteries from TDK, and the Power management circuit handles the
necessary power distribution and battery protection. Then a stable
reference voltage is generated by the REF5020 voltage reference from
Texas Instrument. The reference voltage signal is later fed to the
resistive voltage divider, which is controlled by two solid-state relays
driven by two TMAGS231 hall effect switches. By switching between
the on and off states of the two solid-state relays, four different gate
bias voltages are generated by controlling the Hall effect switch-driven
relays through a magnetic field applied by the reader. At the same
time, the drain bias voltage is generated through a resistor divider
following a voltage buffer, which is achieved by the LME49720
operational amplifier from Texas Instrument. The Input signal is also
buffered with 10 V/V gain with LME49720, which enhances the
system sensibility. The gate and drain bias circuitries are based on the
“bias-Tee” network formed by passive lumped elements. The gate bias
provides a DC offset to the input AC signal (vgs = + 0.5 V), and the
drain bias (Vpg = 4 V) ensures proper voltage or current under certain
operating conditions.
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