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Abstract—Artificial Intelligence (AI) is crucial to numerous
functions required for driving automation systems, including the
computer vision techniques used to detect the roadway environ-
ment and make real-time decisions. However, the images used as
inputs to the AI system may be maliciously perturbed, or manipu-
lated, causing the AI system to make an incorrect classification. In
this study, we examined humans’ perception of the AI’s computer
vision capability of classifying various road sign images, including
the original images, images with two different types of malicious
attacks, and images that are scrambled randomly at the pixel level.
Our results showed that participants rated the AI agent to be less
capable than themselves of classifying the road signs. However, they
overestimated the AI’s computer vision capability for correctly
classifying images with malicious attacks that should cause the
AI system to misclassify the image. These findings suggest that
people lack an accurate understanding of the vulnerabilities of AI
computer vision technologies and tend to overtrust AI in driving
automation systems.

Index Terms—Cyber security, human factors, human-
automation interaction, machine learning, man–machine systems.

I. INTRODUCTION

A
UTOMATED driving systems utilize sensors to transform

environmental data, such as roadway hazards and the

detection of other vehicles, into information that may be used

for real-time perception and decisions by the system. Numerous

systems and components must work together for the automated

driving system to operate successfully. Artificial Intelligence

(AI) oversees these processes and combines the information
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in higher level automation systems, such as SAE Levels 2–5

of driving automation systems (DAS) [1]. In order to avoid

dangerous situations, the AI systems in higher levels of DAS

must learn to operate the vehicle and monitor the roadway for

any potential hazards.

Currently, at SAE Level 2, human drivers are still required to

attend to the vehicle and the driving environment so that they can

take over control when the system fails; at Level 3, drivers are not

required always to pay attention, but they also need to take over

control when prompted [1]. As such, for human drivers to take

over in time, it is critical for them to recognize and predict when

the DAS will fail before it causes any harm. To predict when the

DAS will falter, human drivers must understand its capabilities

and limitations. However, there is still a lack of understanding of

the users’ perception regarding the capabilities of AI technolo-

gies in DAS [2]. This study investigated human perception of the

AI’s computer vision capabilities in correctly classifying various

road signs by manipulating the type of potential cyber-attacks

on the signs. This article makes the following contributions.

1) Highlights a critical gap between human perceptions and

AI capabilities in the DAS cybersecurity context.

2) Implements a large-scale user study to understand how

humans perceive AI capabilities and trust it in classifying

perturbed road signs.

3) Demonstrates drivers lack an accurate understanding of

the limitations of computer vision techniques.

4) Emphasizes the importance of explaining the AI system’s

capabilities for users to better understand it to aid appro-

priate trust calibration.

II. RELATED WORKS

A. AI in DAS

AI can now be seen everywhere today, from facial recognition

on social media platforms to voice-activated home assistants

[3]. AI is a broad field that focuses on intelligent machines

that mimic human abilities to achieve goals and can range from

specific functions to complex processes [4], [5], [6]. With the

advancement of technology, AI is expected to lead to more

efficiency, safety, and higher quality services than humans are

able to provide [7]. However, the more complex the system is, the

higher the likelihood that AI will falter and result in an incorrect

classification. As AI advances and becomes more prominent, the

human that once completed the task transitions into the role of a

supervisor rather than an operator [8]. Whenever the AI system
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makes an error, such as misunderstanding a voice command, the

human monitor may intervene to correct the error [9].

In the context of DAS, incorrect decisions by the AI sys-

tem may lead to harm to the driver and those in the driving

environment, including both humans and properties [7]. AI is

involved in multiple functions within the DAS, such as adaptive

cruise control, lane departure sensor, collision avoidance, park-

ing assist, and many others. All of these functions are present in

today’s DAS, as well as object recognition, which requires AI

computer vision, which is a technique to mimic the human visual

system [10], [11], [12]. As the level of automation increases, the

driver becomes more of a supervisor in comparison to lower

levels when the driver engages in more manual driving [1]. It is

important for human drivers to understand the capabilities and

limitations of AI to best perform their new role and correct these

errors when they occur.

AI systems are vulnerable to adversarial inputs, such as mali-

ciously manipulated inputs that cause the AI algorithms to come

to an erroneous decision [13]. In machine learning, a type of AI,

the system learns to complete a specific task with a dataset that

is used for training [5]. If the AI system is given limited training

data, it may develop biases in its future decisions. For example,

training a facial recognition program with only individuals of

a certain skin tone will lead to more errors for skin tones that

were not included in the training data [14], [15]. In addition,

since future decisions are made based on the given training

data, the AI system may produce an error if a given input does

not resemble the training data [15]. Although AI can complete

complex processes and functions, it is vulnerable to adversarial

inputs [16]. It has been shown that purposed perturbations that

slightly modify the inputs, such as maliciously added image

pixels or minimally perturbed added noise, maximize the error

rate of the AI algorithm, causing a misclassification [13], [17]. In

comparison, these maliciously manipulated images can typically

be easily identified by human eyes.

B. Computer Vision in DAS

In DAS, AI computer vision and the vehicle’s sensors work

together to collect and process data, relay information about the

environment, plan a path for the vehicle, execute the navigation

path by manipulating the vehicle, and monitor changing condi-

tions within the vehicle to make sure everything is functioning

properly [7], [18], [19]. AI computer vision can classify a large

range of objects in the driving environment, such as road signs,

road markings, other vehicles, pedestrians, obstacles, and more.

Random noise inevitably occurs from the sensor data collec-

tion and must be processed by computer vision, which causes un-

certainties in decisions [20]. Noise can be from conditions in the

naturalistic environment, such as fog or snow [18], human-made

markings and stickers [21], or just natural wear and tear [22]. Ma-

licious attackers may intentionally perturb the road-sign images

by taking advantage of the AI system’s vulnerabilities, leading

to misclassification and preventing the DAS from functioning as

intended [23], [24]. However, small perturbations to road-sign

images, such as the addition of noise, would not normally affect

human vision from recognizing the sign, but it would for the

AI system. The AI system works to minimize the error of its

output, but perturbed noise causes this system to maximize its

error [25], [26]. The human driver would need to take over for the

vehicle when the AI system inevitably fails to correctly classify

a sign that has been maliciously perturbed. To ensure a rapid

takeover, the human would need to be aware of the AI computer

vision’s vulnerabilities regarding these manipulated inputs to

predict when the AI system may fail.

C. Human Perception of AI in DAS

It is important for users to understand the capabilities and

limitations associated with automated systems, which are prone

to making errors [27], [28]. For many automated systems, the

human is still needed in the process to oversee the system, make

sure it is functioning properly, and intervene if an error occurs

[8]. Since the malicious attacks applied to road signs usually

do not affect human vision, it is important for human drivers to

be aware of AI’s vulnerabilities to appropriately predict when

the system may fail. Studying how people perceive AI can help

predict how users will use and rely on it.

Accurate calibration of trust by the user is a crucial factor

in ensuring a functional human-automation system [29], [30].

Trust calibration refers to the process of individuals assessing

the capabilities of automated systems and adjusting their level of

trust accordingly [29], [30]. Over-trusting the system may lead

to undetected or uncorrected errors moving forward, whereas

under-trusting the system may lead to not using the system to

its fullest extent, and losing out on its potential efficiency [31].

Similar to trust in human-automation systems, human–AI trust

is key to developing successful collaborations between the two

parties and taking full advantage of all AI has to offer [32].

Part of this collaboration is understanding how the AI system

works and what it is capable of. As AI systems become more

advanced, the human’s role transitions to one that provides more

oversight over the completion of the task than one who works

on the task itself [8]. AI systems are prone to making errors, and

it is important for users to understand the system’s capabilities

and limitations to make up for these errors [27], [33].

A recent study by Garcia et al. [2] investigated how human

drivers perceive the AI’s computer vision capabilities in classify-

ing a stop sign that was compromised by a malicious attack. They

found that participants overestimated the AI’s ability to correctly

classify the maliciously manipulated stop sign. This finding

suggests that the general public does not accurately understand

the AI system enough, which leads them to overestimate the

AI’s computer vision capabilities. However, Garcia et al. [2]

only used one type of road sign (a stop sign), and only one

type of malicious attack (the physical attack). Consequently, it

is difficult to generalize the results to other potential roadway

signs and how the contents of the signs may affect the results.

In addition, the physical attack that was used in the study is

discernible to the human eye. This makes it unclear how other

perturbations, such as one that is less discernible to the human

eye, would affect the driver’s perceived AI capabilities.
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Fig. 1. Illustration of four attack types on a stop sign.

D. Focus of Current Study

Drivers need to monitor DAS to take over in time whenever

it fails. Computer vision is used in many AI systems within

DAS, and understanding its capabilities and vulnerabilities will

aid drivers in anticipating potential errors and cyberattacks. The

current study aimed to examine humans’ perception of the AI’s

computer vision capabilities of classifying various road sign

images that have been maliciously perturbed through different

adversarial attacks. This study used 11 unique road sign types

with four different attack types to collect both the human’s per-

ception of the attacks and their perception of the AI’s computer

vision ability to correctly classify road signs under different

attacks. Participants were tasked to rate their agreement with

statements that reflected either their own or the AI system’s

ability to correctly classify the road-sign images. By including

different road signs, we also tested how the safety criticality of

the road signs played a role in people’s perception by including

it as a covariate in the analyses.

A total of four different attack manipulations were used,

including the no-attack, the projected gradient descent (PGD)

attack, the physical attack, and the scrambled manipulation

(see Fig. 1). The no-attack images were the original, non-

manipulated, images of road signs, and served as a baseline

condition in which both the human and the AI’s computer vision

should be able to recognize the images. The PGD attack, physical

attack, and scrambled manipulation were each applied to the

no-attack image. The PGD attack images were generated by

using the algorithms [34] proposed, where the gradient per-

turbation is embedded in the background of the image. The

noise added by the PGD attack was difficult for the human

eye to detect [35]; due to the subtleness of the added noise,

the no-attack image and PGD-attack image were almost visibly

identical to the human eye. The physical attack images were

generated using the algorithm [36] proposed, where the current

AI technology has a 0% accurate classification rate. The added

noise by the physical attack was more visible to the human

eye [2], [36]; the no-attack image and physical-attack image

were visibly distinct. Both the PGD and physical attack images

should be misclassified by the AI’s computer vision while the

human should correctly classify both [16]. Lastly, the scrambled

manipulation images were generated by mixing individual pixels

of the original images to make it difficult for both the human and

AI to recognize the images, serving as a control condition.

Participants rated how well both they themselves and the AI

system could classify each road-sign image. We hypothesized

that participants would overestimate the AI’s computer vision

capabilities for the maliciously attacked images, based on the

finding in [2]. It was also expected that this overestimation would

be greater for the PGD attack that is less visible to the human eye

than for the physical attack. The AI system would have a difficult

time classifying both the images with the PGD attack and those

with the physical attack because the noise added, regardless of

visibility to the human eye, would disrupt the computer vision

techniques [20]. However, average users may be unaware of

this knowledge and expect the AI system to be able to correctly

classify the image with the PGD attack, as they would be able to,

more than the images with the physical attack. We also expected

that people would perceive both the human and AI agent to be

able to correctly classify the images with no-attack, and neither

would be able to correctly classify the images with the scrambled

manipulation.

This study contributes to the understanding of how humans

perceive and trust the AI system in classifying maliciously

manipulated images. It also sheds light on how humans con-

nect the perceived safety criticality of various road signs to

the capabilities of AI computer vision techniques. This study

emphasizes the importance of explaining the AI’s computer

vision capabilities to its users so they may have an accurate

understanding of the system [37].

The the rest of this article is structure as follows: Section III

explains the methods employed for this study, including the

participants, materials, experimental design, and procedures.

Section IV first describes the analyses of the participant’s ratings

of trust in the AI’s computer vision system, followed by the

results of the participants’ perception of the human’s and AI’s

ability to classify the different road-sign images under the four

attack types. Section V discusses the findings of the study, along

with their implications and limitations, as well as future research

ventures. Section VI concludes the article.

III. METHOD

A. Participants

A total of 230 participants were recruited through Amazon

Mechanical Turk (MTurk), an online crowdsourcing site. The

mean reported age was 36.53 years (SD = 11.06). Participants

reported their gender as either female (n = 66) or male (n =

164). Participants reported an average of 15.23 years of driving

experience (SD= 12.24, n= 215), or responded with “N/A” (n=

15). Participants reported their race as White (n= 192), Black or

African American (n = 18), American Indian or Alaska Native

(n = 3), Asian (n = 11), or other/mixed (n = 6). Participants

were required to be between the ages of 18 and 89, have a driver’s

license, be located in the United States, and have a HIT approval

rating of at least 95% (i.e., they have successfully completed and

got approved for at least 95% of the tasks they performed on

MTurk in the past). The experiment took an average of 55 min,
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and each participant was compensated $6 for their participation.

This study was approved by a southeast university’s Institutional

Review Board and complied with the APA ethical guidelines.

B. Materials

The study was presented using Qualtrics (Qualtrics.com) on

participants’ own laptops or desktop computers. This study

contained a pretask questionnaire, an experimental task with

two blocks, and a post-task questionnaire. The purpose of the

pretask questionnaire was to measure participants’ trust in AI-in-

general, in AI in autonomous driving, and their self-confidence

in their own driving abilities, and thus it was implemented before

the experimental task. The pretask questionnaire contained a

total of 17 statements participants were required to rate their

agreement using a 7-point Likert scale, where 1 represents

strongly disagree and 7 represents strongly agree. Seven of the

17 statements measured the participants’ trust in AI-in-general,

and seven measured their trust in AI in autonomous driving

(AI-in-AV). These 14 statements were adapted from [38]. Then

three statements measured the participants’ self-confidence in

their own driving ability.

The experimental task included two blocks, one with ques-

tions on the AI agent, and the other with questions on the

human agent. For example, a human agent statement would

state, “I think this image shows a ‘stop’ sign,” while an AI agent

statement would state, “I think the current AI technology will

classify this as an image of a ‘stop’ sign.” We did not elaborate

on what the “current AI technology” referred to avoid biasing

participants. The order of the two blocks was counterbalanced

between participants to control for potential order effects. The

road sign specified in each statement matched that shown in the

corresponding image, but participants were not told this.

Each block contained 1 introduction page, 1 practice question,

followed by 88 experimental questions and 2 attention-check

questions. The introduction page specified whether the questions

were asking for the participants’ perceptions about themselves

or the AI for the road signs. All the images shown were of

road signs. Each question was presented on a separate page,

showing an image of a road sign and either the human or AI

agent statement for the participant to report how capable they

thought the agent was at classifying that road sign. Participants

had the option of including comments about the question, such as

explaining why they gave the ratings that they did, before moving

onto the next question. There were two unique images for each of

the 11 road signs (stop, do not enter, pedestrian crossing, school

zone, speed limit, yield, no turn on red, lane reduction, signal

ahead, keep right, and roundabout), which resulted in a total

of 22 original images. For each original image, the three types

of manipulations (PDG attack, physical attack, and scrambled)

were then applied separately, resulting in another 66 images.

Participants were not informed about these manipulations in the

instructions.

These 88 images were randomly ordered and presented within

each of the two experimental blocks (the AI block and the human

block). The two additional attention checks were also included in

each block and were placed to be the 30th and the 60th questions

in each block to evenly split the 90 total questions into three

parts. Instead of an image of a road sign, each attention check

had an image of a vehicle, with a statement, “For this question,

you are required to choose the strongly disagree option below.”

If participants missed one or more of the attention checks, they

were removed from the data analyses.

The post-task questionnaire asked about the safety critical-

ity of the 11 road signs and demographic questions. For the

safety criticality questions, the original 22 road-sign images

were displayed in a randomized order, and participants rated

the safety-criticality of each sign on a 7-point scale with the

following statement, “This sign is safety-critical.” As before,

participants had the option to explain why they gave the rating

that they did for each question. The nine demographic questions

asked about the participant’s age, gender, race, education, and

driving experience.

C. Experimental Design

This study was comprised of two within-subjects independent

variables (IVs). Each participant answered all three parts of

the questionnaire. The first IV was the agent type, which was

either the human or the AI. The agent type represented the

entity that was classifying the image. This variable allowed

for the comparison between how participants perceived their

own abilities and their perception of the AI’s computer vision

capabilities for classifying road sign images.

The second IV was the attack type on the image, which

consisted of four different attacks: no-attack (original image),

PGD attack, physical attack, and scrambled manipulation. As

described earlier, the original images should be correctly identi-

fied by both the human and AI agents. In contrast, the scrambled

images should be difficult for both the human agent and AI agent

to correctly classify the signs. The PGD attack and physical

attack both projected masks over the original images, which the

AI system should falter and fail to correctly classify [16]. For

the human agent, the PGD attack was less visible, or detectable,

to the human eye compared to the physical attack.

The dependent variables were the participants’ agreement

with each agent’s statement for each image. The rating was

on a scale of 1–7 for each statement (1 representing strongly

disagree, 7 representing strongly agree), which reflected how

the participant perceived their own or the AI’s computer vision

capability of classifying the road signs. In addition, participants

subjectively rated how safety-critical each of the 11 road signs

was (also on a 7-point Likert scale), and this safety-criticality

rating was included as a covariate in the analyses of how agent

type and attack type affected participants’ perceived capabilities

of the agent.

D. Procedures

Participants were recruited through MTurk and were all in-

dividuals who had an MTurk account. Upon starting the study,

they read and acknowledged the online consent form. The intro-

duction of the study explained that they would answer questions

about AI and related applications, that it was about their opinions

and personal ideas rather than a test of their knowledge, and
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that they should not use any search engines to try and answer

any of the questions. They were then directed to the pretask

questions, measuring their trust in AI-in-general, trust in AI in

autonomous driving, and self-confidence in their own driving

skills. Next, they began the experimental task, either starting

from the AI-agent block or the human-agent block. After the

two experimental blocks were finished, participants completed

the post-task questions, including the safety-criticality questions

and the demographics questions. Once they had finished the last

demographic question, they were debriefed and given a unique

code to enter into MTurk to receive compensation.

IV. RESULTS

A total of 64 (27.8% ) participants were excluded from the

data analyses. Among those participants, 14 did not have a

driver’s license, 34 were suspected of using automated tech-

niques to complete the survey, and 16 did not pass one or

more attention checks. For the remaining 166 participants, their

average reported age was 37.04 years (SD= 12.11). Participants

reported their gender as either male (n = 116) or female (n =

50). Participants reported an average of 16.22 years of driving

experience (SD= 13.04, n= 164) or responded with “N/A” (n=

2). Participants reported their race as White (n = 141), Black or

African American (n = 12), American Indian or Alaska Native

(n = 3), Asian (n = 4), or other/mixed (n = 6). The following

analyses were performed on these 166 participants.

A. Trust

Spearman’s rank correlation analyses [39] with a Benjamini–

Hochberg correction [40] were conducted among the trust mea-

sures, including trust in AI-in-general, trust in AI-in-AV, self-

confidence in one’s driving ability, and participants’ rating on

their perceived capability of the human agent and AI agent.

The Benjamini-Hochberg correction was used because multiple

correlations were conducted at once. Trust in AI-in-general was

positively correlated to rating of capability for the human agent

to correctly identify the images, rs(164) = 0.33, p < 0.001, and

for the AI agent, rs(164) = 0.43, p < 0.001. Participants who

had higher trust in AI-in-general (M = 4.89, SD = 0.99) rated

both themselves (M = 5.37, SD = 0.55) and the AI agent (M =

5.18, SD = 0.66) to be more capable of classifying the images.

Specifically, those who had higher trust in AI-in-general rated

both the human and the AI agent to be more capable at classifying

the original, PGD, and physical-attack images (ps < 0.001 for

all comparisons), but not at classifying the scrambled images,

ps > 0.200 (see Table I).

Trust in AI-in-AV was positively correlated with rating of

capability for the AI agent to correctly identify the images,

rs(164) = 0.28, p < 0.001, but not with the rating for the

human agent, rs(164)=0.08, p=0.332. Participants who trusted

AI-in-AV (M = 4.49, SD = 1.19) more rated AI (M = 5.18, SD

= 0.66) to be more capable of classifying images. Specifically,

those who trusted AI-in-AV more rated the AI agent to be more

capable at classifying the original, PGD, and physical-attack

images (ps < 0.030 for all comparisons), but not at classifying

the scrambled images, p= 0.267 (see Table I). Trust in AI-in-AV

was also positively correlated with trust in AI-in-general, rs(164)

TABLE I
PEARSON’S CORRELATION OF TRUST MEASURES AND RATINGS OF PERCEIVED

CAPABILITIES

= 0.61, p< 0.001. Participants who trusted AI-in-AV (M= 4.49,

SD = 1.19) more also trusted AI-in-general more (M = 4.89,

SD = 0.66).

Self-confidence in their own driving ability was positively

correlated with ratings for the human agent, rs(164) = 0.19, p

= 0.017. Participants who had higher self-confidence in their

own driving ability (M = 5.60, SD = 0.91) rated themselves

(M = 5.37, SD = 0.55) to be more capable of classifying

images. Specifically, those with more self-confidence in their

own driving ability rated both the human and AI to be more

capable at classifying the original, PGD, and physical images (ps

<0.010 for all comparisons), but not at classifying the scrambled

images, ps > 0.070 for both comparisons (see Table I). No other

correlations were significant, ps > 0.050.

B. Perception of Human and AI Capability

A 2 (agent: human, AI) x 4 (attack type: original, PGD,

physical, scrambled) repeated-measures factorial analysis of

covariance with safety criticality as a covariate was conducted

to determine how each factor affected the rating of road-sign

images, which reflected how the participants perceived their or

AI’s capability of classifying the road sign. The agent and attack

type were both within-subjects variables. The assumption of

sphericity was not met for all the terms involved, ps < 0.001,

and thus Greenhouse–Geisser corrections were used.

After controlling for safety criticality, the main effect of agent

type was significant, F(1, 1824) = 6.64, p = 0.010, ηp
2 < 0.01.

Participants rated themselves (M = 5.33, SD = 0.64) to be more

capable of correctly classifying road-sign images than the AI

agent (M = 5.18, SD = 0.73). The main effect of attack type

was also significant after controlling for safety criticality, F(1.12,

2050.24) = 20.16, p < 0.001, ηp
2
= 0.01. Participants rated the

scrambled image (M = 2.54, SD = 1.58) to be less likely to

classify than the original images (M = 6.16, SD = 0.73), the

PGD images (M = 6.16, SD = 0.73), and the physical-attack
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Fig. 2. Ratings of traffic sign images as a function of attack type and safety
criticality. Error bars are 95% CIs of the means.

images (M = 6.15, SD = 0.73), ps < .001 for all comparisons,

for both humans and the AI agent. There was no significant

interaction between agent type and attack type, p = 0.341.

The covariate safety criticality was significant as well, F(1,

1824) = 242.61, p < 0.001, ηp
2
= 0.12. Participants rated signs

with a higher safety criticality (5, 7] as more easily identifiable

for both them and the AI agent than signs with a medium safety

criticality [3], [5]. Interestingly, the interaction between attack

type and the covariate safety criticality was also significant (see

Fig. 2), F(1.12, 2050.24) = 86.87, p < 0.001, ηp
2
= 0.05. It

is worth noting that the majority of road signs were rated to be

at a high-level safety criticality (72.95% with ratings above 5).

The medium-level safety criticality was the next largest group

and ranged from 3 to 5 (26.40% ). Very few road signs were

rated to be at a low-level safety criticality being 1 or 2 (ns =

3 and 9, respectively), leading to large variances at these two

safety criticality levels. When safety criticality was low [1, 3), the

ratings of the scrambled images increased, meaning they were

more identifiable, as the safety criticality increased compared to

the original, PGD, and physical-attack images, which decreased,

meaning they were less identifiable. For medium to high safety

criticality [3], [7], the scrambled-attack condition showed a

distinct pattern from all other attack conditions, with the former

showing a generally flat trend and the latter showing an increas-

ing trend as safety criticality increased. Tests of simple main

effects showed that for the original, PGD, and physical-attack

images, the higher safety critical signs (5, 7] were rated to

be significantly more identifiable by humans and AI than the

medium safety critical signs [3], [5], ps < 0.002. However, this

trend was not observed for the scrambled images. There was

no significant interaction between agent type and the covariate

safety criticality, F < 1. There was also no significant three-way

interaction between agent type, attack type, and the covariate

safety criticality, p = 0.054.

V. DISCUSSION

This study showed that participants perceived their own

capability to classify the road-sign images to be better than AI’s

capability. This result indicates that people may trust and rely

on their own ability more than that of the AI system. Those who

had higher self-confidence in their own driving ability rated the

abilities of the human agent higher. Although participants rated

themselves to be more capable than the AI system, they still

rated the AI computer vision highly to correctly classify both the

PGD images and the physical-attack images with ratings around

6 on the 7-point scale. Whereas the current AI algorithms should

have a 0% chance of correctly classifying the image and fail

at correctly classifying these attacked images [16], [36]. Our

hypothesis, that participants would overestimate the AI’s com-

puter vision capabilities for the maliciously attacked images,

was supported since participants still overestimated the AI’s

computer vision ability to detect the maliciously manipulated

images, consistent with findings in [2]. This overestimation

can likely cause the users to overtrust the AI system when

encountering such malicious attacks. Those who trusted both

AI-in-general and AI-in-AV more rated that the AI system was

more capable compared to those who trusted them less.

People seem to experience difficulties with placing appropri-

ate trust in the AI system [41]. In the context of word puzzles,

people believe that AI supports their expectations and outper-

forms them for tasks [42]. However, in another context, voice

recognition, people lose the willingness to rely on and trust

a voice assistant after it fails to correctly recognize a spoken

command [43], [44]. After a failure or error of AI, people lose

trust in the AI’s capability, but the findings from [45] suggest

people are implicitly aware of the dangers of attributing blame

to the AI for negative outcomes. Taken together, this may mean

that people are unaware of the AI’s computer vision limitations,

but understand to not place too much reliance or blame on the

system, particularly for certain tasks that require lower-level

cognition, such as speech recognition and visual perception.

In addition, humans are fallible to heuristics and poor memory

recall, which can lead to inappropriate use and trust in AI [46].

It seems that humans need AI functions to be more transparent

to understand its capabilities and limitations and be prepared for

potential failures from the system.

Our prediction that participants would overestimate the AI’s

computer vision capabilities for the PGD attacks more than the

physical attacks was not supported. One possible reason for

this result was that participants were unaware of the limitations

of the AI’s computer vision for most of the malicious attacks,

regardless of whether they were visible to human eyes or not.

Thus, participants rated that the AI agent was able to correctly

classify both the PGD attack and physical-attack images just

as well as the original images. This result, in combination with

the overestimation of AI’s capabilities, as well as the positive

correlation between trust and AI capabilities, again indicates

overtrust in the AI system because people are unaware of the

limitations of computer vision techniques. This overtrust can,

thus, lead to potentially dangerous situations while on the road

[7]. Drivers who overtrust the capabilities of the AI system may

be unprepared to take control of the vehicle when the system

fails or makes a misclassification. In addition, drivers who are

unaware of how the AI system works may allow the system to

continue working after an error or misclassification has occurred,

potentially putting the driver and others in danger.
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Participants also correctly rated that both the human and AI

agents would have difficulty in correctly classifying the scram-

bled images, but both would be able to successfully classify

the original images. This result supported our hypothesis that

participants would perceive both themselves and the AI agent to

be able to classify the original images and that neither would be

able to correctly classify the scrambled-manipulation images.

In addition, participants perceived both themselves and the AI

agent as successfully classifying the original, PGD attack, and

the physical-attack images, but not for the scrambled images,

for almost all of the images. These results further support our

hypothesis. Participants knew that AI was vulnerable to certain

maliciously perturbed images, such as the scrambled images

used in the current study, and that the AI system would fail

at correctly classifying them while on the road [16]. In this

regard, people correctly understand the AI’s capability when

dealing with scrambled images, or nonobjects, and thus, what

is missing seems to be the knowledge about the AI’s computer

vision vulnerability to malicious attacks.

The safety criticality of the signs also influenced how partic-

ipants perceived the human’s and AI’s capability of classifying

the images. Participants rated that humans and the AI agent

would more accurately classify the higher safety critical signs

than the medium safety critical signs. Specifically, this trend

was observed for the original, PGD, and physical-attack images

but not for the scrambled images; the accuracy of classifying

the scrambled images did not increase as safety criticality in-

creased. These results indicate that participants may think safety

is influential on the AI’s computer vision ability to categorize

the images. A possible explanation is that participants may think

safety is influential on the AI’s ability to categorize the images. It

is possible that humans expect AI to focus more on—or are more

capable of classifying—a high safety critical sign (e.g., a stop

sign) than a low safety critical sign (e.g., a roundabout). Since

this trend was also seen for humans, another possibility is that

participants were more familiar with high-safety critical signs

and had seen them more frequently than low-safety critical ones.

They rated these road signs to be more identifiable to themselves

and to the AI agent. However, the computer vision techniques

used to process all images similarly and do not distinguish safety

criticality between them [47]. The images carry equal weight in

the identification process and should be unbiased toward high or

low safety critical signs. This result again indicates that people

may be unaware of how computer vision techniques work and

instead believe that the AI’s computer vision recognition and

focus depend on the safety criticality of the sign. This result also

supports that participants understood that AI was vulnerable to

the scrambled manipulation and would have difficulties classi-

fying the road-sign images, regardless of the safety criticality of

the sign.

A. Limitations and Future Research

In this study, we focused on the identification of different

types of road signs, which are static objects in the driving

environment. This limitation prevents us from relating these

findings to other roadway objects, such as a dynamic traffic

light to understand how participants perceive the AI’s computer

vision capabilities in correctly classifying them. In future work,

we can incorporate dynamic objects commonly found on the

roadway, such as traffic lights, vehicles, and pedestrians. With

these dynamic objects, we can assess how humans perceive AI’s

ability to classify perturbed images and if they believe AI is more

or less capable of classifying these cases. Future work could

also include images of objects that are extremely angled to see

if participants understand computer vision techniques and their

limitations regarding angled pictures.

The effect size was rather small for the significant main effect

of agent type for participants’ ratings of capabilities, indicating

that the manipulation might not be as strong as we anticipated.

The small effect size could be due to the subjective ratings

of agents’ capabilities not being a sensitive measure to reflect

the difference between the agents. In addition, safety criticality

violated the assumption of homogeneity of variance, which may

be related to a lack of other significant effects, such as the

interaction between agent type and safety criticality, and the

three-way interaction between agent type, attack type, and safety

criticality. Future studies could explore alternative procedures,

study designs, and materials to better differentiate participant’s

perceptions of themselves and AI.

Another limitation of our study is the length of our study. It

is possible that participants experienced fatigue as they went

through the study, especially since the questions were all struc-

tured the same and repetitive. Future studies should reduce the

number of experimental questions administered to reduce the

chances of fatigue and boredom by the participants.

This study measured drivers’ perceptions about current AI

technologies in the field of DAS. Participants were not expected

to have any prior knowledge specifically about AI prior to

participating in this study because we were interested in their

current perceptions and mental models of AI’s computer vision

capabilities. In addition, not many people have direct experience

with DAS but may have indirect knowledge of it. However, one

limitation of the study is that we did not measure drivers’ knowl-

edge or familiarity with AI technologies in DAS at the time of the

study. It is possible that the sample collected comprised drivers

with little to no knowledge of AI. Future studies can measure

participants’ knowledge and familiarity with AI systems in DAS

and in general.

Finally, the method of using an online survey has its benefits

and drawbacks. One drawback is that we were unable to control

the setting which participants took the survey in. It is possible

that they were completing other tasks and were not giving

their undivided attention to the study. However, based on the

participants’ correct perception of their abilities to classify the

original image and their inability to classify the scrambled im-

ages, it leads to the conclusion that the participants were paying

attention throughout the study. In addition, with online surveys, it

is difficult to collect the participants’ cognitive thought processes

for their rating reasoning. We did include an optional comment

box for each of the 88 experimental questions where they

could leave comments to explain their ratings. However, very

few participants provided substantial comments. Future studies

can include in-person experiments with human subjects rather

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 



8 IEEE TRANSACTIONS ON HUMAN-MACHINE SYSTEMS

than online experiments. In addition, future studies can inquire

about participants’ reasoning for their ratings. For example,

whether people detected the PGD and physical attacks. To our

knowledge, no other study has investigated whether humans

can detect the manipulations themselves in realistic driving

situations through quantitative measures.

VI. CONCLUSION

This study shows that humans overestimate AI’s capability

of classifying maliciously manipulated images. Overall, partic-

ipants rated humans to be more capable than AI in classifying

perturbed images. However, people still perceive the AI system

to be more capable than its actual ability when encountering ma-

licious attacks. The visibility of the perturbations to the human

eye did not affect how participants rated the AI’s computer vision

capability to successfully classify the image. This overestima-

tion of AI may be an indication of overtrust in the AI system

along with a lack of knowledge of how AI computer vision

processes images and its vulnerabilities. A better understanding

of how people perceive AI capabilities is still needed in order to

aid appropriate trust calibration in AI computer vision systems.
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