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ABSTRACT

Covert patterns have an extra layer of security protection for anti-counterfeiting labels as compared with the traditional overt
ones. To increase the complexity and security of quick response (QR) codes, it would be valuable to make covert QR codes that
will be only scannable after a certain decoding process. In this work, the use of surface-enhanced Raman spectroscopy (SERS)
is explored to fabricate covert QR codes. Through developing new Raman-active security inks, we can prepare covert QR codes

using a convenient inkjet printing method. These QR codes will not be revealed directly. They can only be decoded using a

confocal Raman microscope. In addition, multiplex QR codes can be accomplished using multiple Raman probes in printing.

Our results showed that the printed QR codes are covert, have strong SERS signals, and can be easily recognized after the SERS

decoding. It is anticipated that there is great potential for using such covert and multiplexed SERS-based QR codes for advanced

anti-counterfeiting applications.

1 | Introduction

Counterfeiting is a widespread and growing concern, with
nearly two-thirds of companies reporting increased activity
since the pandemic, according to the International Trademark
Association (INTA) [1]. However, many companies are con-
strained by resources and technology that they can use to fight
back efficiently. Due to this demand, various advanced anti-
counterfeiting technologies have been explored recently [2-5].
Security labels, widely used in practice, have played an essen-
tial role in combating counterfeit goods [6]. Many methods,
such as watermarks, barcodes [7-10], and quick response (QR)
codes [11-15], have been applied to these security labels. Some of
these methods are so popular with the public that they eventu-
ally become more prone to counterfeiting. Therefore, it is neces-
sary to design novel technologies with unique security strategies
to fabricate multiplexed anti-counterfeiting labels.

One approach to bolster security labels involves using camou-
flage techniques. Covert labels, which provide extra layers of
protection, are much more difficult to reverse engineer than
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traditional overt labels. Over the past decade, invisible inks,
such as UV-active and IR-active dyes, have been developed for
security applications [16-18]. Covert patterns or images with
concealed information could be hard to notice and thus possess
a higher level of security. Recently, Lee et al. prepared a color-
coded IR-based anti-counterfeit label using a hybrid planar-
plasmonic cavity [19]. The labels can seamlessly blend into the
background, and encoded information can only be revealed
with the scrutiny of a thermal imaging camera. Overall, it is
essential to continually develop innovative functional materials
for fabricating covert anti-counterfeiting labels.

Plasmonic materials are of increasing interest in the develop-
ment of new anti-counterfeiting labels. Several approaches,
such as photoluminescence [5, 20-22], radio frequency
identification [23, 24], magnetic response [10, 25], and plas-
monic interactions [10, 26-29], have been incorporated into
advanced security labels. Among these, surface-enhanced
Raman scattering (SERS) offers unique advantages, includ-
ing morphology-dependent enhancement, a wide range of
probe molecules, high information density, and relatively low
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public familiarity, which improves security [9, 28-35]. Recent
studies have explored SERS-based anti-counterfeiting labels,
including approaches using printable polymer nanoparticles
for invisible information encryption and robust tag recovery,
highlighting the growing versatility of printable Raman-active
materials [36]. However, current challenges include achieving
stable and efficient SERS inks and simplifying fabrication and
decoding processes. Recent advances using particle-free silver
inks have enabled scalable, inkjet-based fabrication of SERS
substrates [28, 37, 38]. Still, few reports have addressed the
fabrication of covert, multiplexed SERS QR codes using low-
cost, commercially available printers.

In this work, we demonstrate the inkjet printing of covert,
multiplexed SERS QR codes using a low-cost, commercially
available printer. Silver ink and probe molecules are loaded
into separate CMYK chambers for simultaneous deposition.
The printed patterns were thermally treated and analyzed by
confocal Raman microscopy. Our results show that the QR
codes are invisible, SERS-active, and reliably decodable, with
flexible probe selection and reusability. This approach offers a
practical pathway for scalable, high-security labeling in anti-
counterfeiting applications. Unlike some previous SERS pat-
terning strategies that require multiple printing processes, our
method enables covert and multiplexed QR code fabrication in
a single inkjet printing step. This simplicity enhances repro-
ducibility and supports scalable deployment using standard
printing infrastructure.

2 | Experimental Section
2.1 | Chemicals and Materials

Silver nitrate (99%+, ACS reagent) was purchased from Thermo
Scientific. Ammonia hydroxide (Certified ACS Plus) was pur-
chased from Fisher Scientific. Formic acid was purchased from
MP Biomedicals. 4-Cyanobenzoic acid (4-CBA) was purchased
from Oakwood Chemicals. All chemicals and materials were
used without further purification.

2.2 | Synthesis of Silver Ink

Silver ink was synthesized using a modified method reported
previously [39]. Briefly, silver nitrate (2.00g) was dissolved in
ammonia hydroxide (3.75mL) while stirring at 700 rpm. Formic
acid (0.4mL) was added to the solution dropwise, and the mix-
ture was further stirred for 5min. Upon completion, the solu-
tion was centrifuged at 10,000 rpm for 10 min and filtered with a
0.45-um syringe filter. The silver solution was then loaded into
an inkjet printer cartridge for printing.

2.3 | Printing of SERS QR codes

The silver ink was loaded into one chamber of the Canon CL-
244 ink cartridge and printed with a Canon MG2500 printer.
The probe solution, 10mM 4-CBA, was also loaded into the ink
cartridge. Typically, the Raman probe molecules are loaded
into other chambers if needed. The printing substrate was HP

Premium Photo Paper Plus (Q6568A). The printed substrate
was heated in an oven (Isotemp vacuum oven 280A) at 70°C for
30s after the printing to ensure the complete drying of the ink
droplets.

2.4 | Characterization

The printed patterns were examined using a field-emission
scanning electron microscope (FE-SEM) (Zeiss). Then, spectral
analysis and mapping of the printed patterns were performed
using a confocal Raman microscope with an automatic XY stage
(Horiba XploRA PLUS). 785nm laser with a laser intensity of
10% and the 10X objective was used in all the Raman experi-
ments. The exposure time for Raman spectrum acquisition was
1s, while the mapping exposure time was 0.2s. The QR codes
were modified and pixelated with Piskel.

3 | Results and Discussion

Scheme 1 presents an overall procedure for fabricating the co-
vert QR codes via Inkjet printing. The initial step involves the
synthesis of silver ink from AgNO, as the starting material,
which is gradually mixed with formic acid. This method is
slightly different compared with the literature, which used silver
acetate. In our work, silver nitrate was selected for its high aque-
ous solubility and strong coordination with ammonia, resulting
in Ag (NH3),* complexes. These complexes are more reactive
under mild basic reduction conditions, enabling efficient silver
formation without the need for heating. While the fundamental
reduction mechanism remains similar (formic acid reduces Ag*
to Ag®), the kinetics and intermediate species are expected to
differ due to the presence of counterions. Subsequently, the sil-
ver ink is loaded with probe molecules into separate chambers of
an inkjet cartridge. The generation and color-coding of QR codes
ensure precise printing. The printed QR codes are subjected to
heat treatment, resulting in a thermal reduction of silver com-
plexes. With that, covert codes not accessible to a direct opti-
cal scan can be obtained. However, applying a confocal Raman
microscope can decode the QR codes and generate a scannable
Raman mapping that contains concealed information within
the QR codes.

Achieving accurate Raman mapping in SERS applications de-
pends on high-quality label fabrication. In the case of inkjet
printing, poor print quality can distort pixel representation
during mapping, compromising the reliability of the decoding
process. To investigate the printing quality, we printed basic
25x%25 arrays on photo paper and studied them using various
heat treatments for 30s, as shown in Figure 1a. While all sam-
ples showed a 25X 25 array pattern, the color of each sample
differed significantly with the change in temperature during
the heat treatment. The sample with 45°C treatment has a dark
yellow hue with indistinct edges and corners, some of which
appeared “spiky.” On the contrary, the 70°C sample had a dark
brown color with clear edges and corners for each block. When
viewed from a side angle, a metallic sheen can be observed. At
110°C, the sample became black but suffered from layer sep-
aration due to heat compromising the photo paper's layered
structure. In addition, UV irradiation was also used to promote
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SCHEME1 | The fabrication process of inkjet printable covert SERS QR codes.
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FIGURE1 | (a)Inkjet print patterns treated under different conditions; (b) absorption spectra of heat-treated samples from the total reflectance
data; (c) SEM image of printed Ag patterns on an aluminum foil; (d) Raman spectra printed patterns with the silver ink.

the silver ink reduction after printing. This process was much
slower than heating, resulting in a final sample with a dark red
hue, and no metallic shine was seen. The absorbance spectra
of the heat samples were determined by analyzing the total re-
flectance measurements (Figure 1 b). A broad absorption can
be found for all these samples in a 400- to 600-nm region, with
a maximum of about 450nm. Such an absorption band is typi-
cal for silver nanoparticles and can be associated with surface
plasmon resonance (SPR). This agrees with our expectation of
generating nanosized silver particles with the heat treatment of
the printed arrays. We also found a direct correlation between
the increased heating temperature and the higher absorption,
suggesting a darker coloration of the samples.

To further optimize post-print heat treatment, we conducted
a temperature gradient study from 60°C to 100°C in 10°C in-
crements, and the results are presented in the Supporting
Information (Figure S1). A modest increase in Raman intensity
was observed at temperatures >80°C, likely due to enhanced
nanoparticle growth. However, these gains were outweighed by
significant substrate deformation, including warping and curl-
ing of the photo paper, which interfered with Raman mapping
due to loss of surface flatness and focus uniformity. In contrast,
70°C produced a strong and stable SERS signal while main-
taining excellent substrate integrity, making it the most prac-
tical and reproducible treatment condition for covert QR code
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fabrication. This balance is critical to ensuring decoding fidelity
and real-world applicability.

We used field-emission scanning electron microscopy (FE-
SEM) further to elucidate the morphology of the printed silver
patterns, as illustrated in Figure 1c. Numerous “rock-like” parti-
cles are dispersed across a sizable silver patch. The particle sizes
range from a few nanometers to 500 nm. Notably, the silver ink
was initially particles-free before printing and drying, indicat-
ing that the silver nanoparticles and patches formed during the
heating and drying. Our results indicate that printing conditions
are essential for producing high-quality prints with well-defined
edges and uniform patterns, which could be crucial for achiev-
ing accurate Raman mapping in SERS-based applications.

Figure 1d shows the Raman spectrum of the Ag ink alone,
without any added probe molecules. It is worth noting that
a Raman peak at 1030cm™' was consistently observed from
the printed Ag ink, even in the absence of added probes. This
peak is attributed to residual organic species originating from
the ink formulation, likely including surface-bound formate or
Ag-ammonia complexes formed during the reduction of silver
nitrate by formic acid under basic conditions. Similar features
have been observed in SERS studies involving carboxylates or
C-H deformation vibrations on silver surfaces [40]. Based on
the spectrum analysis, we can conclude that the Raman peaks
appear well-distributed and easily distinguishable from one an-
other. Two Raman probes were carefully selected in this work
to print covert QR codes based on their spectral specificity,
chemical stability, and compatibility with inkjet printing. The
first probe, 4-cyanobenzoic acid (4-CBA), exhibits a sharp and
isolated Raman band at 2232cm™!, corresponding to its cyano
(C=N) functional group (Figure S2). This peak lies in a typically

silent region of the Raman spectrum—well outside the crowded
1200-1500cm™" range—making it ideal for background-free
detection and multiplexed encoding. The second probe, cyan
ink from commercial inkjet cartridges, contains dye molecules
with strong and reproducible peaks at 1336 and 1539cm™,
which are well-separated from the 4-CBA signal. Both probes
demonstrated high signal consistency after thermal treatment,
remained stable in the silver ink matrix, and were compatible
with CMYK cartridge loading for scalable printing. These fea-
tures, combined with their distinct spectral fingerprints, make
them well-suited for covert SERS labeling.

The Raman performances of the printed samples under differ-
ent temperature treatments were examined to understand the
impact of post-print thermal treatments. The results (Figure S3)
indicated that the samples with either 45°C heating or UV treat-
ments had minimal to no Raman signal, while the ones with
70°C and 110°C exhibited comparable Raman intensity. This
result agrees well with the absorption spectra discussed above.
The lack of SERS signals for the 45°C treated sample can be due
to the very low (if any) absorption at 780 nm. On the other hand,
the samples treated with 70 or 110°C have some absorption at
780nm, thus resulting in strong SERS signals, likely related to
the collective SPRs of the silver nanoparticles. Consequently,
70°C was an ideal heat treatment temperature for subsequent ex-
periments. Notably, samples with a metallic sheen also demon-
strated high Raman intensity, a valuable insight into predicting
Raman performance during fabrication.

The feasibility of employing printed SERS QR codes for anti-
counterfeiting was further explored. A straightforward, overt
QR code was produced and assessed as a first step. We converted
a QR code into binary colors of magenta and white (Figure 2a) as

a b
-
-
-
-
-
)
-
-
-
-
-
-
-
.
-
-
.
-
-
-
-
-
d e
o
2500
2000 4
=
2 s %
] £
3 8
= 1000 &
w0 4 {
] J—-——‘

F T - T . -
200 s00  soc o0 Laaga 1200 1400
Raman Shift (em™)

Raman Shift (cm™)

1033cm

0 v‘”I“Jimr‘-m?‘:n.n fop

a0 &

Intersdy |CPS)

FIGURE2 | (a)Pixelated QR code designed for printing. (b) Overt QR code after the heat treatment. (c) Generated QR code with SERS mapping.
(d) SERS spectra of the printed patterns at all the pixels. (¢) enlarged spectrum of peak 1030cm™". (f) Intensity distribution of the SERS peak at

1030cm™.
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our silver ink was filled in the magenta chamber of the cartridge.
When printed, the desired silver ink will cover the magenta
area, while the white blocks are uncovered. The printed QR code
appeared dark brown upon heat treatment. This QR code is un-
scannable at a close distance due to the gridlines breaking up the
QR code pattern but scannable at a further distance (Figure 2b).
We have successfully printed these QR codes in various sizes.
Due to the limited printing resolution of the cheap commercial
printer, we can readily print scannable QR codes with a mini-
mum size of 10mm in length (Figure S6).

Raman mapping was employed on the samples to transform this
pattern into a QR code that can be easily scanned (Figure 2c). The
peak intensity at 1030 cm™! was chosen for the Raman mapping,
as depicted in Figure 2d. When enlarging the green box region, a
clear intensity gap is visible, which indicates the peak intensities
could be separated into two groups (Figure 2e): Raman signals
and spectral background (noise). All the 1030cm™~! peak inten-
sities from the mapping process were constructed into a histo-
gram, and a cutoff of 22 was selected by the data analysis, which
will be used to reconstruct the QR code. All the pixels with an
intensity lower than 22 will be designated as black, while those
greater than that will be colored (green was used here). The
resulting SERS mapping successfully replicated the initial de-
sign and was fully scannable, as evidenced in Figure 2c. This
approach, which involves pixel design, fabrication, and Raman
mapping, would be a recommended protocol for creating more
elaborate multiplexed QR codes.

FIGURE3

A covert QR code, in which the QR pattern cannot be scanned
in a simple, direct manner, will be produced by managing the
pixelated pattern of a QR code during the inkjet printing pro-
cess. For example, 4-CBA probe molecules can be loaded into
a cartridge's “yellow” chamber, while the silver ink is in the
“magenta” chamber. We can easily tell the computer to print QR
codes with pixels containing pure silver ink or a mixture of sil-
ver ink and 4-CBA probe molecules. Figure 3a shows a design
of the dual color (red/pink) QR codes that we input into a com-
puter. With careful optimization, we can make these two types
of pixels have very similar visual appearances after printing. As
shown in the photo of the print label, it turns out that the printed
pattern is more like a simple 25x25 array than a QR code.
Because all these pixels in the QR code are very similar, this QR
code cannot be scanned directly by any phone or scanner, and
no valuable information can be extracted from this image alone.

Such covert QR codes can only be decoded by the process of
Raman mapping, including both experimental acquisition and
data process. After acquiring a set of Raman spectra at each
pixel, we used the Raman peak's intensity at 2232cm™ for de-
coding. The resulting SERS mapping, depicted in Figure 3c,
again reproduced the originally designed QR code, and the SERS
map is highly accurate and fully scannable. It is worth noting
that cyan ink can also serve as the Raman probe for this appli-
cation. With a low concentration of cyan in printed patterns, the
QR codes are covert to the naked eye while fully scannable after
Raman decoding. In addition, if needed, we can also manipulate

(a) Pixelated QR code design for covert QR code; (b) printed and heat-treated covert QR code; (c) SERS mapping of the covert QR code;
(d) slightly visible QR code printed with 50% cyan probe and 50% silver ink.
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the appearance of printed QR codes by adjusting the probe-to-
ink ratio. For example, the QR code was tuned to be slightly vis-
ible when we printed it with a 50% cyan probe and 50% ink, as
shown in Figure 3d. Therefore, we can switch between covert
and overt appearances during the printing process by exploring
and altering probe concentrations and amounts.

To further understand the impact of printed probe density on
SERS performance and stealth, we examined the Raman in-
tensity of QR codes printed with 4-CBA (10mM) at grayscale
levels of 25%, 50%, 75%, and 100%. As shown in the Supporting
Information (Figure S4), the Raman peak intensity at 2232cm™!
increases with grayscale level, from approximately 90 (25%) to
180 counts (100%). Despite this trend, the 25% condition pro-
duced sufficient SERS signal for QR code decoding while main-
taining the covert appearance of the printed pattern. These
results demonstrate that low grayscale levels offer a practical
compromise, enabling both strong SERS detection and high vi-
sual covertness for anti-counterfeiting applications.

An even more effective method for enhancing the security of QR
codes is to store a hidden QR code behind an apparent one or hide
two codes in one, making it extremely difficult for counterfeiters to
reverse-engineer. This is accomplished by printing a complex dual
covert “QR code” composed of two overlapping QR codes. These
QR codes are of equal size and dimension, but will lead to different
sets of information. In this work, one QR code uses silver ink with
25% 4-CBA as a probe, while the other incorporates silver ink with
15% cyan ink. Experimentally, the “magenta” chamber contains
Agink, the “yellow” chamber holds 4-CBA, and the “cyan” cham-
ber carries cyan ink. The QR code utilizing the 4-CBA probe is
printed in pink, while the cyan probe QR code is printed in purple,

and the overlay sections are printed with a color that is a combina-
tion of both pink and purple (Figure 4a,b). As seen in Figure 4c, the
resulting printed QR code presents a highly uniform appearance.
It looks like a normal QR code. However, that code is impossible
to scan because it overlays two QR codes. By using Raman map-
ping, this complex pattern can be decoded into two distinct QR
codes: one utilizing the 1600cm™ peak from 4-CBA and the other
employing the 1539cm™ peak from cyan (Figure 4d). Ultimately,
we can use the Raman map to re-generate and scan these two QR
codes to retrieve the storage information fully. Be aware that the
QR codes in this example have relatively low error tolerance by
their design, allowing minimal room for incorrect pixels (false pos-
itives/negatives) while remaining scannable. In practical applica-
tions, QR codes usually have larger dimensions and a higher error
tolerance, making them suitable for mass production and stream-
lining printing while maintaining high complexity and security.

To assess the durability of printed silver QR codes under realistic
usage conditions, we subjected samples to environmental stress
tests, including mechanical brushing, exposure to sunlight, and
high-humidity storage over a 4-week period. After treatment,
the QR codes retained their covert appearance with no visible
scratching or delamination and remained fully decodable via
Raman mapping (Figure S5). The SERS signal intensity and
peak position showed no significant change, indicating good
mechanical and environmental stability. These results support
the potential of our printed SERS QR codes for long-term use in
practical anti-counterfeiting applications.

Finally, we applied the inkjet printing of covert QR codes in
two real-world scenarios. First, we printed the covert QR code
on commercially available blank labels (Avery). As shown in

FIGURE4 | (a)Pixelated dual QR code design; (b) left: QR code with RGB color code (255, 0, 191); right: QR code with RGB color code (217, 0, 255);
(c) optical image of the dual QR code; (d) SERS mapping of the two different QR codes.
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FIGURES5 | (a)Covert QR code printed on transparent labels; (b) the printed labels show good flexibility by bending; (c) overt and covert QR codes

printed on the ticket of a volleyball game.

Figure 5a, the printed QR code has sharp edges and consistent
color distribution. This QR code remains covert, with no visible
information on the label unless there is a process of Raman de-
coding. The printed labels also exhibited flexibility (Figure 5b)
and could be applied to other surfaces if needed (Figure S7). In
addition, we printed our QR codes directly onto a real ticket for
the college volleyball game (Figure 5c). Here, the QR codes were
smaller than half an inch. The overt QR code was scannable
(Figure S8), while the covert one was not, demonstrating that this
inkjet printing technique can be applied to various substrates,
producing invisible QR codes to the naked eye. This versatility
highlights the potential of our inkjet printing of covert QR code
technique for a wide range of security and anti-counterfeiting
applications. By extending its use to covert barcodes, patterns,
or hidden messages, this method could offer an adaptable and
cost-effective solution for protecting valuable documents, tick-
ets, or products from unauthorized duplication.

Compared with conventional anti-counterfeiting techniques,
such as fluorescent tagging, UV-reactive inks, watermarks, and
standard barcodes, our SERS-based QR codes offer several dis-
tinct advantages. They are invisible under ambient conditions,
unlike fluorescence or watermarks which often require specific
lighting or are partially visible to the eye. The use of Raman-
active probes enables precise molecular-level encoding, which is
inherently difficult to duplicate. In addition, our system allows
multiplexed data storage using various probes and is compati-
ble with low-cost, commercially available inkjet printers. The
printed labels can also be reconfigured or refreshed for reusabil-
ity. While optical tags such as holograms and fluorescence may
be easier to scan under casual inspection, our covert SERS QR
codes are more suitable for applications requiring discreet and
high-security verification. This technique can also be used in
combination with conventional labels to create robust, multilay-
ered anti-counterfeiting systems.

4 | Conclusion

In conclusion, we have presented the step-by-step process of
creating inkjet printable SERS active QR codes. These codes
are very versatile as they can be printed overtly or covertly.
The covert QR codes are undetectable by traditional methods
but can only be scanned after Raman map decoding. We have

observed a high correlation between the Raman mapping out-
comes and the QR code design, indicating the superior quality
of the printing. Additionally, we have explored printing dual
complex QR codes to form a composite “pseudo” QR code that
can only be decrypted through appropriate Raman mapping.
We also demonstrated using this method to fabricate flexible
security labels that could be applied to other surfaces. Finally,
we printed QR codes directly on normal tickets, presenting the
versatility of this method. A key advantage of our strategy is that
both the silver ink and multiple Raman probes can be printed si-
multaneously in a single step using standard CMYK cartridges.
This simplifies fabrication compared with multistep or layered
approaches reported in other SERS-based labeling systems. Our
research findings demonstrate that inkjet printable covert SERS
active QR codes are feasible for various applications, highlight-
ing their adaptability, security features, and scalability for wide-
spread use.

Given their covert nature, molecular specificity, and multiplexing
capacity, these SERS QR codes hold strong potential for real-world
anti-counterfeiting applications. They can be applied to high-value
documents, certificates, currency, luxury goods, and artworks,
where invisibility and high-density encoding are particularly valu-
able. Furthermore, this platform could be integrated with existing
anti-counterfeiting strategies, such as fluorescent tags, holographic
films, or digital verification systems, to create multilayered secu-
rity protocols. The ability to dynamically reprint and reuse labels
with different probes also makes this approach attractive for track-
able, renewable security systems. Future work will explore these
integration opportunities and evaluate label performance under
practical usage conditions.
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Supporting Information

Additional supporting information can be found online in the
Supporting Information section. Figure S1: (a) Percent reflectance, (b)
calculated absorption, and (c) SERS spectrum of post-print QR codes
at various heat treatment temperatures. Figure S2: Raman spectra
printed patterns with Ag ink, Ag ink with 4-CBA, and Ag ink with
cyan ink, respectively. Figure S3: Raman spectra of different curing
temperatures. Figure S4: SERS spectrum of 4-CBA printed at differ-
ent print intensities. Figure S5: Optical image of Covert SERS labels
after (a) 30days storage in sunlight, (b) 30days storage in 60% humidity
room, (c) brushing with a paint brush, and (d) Raman mapping of covert
SERS QR label after storage for 30days in sunlight. Figure S6: Various
printed-size QR codes. Figure S7: Printed covert labels could be applied
to the backside of a monitor. Figure S8: Scannable direct printed QR
code on a ticket.
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