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Abstract—Post-Quantum Cryptography (PQC) and Homomor-
phic Encryption (HE) are emerging security primitives that
strengthen data protection against adversaries equipped with
quantum computing capabilities. Although PQC and HE rely
on similar underlying arithmetic operations, their hardware
implementations are typically developed independently due to
differences in key parameters such as polynomial length and
modulus bit-width. This work presents a unified lattice-based
polynomial modular accelerator that efficiently supports both
PQC and HE primitives, bridging these two domains toward
future secure computing architectures. The proposed design
introduces highly reconfigurable modular computation units that
enable low-overhead runtime configuration across the parameter
ranges commonly used in PQC and HE schemes. This unified
architecture eliminates the need for separate domain-specific
accelerators by reusing shared computation structures and work-
load patterns across both cryptographic schemes.

Index Terms—Lattice-based cryptography, Homomorphic en-
cryption, Post quantum cryptography, FPGA, Reconfigurable
computing.

I. INTRODUCTION

The rise of quantum computing and the increasing emphasis
on data privacy have driven the development of privacy-
preserving cryptographic technologies. Post-Quantum Cryp-
tography (PQC) and Homomorphic Encryption (HE) repre-
sent two major approaches to addressing these challenges.
PQC offers alternatives to traditional public-key cryptogra-
phy, ensuring secure data exchange even against adversaries
with quantum capabilities. Notably, CRYSTALS-Kyber [1]
has been standardized as a Public-Key Encryption (PKE) and
Key-Encapsulation Mechanism (KEM), while CRYSTALS-
Dilithium [2] has been selected as a lattice-based digital
signature scheme. In contrast, HE enables computations to be
performed directly on encrypted data, supporting arithmetic
operations (addition and multiplication), Boolean operations
(comparison and sign), and rotation operations (automor-
phisms). Current HE schemes [3-5] are primarily constructed
on the Ring Learning-with-Errors (R-LWE) problem.

Although PQC and HE target different applications, they
share a similar arithmetic foundation, involving polynomial
addition, subtraction, and multiplication over modular rings,
with variations in modulus bit width and polynomial length.
This computational similarity offers an opportunity to develop

shared hardware platforms that support both domains, enabling
fully secure end-to-end systems. Given that the server per-
forming HE operations should not have access to the HE
decryption capability, as providing it would compromise the
integrity of the computed data. In addition, configuration data
should not be transmitted to the server in plaintext, as this
creates the weakest point in the secure computing system.
Therefore, using PQC for transmitting essential configuration
data to the server is necessary. In such systems, PQC can
secure communication between clients, while HE allows en-
crypted data processing in domains such as cloud comput-
ing [6], healthcare [7], and large language models [8]. To
meet the growing computational demands of these applications
while maintaining high efficiency, a unified reconfigurable
hardware architecture that supports both PQC and HE is highly
desirable. Such an approach provides a practical pathway to
achieve secure, resource-efficient, and flexible cryptographic
processing across diverse workloads.

In this paper, we present RECAPHE, a unified hardware
computation architecture designed to support both HE and
PQC schemes efficiently. The proposed architecture utilizes
a low-overhead, reconfigurable computing structure that dy-
namically adapts to the diverse parameter settings employed
in PQC and HE. The main contributions of this work are
summarized as follows:

« A configurable dual-scheme modular multiplier that sup-
ports widely used PQC and HE parameters with minimal
resource overhead.

o A high-speed hybrid butterfly computation module ca-
pable of efficient execution across both PQC and HE
schemes.

The remainder of the paper is organized as follows: Sec-
tion II provides background on Lattice-Based Cryptography
(LBC) and its relevance to PQC and HE. Section III details
the proposed RECAPHE architecture. Section IV presents
experimental results, and Section V concludes the paper.

II. BACKGROUND
A. Lattice-based Cryptography for PQC and HE

LBC is founded on the NP-hard lattice problems that remain
intractable even for quantum computers [9]. Its arithmetic



simplicity and strong security guarantees make it a promising
foundation for PQC and HE. The schemes supported by
RECAPHE belong to a subclass of LBC: the Ring Learning
with Errors (R-LWE) and Module-LWE formulations. Poly-
nomial arithmetic in these schemes is performed over the ring
R, = Z,[x]/(x™ + 1), where 2™ + 1 is a length-n irreducible
polynomial and ¢q is the modulus for polynomial coefficients.

In the R-LWE construction, two polynomials are sampled to
form a pair (a(x),b(x)) € Ry x Ry, where a(x) is a uniformly
random polynomial over Ry, and b(x) is defined as

b(z) = a(x) - s(z) + e(z) € Ry, (D

where s(x) € R, is the secret polynomial and e(z) € R, rep-
resents the small error term. The Module-LWE variant extends
this construction by defining s(x) and a(z) as d-dimensional
vectors, i.e., s(z), a(z) € (R,)?, with each component being
a polynomial in R,. Readers interested in key generation,
encryption, decryption procedures, and parameter settings can
refer to Kyber [1], BFV [3, 4], and CKKS [5].

B. Prior Works on Hardware Design for PQC and HE

Efficient FPGA-based architectures are essential for the
deployment of PQC [10] and HE, as they enable high perfor-
mance with reduced resource utilization, including Look-Up
Tables (LUTs), Flip-Flops (FFs), and Digital Signal Process-
ing (DSP) blocks. Numerous FPGA acceleration techniques
have been proposed to optimize core modules in both domains.

One major design focus is modular multiplication. FPGA
implementations commonly employ reduction algorithms such
as Barrett reduction [11] to accelerate modular arithmetic. De-
signers often exploit moduli with sparse power-of-two struc-
tures [12—14] to minimize the use of multipliers. For instance,
shift-and-add architectures [12, 15] and Karatsuba-based mul-
tiplication schemes [16] have been applied to PQC [17] and
HE [13] implementations to reduce DSP utilization.

Polynomial multiplication over prime fields is typically
accelerated using the Number Theoretic Transform (NTT),
which reduces complexity from O(n?) to O(nlogn). Many
FPGA designs adopt unified butterfly modules [18, 19] that
support both NTT and Inverse NTT (INTT) operations, and
in combination with optimized twiddle-factor storage [20, 21]
to minimize memory requirements. These unified arithmetic
modules serve as standard building blocks for PQC and HE
accelerators, enhancing hardware utilization.

Beyond arithmetic optimization, prior works have explored
architectural flexibility. Some designs merge butterfly and
coefficient-wise modular add/subtract operations into reconfig-
urable modules [22], enabling trade-offs between performance
and resource efficiency. High-level folding transformations
have been applied to polynomial multiplication architectures
to improve computational scheduling [23, 24], and opti-
mized memory-flow architectures [25] have enabled large-
scale HE implementations on FPGAs. More recently, system-
level designs have introduced custom instruction extensions
for PQC [26, 27] and HE [28], improving integration within
general-purpose hardware frameworks.

Despite sharing many arithmetic primitives, most existing
FPGA implementations treat PQC and HE as independent

domains. Few studies explicitly bridge the two. The proposed
RECAPHE architecture addresses this gap by unifying key
computational modules and reconfigurable design techniques,
enabling efficient support for both PQC and HE within a single
hardware framework.

III. RECAPHE ARCHITECTURE DESIGN

The high-level concept of RECAPHE is to construct a
configurable lattice-based cryptographic hardware architecture
that efficiently supports both PQC and HE schemes by lever-
aging their shared computational characteristics. The reconfig-
urability of RECAPHE focuses on two key components: the
modular multiplier and the butterfly operation module.

A. Dual-scheme Modular Multiplier

A primary distinction between PQC and HE schemes lies
in the bit length of their moduli. For PQC schemes, Kyber
and Dilithium employ 12-bit and 23-bit moduli, respectively,
whereas HE schemes typically operate with moduli ranging
from 32-bit to 60-bit. A straightforward approach would be to
adapt an HE-compatible modular multiplier for PQC parame-
ters, with the higher unused bits kept as 0; however, this re-
sults in inefficient hardware utilization, as most computational
resources remain idle during smaller-bitwidth operations.

In FPGA implementations, large-bitwidth modular multi-
plications are realized by cascading multiple on-board DSP
blocks. This cascading naturally produces partial multiplica-
tion results that can be reused for lower-bitwidth modular
multiplications, such as those used in PQC schemes. For the
HE configuration using a 54-bit modulus, it is possible to
integrate four 12-bit modular multipliers for Kyber by adding
additional configuration logic. However, such a design incurs
significant overhead due to the inefficient use of the standard
27x18-bit DSP multipliers available on FPGAs and LUT
resource consumption overhead in the overall configuration
path. Unlike prior work, such as KaLi [29], which supports
both PQC public-key and signature operations, our design
adapts a two-parallel PQC configuration to fully utilize the
54-bit modular multiplier resources available for HE.

As illustrated in Fig. 1, the proposed 54-bit FPGA-based
modular multiplier is partitioned into several 27-bit x 18-bit
modular multipliers. In Algorithm 1, a baseline Barrett reduc-
tion modular multiplier is presented. The input operands a and
b are first decomposed into 27-bit and 18-bit segments. Six par-
tial products are then computed as mqy = a[26 : 00]-b[17 : 00],

my = a[26 : 00] - b[35 : 18], mo = a[26 : 00] - b[53 : 36],
ms = a[53 : 27] - b[17 : 00], m4 = a[53 : 27] - b[35 : 18],
ms = a[b3 : 27] - b[63 : 36]. Depending on the PQC or

HE scheme used in the computation, these six partial results
are reorganized to form the output in Step 1 of Algorithm 1.
For Steps 2 through 6 of the proposed multiplier architecture,
the dataflow is decomposed into two parts (upper 27-bit
and lower 27-bit) when operating under the PQC scheme,
or processed without decomposition under the HE scheme.
For the decomposed PQC dataflow, the intermediate values
t and y are computed separately using the PQC parameters
k and ¢ in Steps 2, 3, and 5 of Algorithm 1, and are then



merged into a unified 54-bit dataflow. This dataflow design
maintains uniformity across the proposed modular multiplier
while supporting modular multiplication for both schemes.
This configuration efficiently reuses DSP resources, achiev-
ing high utilization for both PQC and HE operations. Since the
moduli used in Kyber and Dilithium are smaller than 27-bits,
this approach minimizes configuration resource overhead.

Algorithm 1 Modular multiplication with Barrett reduction.
LZk/qJ’ k = 2|710g2 (ﬂ, COIlﬁg =

Input: a,b € Zg m =
{HE, PQC}
Output: y = a-b mod ¢

I: z=a-b
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4: if y > ¢ then
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6: end if
7: return y
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Fig. 1: Dual-scheme modular multiplier with configurable data
paths for PQC and HE.

B. High-Speed Hybrid Butterfly Operation Module

Another major difference between PQC and HE schemes
is the polynomial length: PQC typically operates on length-
28 polynomials, whereas HE schemes use lengths ranging
from 2'2 to 2'6 depending on the desired security level. To
support this wide parameter range, RECAPHE adopts a hybrid
butterfly architecture that combines memory-based and Multi-
path Delay Commutator (MDC)-based computation.

In HE configurations, memory-based butterfly modules are
preferred since they efficiently handle large polynomial lengths
using ping-pong operations between on-chip memory banks.
For PQC, however, the low polynomial length results in poor
memory utilization, making a fully memory-based design
inefficient. PQC implementations typically favor MDC-based
butterfly modules for higher throughput and lower latency.

To address these differing requirements, we propose a
hybrid architecture comprising groups of eight butterfly com-
putation units that can be dynamically configured as either
memory-based or MDC-based modules. When configured in
memory-based mode, the units perform standard 8-parallel
ping-pong butterfly operations between two sets of Block
RAMs (BRAM). In MDC-based mode, the same eight butter-
fly units interconnect to form a length-256 bidirectional but-
terfly network, supporting both NTT and INTT computations
as described in [30]. The bidirectional structure eliminates the
need for separate NTT and INTT hardware, improving hard-
ware reuse. Independent twiddle-factor memories are main-
tained for the two configurations to eliminate the need to load
twiddle factors for PQC schemes. Although the bi-directional

butterfly module can perform both NTT and INTT within a
unified architecture, it cannot execute them simultaneously
because the NTT input port also serves as the INTT output
port, and vice versa. However, consecutive NTT or INTT
operations can be supported through appropriate data post-
processing. This design effectively reduces resource usage.

Due to Kyber’s parameter setting, where ¢ = 3329 does not
satisfy ¢ = 1 (mod 512), the first stage of the NTT and the
last stage of the INTT differ when operating over length-256
polynomials instead of length-512. This stage, referred to as
the special stage, requires no arithmetic computation. Omitting
it would complicate reconfiguration because Kyber’s NTT and
INTT would then need to align with the seventh stage rather
than the eighth in the pipeline, thereby increasing routing and
control complexity. To preserve pipeline uniformity, this stage
is implemented as a lightweight swap stage that exchanges
input coefficients without arithmetic operations. This solution
maintains consistent data flow across PQC and HE configura-
tions while minimizing reconfiguration overhead.

1V. EXPERIMENTAL RESULTS
A. Experimental Setting

The RECAPHE architecture is implemented in Verilog HDL
and synthesized for the Xilinx U280 FPGA acceleration board,
which is representative of cloud-oriented privacy-preserving
computing platforms. The implementation setup follows con-
figurations similar to those used in prior works [13, 30].
The design integrates two pairs of modular coefficient-wise
computation units and butterfly operation modules, supporting
polynomial lengths up to 2'¢ to accommodate both PQC and
HE parameter ranges.

B. Result Analysis and Discussion

a) Module-wise resource consumption: As summarized
in Table I, the resource utilization of various modular mul-
tiplier configurations is reported in terms of LUT, FF, and
DSP usage, along with the FPGA equivalent area calculated
using the model from [31]. The proposed reconfigurable
design achieves a 20.04% reduction in equivalent area com-
pared to implementing separate modular multipliers for Kyber,
Dilithium, and the 54-bit HE schemes with a reasonable
increase in LUT and FF without introducing routing overhead.
This dual-scheme design thus provides a favorable balance
between resource efficiency and computational flexibility.

TABLE I: Resource utilization comparison of modular multi-
plier configurations

Parameter | LUT/FF/DSP | Equiv. Area
Kyber 172/38/2 249.25
Dilithium 273/89/5 579.375
54-bit HE 1038/464/30 3317.5
Unified 1869/883/34 3977.625

The resource consumption for the three types of butterfly
module is presented in Table II, showing that the hybrid struc-
ture saves 35.80% of the equivalent area consumption. Note
that the URAM is not listed in the equivalent area computation,
as it is only used for storing the intermediate polynomial and
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Fig. 2: Hybrid butterfly module combining memory-based and MDC-based computation for n = 8, modified from [30].

is not involved in the computation. Additionally, the twiddle
factor for MDC-based butterfly operation is implemented in
LUT/FF due to the small size of the constant values.

TABLE II: Resource utilization comparison of hybrid butterfly
module configurations

Parameter LUT/FF/DSP BRAM/URAM | Equiv. Area
Mem-only (8-par) | 31623/15942/272 5.5/4 38198.5
MDC-only 42447/17154/272 125/32 64956.0
Hybrid (8-par) 46734/18773/272 125/32 66230.125

b) Overall resource consumption: The evaluation results
are summarized in Table III. The implementation instanti-
ates three reconfigurable butterfly modules, two coefficient-
wise modular arithmetic modules, and associated memory
blocks for intermediate data transfers, similar to the design
in [30]. The results demonstrate the feasibility and effi-
ciency of a unified reconfigurable hardware architecture that
concurrently supports PQC and HE workloads. Specifically,
the RECAPHE can execute three length-256 PQC-parameter
NTT or INTT operations in parallel within 1.15 us, and a 54-
bit HE length-2'® NTT or INTT operation within 219.10 pus.
These measurements confirm that runtime configurability in-
troduces negligible latency overhead while maintaining high
throughput for both domains. Compared to HERMES [30],
the RECAPHE removes the grouping of moduli used for
CKKS operations while increasing configuration logic in sup-
porting dual-scheme computation, resulting in differences in
LUT and FF resource consumption as compared with the
RECAPHE(Scaled) and HERMES with an identical number
of butterfly modules. However, this simplification improves
configurability, reduces design complexity without degrading
overall performance, and preserves the algorithmic structures
of both PQC and HE schemes. Similarly, compared to [25]
and [32], the reduced resource consumption and broader sup-
port for LBC schemes demonstrate RECAPHE’s advantage.

V. CONCLUSION

In this work, we propose RECAPHE, a unified computation
architecture that supports both lattice-based PQC and HE algo-
rithms. The architecture enables seamless seamless integration
of PQC parameters into the hardware design while maintaining
compatibility with HE parameters on an FPGA-based data
center acceleration board. Compared to conventional HE archi-
tectures, RECAPHE achieves low resource and performance
overhead with additional support of PQC parameters.
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